MAN8007 Manual version 3.0.0

Nova 3.0 software
Administrator manual

&

Monitoring Users & Access Rights Hardware

Diagnostics Info Boards Personal Settings

Documents Messages Settings



With reservations for misprints



Table of Contents

S o e o T o= T PP 11
I O Vo 0 o 11 ] | A Y/ o< TP 12

2 Home page and main Navigation ........c.cuevieiiiiiniiiiccii e 14
2.1  ACCOUNT SEHINGS .. cvuiir i e e s er e rn e 16
2.2 Creating USer WIdgEeLS .......occuuuiiiieiii e e e 18
2% R To o] g 1Y o (o = PSPPI 18
2.2.2  Door widget - WebliNK @CCESS .......ccevuuiriirinniiiirii e 19
2.2.3  Weblink Widget .......coveiiiiiie e 19

3 MoONItOriNg WIGEL ... .o ieeeeee i 21
3.1 EventS WIdgel ...un e e 21
3.1.1  EVENE NISTONY .o 21
3.1.2  Manage error and Warning €VENtS ......c.ceieeiiiniiniienieeie e 22

TP o Tor= 1 0] g R U o £ 23
3.2.1 Location Management........cccuv i 25

4 Users and ACCESS FHONES ...cuuiiiuiiiiieicerir e s e a e e e ean 27
L L T 27
T [ S 28
4.2.1  Adding unknown Card(S) tO USEr........ccceuruiiriirennierieerne s eeens s s eeenneeaeees 29
4.2.2  Card function assignmeENt .........ccoiiuiiiiiiiii i 30
4.2.3  Managing users, their access rights and apartments .........cccccooveevniernees 31
4.2.4  CUSTLOM USEI PrOVIEW .. cuuieniiiiniiienies s s e s ss e s s s sssn s s s e s s s e enssnsenns 35
4.2.5 Importing users from CSV or EXcel file.......coveemeeiiiiiiiiiieiiieeeeeeee e 35
4.2.6  CuStOM USEI SEAICN......uuiiiiiiiii e i s s 36
4.2.7  Card authorization.........cooeeeeeii e e e e 37

4.3 ACCESS GFOUPS tuuerurrniennennseusenstnsensssstsensssensesnssasensssnsenmesssensensernsensesnsensens 39
4.4  Managing SCheAUIES........ccuuiiiiiiii e e 41

D HAIAWAIE e e 45
00 = o =1 P 45
5.1.1  Searching and managing centrals in Local Area Network (LAN)............... 45
5.1.2  Changing a central’s IP address.......c.coviviiiiiiiiiiiiiiierissens s er s ern s 46

5.1.3  How to connect centrals over the internet using remote IP, DNS or DDNS47
5.1.4  Central’s WLAN SEttingS.....ccuiiiuiiiiiiiiiiiiii et r s ae e e e 48

2 With reservations for misprints



5.1.5 Adding, removing and editing centrals ............ccccooeiiriiiiiiin e, 49
5.1.6  Replacement of malfunctioning slave central ...........cccevviiiiiiiiiiennceennnn, 51
5.1.7  Replacement of malfunctioning master central.........cccoovvviiiiiiiiennneennnn. 52
5.1.8  Central SettingsS........oiiiiieii i 52
5.1.9  Online System-wide software upgrade and single upgrade..........c........... 56
5.1.10 Communication-based on IP address........ccccoviiiiiiiiiiiiiiieer e, 57
5.1.11 Communication-based on RS-485 BUS.........coovviiiiiiiiiiiincnicni, 58
5.1.12 Database synchronization ..........cccccueuuiiiiiiiiiiiiccicer e 59
5.1.13  AddiNg NEW FEAUEIS .....eeuiiriiiiiiieieere s s es e s s e s e s s s s ea e rn e rae s e eanes 59
5.1.14 Upgrading firmware on reader ...........cooiiiiuniiiiimren e eeen e 60
5.1.15 Reader SettiNgS....cuuiiiuiiiiiiiiiiie et 60
TR0 0 T o o =T 1 e[ 64
5.1.17 Scheduled dOOr OPENING ....ccuiiiriiiiieier et r e e 66
5.1.18 Local Anti-Passback..........ooiiiiuriiiiiiiiiiiii i 67
5.1.19 Alarm, tamper and additional relays management..............cccoceieiviennnnnnn. 69
T O 110 T =T = PP 70
5.2.1  Offline readers and maintenance Cards ...........cccuvuiirririrninnieernneee e 74
5.2.2  Creation of configuration cards for offline devices in Nova software......... 75
5.2.3  Lost and blacklisted Cards..........coouriemiiiimiini e 76
5.2.4  Reading events from offline deviCes..........cceviviviiiiiiiic e, 77
5.2.5  Configuration of online reader settings for writing access rights .............. 77
5.2.6  Offline readers and Nova SOftwWare...........cceeeiriiviiniiiniii e, 78
5.2.7  Battery level on offline cylinders.........coov e 78
5.2.8  Changing batteries in offline devices.........coovviiiiiiiiii e, 78
5.2.9  Offline device feedback ...........covviiiiiiiiiiiiii s 80
5.2.10 Card segments of offline reader ..o 81
5.2.11 Blacklist SELLINGS ...cuuiiuniiiiiiiiie et 82
5.2.12  Offline authentication KeYS.........ooiieereii i e 83
5.2.13 Merging multiple systems into ONe.........ccceviiriiiiiiiiiiii e 83
5.3  Special hardware deVICES ........coiieeeuiiiieeeiie e eeree e e e e e e e een s 85
5.3.1  GSM GaAEWAY ....ceeiiiiiiniiiiee i e eeeeinriss e s s e e s er s s s s s s s eerna e s e s e e ernne 85
5.3.2  Remote CONtrol REAAEN ........cccveuiieeeeeie e eeeee e e e e e e e 85
5.3.3 IP CAmEra..ccuiiiiiiiiiiiiiin i 86
RS <2 T P 89

With reservations for misprints



7

ST Y Yo (o B0 3= o Vo B 1 (0T U] [ 89

6.1.1  Online system registration ..........ccooeiiiiiiiiii e 90
6.1.2  Offline system registration .........c.ccoeeuiiiiiii i, 91
T o T 1| Y < o 92
6.3  Database SettiNgsS.......c.cuiiiriiiuiiiiiiiiie e 93
6.3.1  Automatic database backup .......ccccoeuuiiiiiiiiiiii . 93
6.3.2  Event archive.........oooviiiiiiiiii i 94
6.3.3  GDPR SELHINGS....uuiiiiniiiiiiiii i 94
6.4  Other SettingsS ... ccui i 95
6.4.1  TIME ZONE cceuuiiiniiiiii it 95
6.4.2  WED SEIVEr POIt...cuiiiiiii ittt et e s e a e e s s e r e e ra s enaes 95
6.4.3  Security SEttINGS ....ccuiiiiiiiii i 95
6.4.4  Email and SMTP server SettingS.......ccocevviiuiiiiiieiiiiir s erse e eran e 97
6.4.5  System PIN SettingsS ....ceuviiiiiiiiiiiiin e 97
6.4.6  Show IP camera PiCtUre......cceuuuiiiieeieee e eeern e e e 98
[ ToTa [0 LR al g ) ] o [PPSR 99
7.1 Writing EX|FU MOAUIES .....covnniiieieeeeeee e 99
7.1.1  EX|FU module installation .........ccccuiiiiiiiiiiiccii e er e e 99
7.2 Custom EX|FU @VENLS .....iiiiiiiiicierec et ra e r s na s 101
7.2.1  Custom events editor ........oviviiiiiiiiiii s 101
7.2.2  Adding @ new CUStOM @VENL........cooiiieeiiiieiee e 103
7.2.3  Editing and deleting custom events ..........ccoviviiiiiiiin i, 104
7.2.4  Dispatching/assigning custom events........ccccooovieeeiiiieeenin e 104
7.2.5  BUIlt-in @VENES ..ccveeieee s 105
7.3 Simple alarm integration ........ccoiiuiiii i 106
7.3.1  System prerequisites and alarm script installation ..........cc.cccviiiinnnn. 106
7.3.2  Access group configuration .........cccieuiiiiiiiiiiiie e 106
7.3.3  Activation of @larm .......coeeoiiiiii e 107
7.3.4  Deactivation of @alarm .........coceuueiiiiiiiii s 108
[ [oTa [6] 15 Do o] g1 =1 u T ] PP 109
8.1  Door station Module SELUP .......ciiuiiiiiiiii i 109
8.2  Door station manager popup WINAOW .........cceeruuerrerrrnnrremrnnerserrnnnesseeennnnns 109
8.3  Managing apartMeENtS .....ccuuiiiiiiiiiiiir e 110
8.3.1  AddiNg apartMeNts.........cooiiiieieiieeeee e e 110

4 With reservations for misprints



8.3.2  Editing apartment ..........ooiiiiini 111

8.3.3  Removing apartMents ......c.cccviiiiiiiiiieicere e 112
8.3.4  Sending messages to apartmentsS .......cccovvviiriieiiiiii e 112

8.4  Door station Management ..........cooiveuiiiiiiiiii 113
8.4.1  Adding doOr StatiONS .......icuuiiiiiiiii e 113
8.4.2  Editing door Station ..........coceueiiiiiii e 114
8.4.3  Removing door StatioNS .......ccvuiiiuiiiiiiericere e 114
8.4.4  Preview of door station information ............cooeeiiiiiiiiiiii e, 115
8.4.5  Assigning apartments to the door station .........cccoevviiiiiiiinenr e, 115
8.4.6  Updating content on the door station..........ccccovvviiiiiiiiiiici, 116

8.5  Assigning apartments to the USErS ......c.coiiuiiiiiiiiiiiiiccce e 116
8.5.1  Advanced text manipulation .............coiiiiiiiiiiiii e 117

9 Module: MaiIIDOXES .....iivivriiiiiiinr i 119
9.1 Managing MailbOX UNILS ....c..cvuuiiiiiieiiiiiie e e e e r e en e 119
9.2  Assigning mailboxes to apartments ..........cooveiiiiiiiiiiiii s 120
9.3  Setting the reader to work with the mailboX.........cccoviiiiiiiiiii 121
9.4 Creating and assigning mailbox access rights.........cceevvivviiiiiiiieninccnnceenann, 121
10 Module: FIOOr Plan .....ceuieeiiiei et e s e s s e a e ra e ena e 123
10.1 Managing floor PlanS..........oiiieimiiiieii e 123
10.2  Floor plan hardWare.........c.ciieiiiiiie et a e ean 123
10.3  Floor plan Navigation ..........coceeeuioiiiienaeeeeeene e eeee e e e e e e ene e ee e eeees 124
11 MOdUIE: PrESENCE.....cciveuiiieiiiie e e i s ra e raa e eees 126
11.1 Managing preSenCe PlAaCES...........oeiieeeuiriieeee e eeerrie e eree e e e e e e e e e eees 126
11.2 Managing USErs iN PIACES .....cuuiiruiiiiiiiiie it et a s s e s e e e a e e e eas 127
11.3 Setting up global Anti passback .........cccivuiiiiiiii 128
12 Module: WireleSs ONlINE......ccuuuiieeeeeie e e e e e e e e e e e e e e e rena e eeees 130
12.1  Offline to online reader CONVErSION........coiiiiiuiiiiiii e 130
12.1.1  AdVANCEA VIEW....eeiieeeeieeeeeeee e e e e e s e e e s e e e e s s e e rnn e e e ennn e e e e eennne s 131
12.2 Removing function from wireless online readers.........ccccoevvvviviiiiiniienienne, 132
12.3  Wireless online reader functionalities..........c.uoeirieienieiieeeeie e 133
13 Module: BOOKING ....cvuiiiiiiiii ittt 134
13.1 BOOKING QCCESS GrOUPS ...cvvuurirerrnnrrerrennasserrnnssserrsnsssserrsnnssserrsnsssserennssseeees 134
13.2 Reservation creation and cancellation in Booking module.............ccocevvvvnnns 135
13.3 Booking as a terminal application............coceuuiiiiiiiiie e 138

With reservations for misprints



14 Module: Advanced admin rights — local admins.........cc.eoviiriiiiiniiii s 142

14.1 Management of different listS .......covviiiiiiiiiiii 142
14.1.1  USEr lISE(S)eeuieuiirierieii s s es e st s s e s e s s s e s s s e s s e an e e e s en s ennes 142
14.1.2  Hardware liSt........ooieiieii i e 143
14.1.3  Info board liSt......cuuuuuiiiiiiiiiiiiiiii e 144
14.1.4 Apartment terminal liSt........coivieiiiiiiiiii s 144

14.2 Assigning local administrators and their listS ........cccooviiiiiiiie, 145

14.3 Module installation and [0CatioN ............ooiiiiiiiiiiiir e 145

15 Module: Card deSIGNEr.......iiuuiiiiiiiiee e s e e e e s ea e e ranaennes 147

370 A B T T [ 1 o = T o= o TP 147

15.2  Card JaYOULS. .....iceiei e e 148

15.3  Additional user fields..........ooiieeiniiiiiie e 149

16 Module: Info board driVer .......cooviiiiiiiiiiii e 151

16.1 Managing info board driVEr........cicuuiiiiiiiiiiiie e 151
16.1.1 Info board driver SEttiNgS .......uoiiiiiieiiiieii e 152

16.2  InfO boArd laYOULS .....cuuiiiiiiiiiie e 153

16.3 Assigning layouts to info board drivers ... 157

16.4 Sending a message to info board driver..........ccoeviviviiiiiiii 158

17 Module: High-security MOAUIE...........iiiiiiiiiieii e e e 159

17.1 Uploading custom certifiCates ........coviiuiiiiiiiiiii e 160

17.2  Custom certificates removal.........cooveeeeiiiiiii e 160

17.3 Providing a secure connection between centrals.........cc.coeiiiiiiiiiiiniiiiene, 161

17.4 Two-factor authentication ...........coooeiieii i 161

18 Module: Fire alarm module .........ccouvuiiiiiiiiiiii e 163

18.1 Setting up an alarm to affect only one central.........ccceiiiiiiiiiiinee, 163

18.2 Setting up a global @larm ........c..eo i 163

18.3 Setting up @ custom alarm........ccoiiuiiiii s 163
18.3.1 Setting up a custom alarm in case of terror threats............cceevvevnirennnnn. 164

19 Module: CheCkpoint.......ciiuiiii e e e e eaa e 166
19.1 Setting up a stationary checkpoint ...........ooeveiiiiiiiie e 166
19.2 Setting up @ mobile checkpoint..........coiiiiiiiii i, 167

20 Module: ViSItOr MANAGET ......ciieeeeiieieeeenae e e erene e e e erre s e s e e s s e s rrne e s e e rnn s e s eernnnanas 168
20.1  ViSItOr NISEOIY ...cvu i 170

21 Module: Messaging/CommuNICAtIONS ........cceeuuiriimernieeeerrre e eerre e ern e eennas 172

6 With reservations for misprints



21.1  EMQIil MESSAGES. ... i iiieernieieeennaeaeeenns s e eersn s s e s ran s s s s enna s s s srsa s s s eeannn s e aeennnns 172

21.2  Apartment MESSAGES ..uuivruiirurirnierirresrneseaasess s s s e s sre e s s easersernesennsennns 172
21.3  INfO DOArd MESSAGES ....ceuuiiiriiiiiiiiii it aan 172
272\ (o Ta (U1 (= B To o] o/AY o o PP PP 174
23 Module: Notification Module............coviiiiiiiiiiiii 175
23.1 Notification reCiPIENtS. . .uuuuiiiiei e enas 175
23.2 Notification events and lIMitS.........ccviiiiiiiiii 175
24 Special NardWare........ccuuiiiiie e 178
24.1 Elevator CONLrOlIEr ......cuuuiiiiiiiiiiiiii i s 178
24.1.1 Elevator reader SEtUP .......vivieiiiiiiiii i 178
24.1.2 Setting up elevator destinations ..........ccoeviiiiiinc 178
24.1.3 Setting up access groups and access rights........ccccevviiiviiiiiieeiiinineennn, 179
24.1.4 How to create more than 10 destinations...........cceeeviiiiiiinniiinnnneennnn: 180
A 1= Y o] = T 181
24.3  Parking CONIOIIEN .....ccoveeieeeiee e e 182
24.4  NEXUS MO ...uuuuuurnnnnnnnnnnnnsnnnssnsssssssssnnsssssssnsssssssssssssssssssssssnsssssnssssnnnnsnnnnnnns 183
24.4.1 Upgrading Nexus MO rEAdersS.........ccuuurrirrrnniirieernneeeeernnssseesnnssseeennns 183
24.4.2  NeXUS MO PIN ...coiiiiiiiccicic s 183
24.4.3  ON-board BULLONS........ccvueiiiiiiiie e e e 183
24.4.4 Upgrading older systems with the new firmware.........ccccccoviiiiiniiinnnnen. 184
24.5 USB deSKtOp radEr .......uiiieeeeiieeieeeeie e eeeree e e e e e e e e s e e e e e e e e ennas 185
24.5.1  INStallation ......cooveeeeeiiiiii s 186
24.5.2  Using USB Desktop ReAEr ........ccoiieeuuiiieiineereeen e een e e 186

25 Central diSCOVENY tOO0]....cuuiiiiiiiiii e ra e ean 190
26 FAQ teetteeeeeeeneeneeeneeeeeeeaaeesseseaeseae e et ae—ennnnnnn £ s £ 111 £ £ 1 £ a1 1 £ 111 £ 111 8RRt R R nnnnnnnnnnnnnnnnnnnnnnnnnns 193
27 Appendix A - Description of LEDs and buttons on central............ccccvvvviiiiiiinnnnn. 197
28 Appendix B - Nova software feature possibility list .........cccooieiiiiiiiiiiiin, 198

With reservations for misprints



Explanations of words and concepts

Central: An electronic device, an integral part of an access control system

ID card: The identification card could be MIFARE card, EmMarine card...

PIN: Personal identification nhumber

Reader: An electronic device used to register ID cards and PINs with
central

Access group: A group consisting of specifically defined doors. A user is

assigned one or more access groups. The user has then been
granted access through the doors defined in the access groups

REX: Request to exit

DM: Door monitor

LAN: Local area network

WLAN: Wireless local area network

WAN: Wide area network

MAC: Media access control address — usually noted on the side sicker
of the central

GUL: Graphical User Interface — the user-friendly software for
controlling the central.

HTTP: Hypertext Transfer Protocol - old and unsafe

HTTPS: Secure version of HTTP
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Introduction to Access control

Access control is any system or mechanism that grants or revokes the proper access to
system resources. Access control systems, in buildings and facilities, normally consist of
hardware and software. It allows the user to access and use different doors in pre-
specified time intervals.
The following manual describes the basic concepts for optimal and successful use of the
Nova software.
The name “Nova” is used throughout this manual for addressing the different software
versions:

e NovaSimpli

e NovaSimpli350

e Novall
e NovalO0
e NovaPRO

o NovaServer

The core concepts in all software versions are identical. The differences between them
will be explained when applicable. In most cases, the applications have different limits
regarding the number of users, number of doors, and some special functions.

More information about activation keys needed in chapter 6.1 Add-ons and Modules.

Nova software limitations

Noval0 and Noval00 limitations

CPU limitation of the central Alpha affects the service of a web interface and automated
data replication. Complex systems with numerous events, changes, and integrated
modules (e.g. Info boards) can soon reach Noval00’s limitations. An upgrade to
NovaServer is suggested when one of the limits is reached:

(a) Max. 25 online centrals

(b) Max. 100 online or wireless online readers

(c) Max. 250 offline readers (with reader expansion modules)

(d) Max. 5.000 users (with user expansion modules)

(e) Max. 100 user photos can be stored on centrals Alpha2 or Alpha4. Use Alpha2+ or
Alpha4+ with Alpha USB flash drive for extra storage when you have more than 100 user
photos.

(f) Max. 5 Info boards can be used with Alpha2+ or Alpha4+ and Alpha USB flash drive.
(9) A burst of log volume due to 4 door openings per second on each central or
continuous opening of 2 doors per second on the complete system
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NovaServer and Virtual NovaServer limitations

NovaServer has a powerful CPU, but limitations should be considered for slave centrals.
Please get in contact when one of the limits is reached:

(a) Max. 250 online centrals

(b) Max. 5.000 online, wireless online or offline readers (with reader expansion modules)
(c) Max. 50.000 users (with user expansion modules)

(d) Max. 5.000 access groups

(e) Max. 100 Info boards

(f) A burst of log volume due to 4 door openings per second on each central or
continuous opening of 10 doors per second on the complete system
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1 Login page

Open a web browser and navigate to the IP address of your central.
o (Default central address is "https://192.168.1.100" Picture 1.1).

NOTE: If the installer made a shortcut on the desktop, use it to access the Nova
software.

& O @ @ 192.168.1.100/app/ bae = I =

_/\

Noval0

Username
sysadmin

Password

000800000
Remember me
Login

Forgot password?

Picture 1.1: Login page

e Type your username and password into the login page (Picture 1.1).
If logging in for the first time, use predefined:
» Username: sysadmin
» Password: sys4Admin

NOTE: Passwords are case sensitive.

If login credentials were correct, the home page of the Nova software will appear on the

screen.

With reservations for misprints
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Forgot password — if a user has an email or phone provided in the Nova account, the
request to reset the password can be sent. This function is not compatible with
two-factor authentication.

IMPORTANT! Please change the predefined password and username to protect
unauthorized access to your system! (See chapter 6 for further details).

IMPORTANT! Warning messages will appear on the home page of Nova to change the
default password to increase system security and to change the default IP address
"http://192.168.1.100".

Clicking the message will allow the administrator to change the settings described in the
message, otherwise clicking the X button (displayed on Picture 1.2) will prevent them
from showing up again.

Picture 1.2: Warning message

1.1.1 Account types

Nova software implements different types of accounts:

e User — a normal user login, can change some of its information, can add door
widgets that have access to, has access to files (uploaded by sysadmin), and
access to booking.

e User (read-only) is used only for booking module. If this user’s login
information is provided for booking login, the clients that have a link to the
calendar can freely browse the calendar without a session drop (designed for
displaying booking availability only?!).

¢ Checkpoint user login — only has access to checkpoint widget, where he can
monitor the cards that pass over a pre-defined reader.

¢ Print administrator — has access to all users (can create user, change their
PIN, name, last name, account validity, additional fields, add Cards or
Unauthorized cards, can set default card layout), card designer card/user reports
and booking. He cannot manage access groups or any other user data.

e Local admin - can only manage pre-defined user and hardware list. He can
create new users that are automatically added to his user list and are invisible to
another local administrator (the same goes for time schedules and access
groups).

e Administrator account is used for the day-to-day system administration and
permits/allows the management of users, access groups, schedules, and control
of doors in the system.
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The system administrator account is used by the person installing the
system and managing the hardware (e.g. adding centrals and readers).

NOTE: Do not use this account in the normal workflow.

Since this account controls the access of all other administrator accounts, it
should be assigned to the IT-responsible, the installing contractor, etc.

A super administrator account is primarily used for support purposes. This
account is disabled by default.

The System administrator can enable/disable the Super administrator account by
navigating to Home > Settings > Login Settings > Super administrator.
In case the system administrator does not have access to the GUI, a super
administrator account can also be enabled by a short press of the left button
(next to the power lines) on any of the centrals.

13
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2 Home page and main navigation

The main page consists of different widgets displayed based on the access rights of the
person logging in:
e System administrator
Access to hardware widgets.
Access to user’s widgets.
Can create link widgets for all users.
Can create door widgets for all doors in the system if the system
administrator has assigned access. Door widgets are only displayed on the
home screen.
e Administrator
o Access to user’s widgets.
o Sees the link widgets created by the System administrator.
o Can create door widgets for all doors in the system if the administrator
has assigned access. Door widgets are only displayed on the home
screen.

O O

(0]

o Sees link widgets created by the System administrator.
o Can create door widgets for all doors in the system if the user has
assigned access. Door widgets are only displayed on the home screen.

Widget types:
e Weblink widget — Can create a link to an external web page or linked file
location.

e Door widget — Enables opening the desired door with a single click (very handy
for mobile access).

e User widget — Used for user management.

¢ Hardware widgets — Used for managing system hardware.

A short description of the other non-user created widgets:

¢ Monitoring — Consists of widgets with different overviews.
o Events — History/Live events feed.
o Floorplans — Displays hardware location on the ground plan/blueprint.
o Locations & Doors — An overview of locations and hardware displayed

in a tree structure.

o Presence — Displays groups of people that have checked-in.

e Users & Access Rights — All about users and their management.
o Users — Add/edit/delete users.
o Access groups — Create/edit/delete access groups.
o Time schedules — Create/edit/delete Time schedules.

e Hardware — All about hardware.
o Centrals — Add/edit/delete readers and centrals.
o Offline readers — Add/edit/delete offline readers.
o Door stations — Add/edit/delete door stations.
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o Mailboxes — Add/edit/delete mailbox units.
e Settings — Contains all general/system-wide settings.
o Add-ons & modules — Includes addition and activation of different add-
ons and modules.
o Login settings — Language settings, maintenance contact information,
password recovery, and new user registration and social login settings.
o Database Settings — Configuration/Events database download,
automatic database backup.
o Other Settings — Time-zone, webserver port, email settings, and unique
PINs.
o Personal Settings — Personal language and password.
¢ Messages — API for sending emails or messages to the door stations.
e Documents — Important files (seen by everyone) that can be uploaded to the
central (maintained by administrator or system administrator).

For easier navigation, use the arrow on the left top side of the window to display or hide
the quick access menu.

€ = C |[)192.168.1.100/app/?

Floor Plan

Presence

Users & Access Rights Monitoring Users & Access Rights Hardware

Users
Access groups
Time schedules

e
Centrals
Offline readers
Door stations

Mailboxes

Apartments

P Cameras Settings Diagnostics Info Boards
Settings

Add-ons & Modules

Settings

settings

Other Settings

Personal Settings

Messages

Documents
Personal Settings Messages Documents
Picture 2.1: Home page with widgets and navigation menu

From every page, there is access to any of the previously selected widgets on the
header bar.
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E.g. to navigate from the Home page to Users & Access Rights and afterward to
Time Schedules, simply click on Users & Access Rights to return to the wanted
widget (Picture 2.2).

Home > Users & Access Rights > Time Schedules

Picture 2.2: Steps and access to the current widget

By clicking on the user-name on the right side of the header, a dropdown menu will
display:

e Account — For managing currently logged-in account settings — furtherly
described in chapter 2.1 Account settings.

e Widgets — Used to create User widgets. Description of details is described in
chapter 2.2 Creating user widgets.

e Logout — Logs out the current user.

e Version number - a software version of the Nova software. Providing the
version humber when contacting support is crucial for easier determination of the
problem(s).

2.1 Account settings

This option enables a user to manage their account.
Basic settings:

¢ Account language — The user can change what language the website will be
displayed in.
NOTE: Changing the language will only affect the user who changed it and
display the site in the set language.

¢ Change Password — Users can change their login password.
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Account

T
1]
=]
i
o
]
5]

English

Chanoe
Lhange

Change Password

Mewr naccwnrd
NEW PaSSWOIrG

m

Confirm password

Chanoe
CLhange

Picture 2.3: Users can change their language and password.

Nova 2.0 Self-service activation key enables the System administrator to extend the
user settings. These options can be found in Home > Settings > Personal Settings.

Settings for Personal Settings

¥ Change Email - Allow users to change their ema

¥ Change Phone - Allows users to enter or change their mobile number

¥| Change BIC - Allow users to change their text displayed on door station
¥ Change PIN - Allow users to change their pin

#| Add phone numbers - Allows users to add their phone numbers as an access ldent fier

Picture 2.4: Extended user personal settings

Extended user settings consist of?:

e Changing email — Allows users to enter or change their email address. This is
an option for the Messaging module.

¢ Changing phone number — Allows users to enter or change their mobile
number. This is an option for Messaging and Presence modules.

e Changing PIN - Enables users to change their PIN.

¢ Adding phone numbers — Allows users to add their phone number as an
access identifier. Used for accessing doors via mobile phone calls.

17
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2.2 Creating user widgets

2.2.1 Door widgets

Users can create their widgets by clicking on their usernames while logged in and
navigating to the Widgets option. By pressing the Add button, a new pop-up window
will appear. Users who have at least some access rights to that door can create door
widgets for specific quick door access. These widgets are only seen by the user who

created them.
They will only be able to access the door(s) within their set access schedule.

Add new widget

Type

Door widget
Door

Alphad - Door 2
Name (Optional)

Building entrance|

Add Cancel

Picture 2.5: Creating a new Door widget

My widgets

4
STATUS _@
%

Building entrance

Picture 2.6: Door widget
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2.2.2 Door widget - Weblink access

Every widget can generate link access to the door. This is useful for:
e Creating a link and sending it to a person with limited time access (mailman,

renter...). A link can be easily copied by pressing the copy icon next to it - Picture

2.7.

e Creating a link widget on the mobile device — pressing the second button on
Picture 2.7 will open link in @ new tab which can be saved to desktop for easy
access.

IMPORTANT! Users who enter via the link, in the GUI will be displayed as the Entry of
the user who created the widget.

Additionally, the link will only work within access times; user validity also affects the
ability to open doors.

IMPORTANT! Disabling and re-enabling the link widget will create a brand new URL
while making the old one obsolete.

Weblink access - Building entrance

¥ Enable - Anyone with the link can open this door if user privilege is
sufficient. PIN entry is required if user has defined PIN
tps /192 1682 101 /app/doorwidast skey=fade | [F1 =
https://192.168.2.101/app/doorwidget. html?Key=fede | I s

Picture 2.7: Link with access

2.2.3 Weblink widget

The system administrator can additionally create a Web link widget that can link to
external websites or upload a file from the computer. Unlike the Door widgets, Link
widgets are displayed to everyone on their home page.

With reservations for misprints
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Add new widget

ype
Web link widget
Name
My electric consumption

mage

=

® Upload from computer External URL source
Browse file | G 11112015 113710.png

Url location

http://www.energy.gov/energysaver/estimating-appliance-and-hor

¥ Opens in new tab

Add Cance

Picture 2.8: Creating a Link widget

To create a Link widget:

1. Select widget type.

2. Enter its name.

3. Select the picture you wish to display as a cover of the widget (either upload it
from the computer or provide the URL address to the picture, e.g.
www.example.xyz).

4. Enter the URL address for the link.

5. Tick the checkmark if the web-page should open in a new window (otherwise it
will open on the current page).
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3 Monitoring widget
Monitoring widget is divided into:

3.1 Events widget

Centre panel: 7he /atest events display recent events in the system indicating the time,
location, and name of the user that triggered the event. The Clear button removes all of
the events from the currently active feed of events. New events are still displayed.

NOTE: The events are not deleted, just temporarily hidden from the user.

When the Events page is loaded, it displays the last 50 events. This number extends to
300 if the browser page stays open while new events are added. Live events can be
filtered by typing the keyword into the text box on the top of the panel (e.g. Reader
connected).

Right panel: System information, Errors, Warnings, Disconnected centrals and readers
and unlocked and blocked doors.
These panels show the current state of the system:
e System information. shows the number of present doors and users,
the current time on the central, database usage, and uptime of the central.
Clicking on the time stamp will send a request to update time on all centrals in the
system.

e Errors and Warnings, Disconnected centrals and readers and
Unlocked and blocked doors: shows what needs to be inspected

3.1.1 Event history

The event history is accessible by navigating to Menu > History.

The right panel offers the user a variety of filter types. The first filter is to set the
beginning and the end of the time frame for searched events.

By clicking on predetermined tags, the events for that tag will automatically be selected
(e.g. Clicking on the “Warnings” tag will select the Unknown PIN, no access events...).
Event types can also be entered manually by selecting them from the dropdown menu.
Selecting the devices from the device filter enables the search to work only on certain
hardware.

Events can also be filtered by a specific user(s).

NOTE! Leaving any of the fields empty will result in a selection of all fields from that

type.

IMPORTANT! Using a narrow History search will result in fewer results but will require
more system resources and hence more time. Searching the events in a larger period will
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result in longer waiting times as well. Instead, make your requests short and simple then

run them multiple times if required.

The history result page can be printed out or saved to an Excel file by navigating to the

Menu > Print or Menu > To Excel.

Hardware

Q

Monitoring Time name User Description

Events 2016-08-17 11:38:57 | .234-D

234 -Door | System | Un

(12

History
2016-08-17 11:39:57 | .234 - Door | System | Un

Locations & Doaors . (51

Menu ~

Filter events

016-08-18 00:00:00 >

Filter by event types

Battery change advisable
started synchronizing database
Door left open

User's account has expired

No access

Unknown PIN

LY Ly Ly Ly s s s

B B | | | B

Unknown card

ter by devices

Q, search Events

2 search results,

Picture 3.1: Event history with "Warnings" filter active

IMPORTANT! Software version NovaSimpli350 does not display or store any history of
the events in the system. Events can only be monitored through a live feed of events on

the events widget.

3.1.2 Manage error and warning events

The event managing window can be opened from the Events page by navigating to
Menu > Manage error and warning events. By default, all Warning, Error, and
Custom events will be displayed. With a click on a cogwheel in the upper left, we can
filter the event list to show all events, events with priority, custom events, and
normal events. The search function will also reduce the list if the contained string is

found in the name of the event.

NOTE: Custom events can only be added if the scripting key is present in the system. To
read more about the scripting module, please navigate to the chapter 7 Module:

Scripting.
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By double-clicking on the event or navigating to Menu > Edit [Event name], a new
popup will display:
¢ Event name (name can only be changed on custom events)
e Event priority
o None - this event will not be displayed in the table.
o Information - if the event is triggered, it will be displayed on the
bottom of the list with a grey icon.
o Warning - if the event is triggered, it will appear between the
Information and Error section with a yellow icon.
o Error — if the event is triggered it will be displayed on the top with a red
icon next to it.
e Sound alert — after the event happens, it will trigger the selected sound
notification (their tune can be tested by clicking the button next to it).
e Text instructions — if the text instructions are provided, they will be displayed
as a note when the operator tries to remove the notification.
¢ Reason confirmation checkbox — if the operator wishes to remove the
notification, a response must be provided.

3.2 Locations & Doors

Access control can be installed in all types of buildings, regardless of the nhumber of
rooms and doors.
¢ Locations - In the software these buildings and rooms are referred to as

locations.

Doors — Doors are assigned to the locations in the form of readers. Readers are added to

the system using the hardware widget (see 5.1.13 Adding new readers).

This model represents the logical scheme of the access control system and its

components.

Overview of different locations
Navigate to Home > Monitoring > Locations & Doors to see the location tree
displayed. Clicking on different icons will reveal different branches of the device tree:

& - Displays only locations and unsorted readers.

o - Extends the entire tree with all locations and readers.

23
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Q iy Be Menu -

Home
i Locations Alpha-Door1
Monitoring

Event: # demo QO open Type Rexws il
Events B A B o Reader Online
_ - Lock
History

Central Online

2016-08-10 15:53:43  Alpha- Door 1
mat
Door locked (Card 2910456518)

Add-ons & Modules
Login Settings

Database Seftings 2016-08-10 15:53:34  Alpha - Door 1

) oOffline2
Locations & Doors " Unlocked e Block
Test2
Flocr Plan O .236-Door 1
Presence 235
O .235-Door Floors | Events | Users Groups
Users & Access Rights O .236-Door 2 16082 14 | boor 1
2016-08-1214:01:02  Alpha - Door
Users
Users O 234 - Door 1 Q
Access groups O .234-Door2 Reader connected
Time schedules O esm 2016-08-11 09:02:56  Alpha-Door 1
Hardware G
Reader connecte
Centrals sader connected
Offline readers 2016-08-11 08:52:05  Alpha- Door 1
Door station
poorstatons G Reader connected
Mailboxes
2016-08-10 15:54:43  Alpha- Door 1
Apartments ! mat
P Cameras Door unlocked (Card 2910456518)
Settings

Other Settings Unknown card (2510456518)

Picture 3.2: Locations and detailed information

Adding a new location:

1. Select the root location (the top position).
a. NOTE: If there are no locations created yet, the new one is the top
location.
2. Click on Menu > Add New Location button.
3. Enter a name for the new location into popup window (Picture 3.3)
a. Optional: Select a previously created location that the new location is
going to be a branch of (placed under).

Add New Location
Location name

Ljiubljana

Add under

® Locations

Add Cancel

Picture 3.3: Adding a new location

Renaming locations:
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1. Select the location for renaming.
2. Click on Menu > Edit location.
3. Rename it.

Removing location:

1. Select the location.
2. Click on Menu > Remove location.

NOTE: Locations that contain sub locations cannot be deleted. To remove a location, all
sub-locations and readers need to be transferred or deleted.

Arranging items:

1. To move an item, select it.
2. Click on Menu > Move.
3. Select the location that the item will be placed under.

3.2.1 Location management

Selecting a location enables the management of all readers located in the selected
location and its sub-locations.

By selecting their location and perform one of the next actions, all readers in the
location can simultaneously:

e Lock

e Unlock
e Block

e Unblock

When selecting a reader, the GUI will show:
e Reader status
e Possibility to manage related door (Picture 3.4)

Q & ») Menu ~
& Locations Alpha - Door 1
& demo o Open Type  NexusM
O Alpha - Door 1 [ O . Reader Online
N Central Online
0 Offline2
Unlocked e Block
) Test2
Q .236-Door 1
O 236 Doort Floors | Events Users Groups Q
.236 - Door 2
0 2016-08-12 14:01:02  Alpha- Door 1
O .234-Door 1 Q
QO .234-Door2 Reader connected
O csm 2016-08-11 09:02:56  Alpha - Door 1

Reader connected
2016-08-11 08:52:05  Alpha- Door 1

Q Reader connected

Picture 3.4: Location and doors showing all readers in the system assigned to locations
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Description of the reader icons:

e O -Dooris locked, the reader LED is red

o O - Door is unlocked, the reader LED is green

e © - Dooris locked and blocked, the reader LED is red

e @ - Dooris unlocked and blocked, the reader LED is green
o D - Offline reader

- Door & reader status is unknown (the central did not receive an update)

In the lower right panel, additional information about the selected item is shown in
columns:

1%t tab: displays the Floors that the reader is shown on. NOTE: This tab is only visible if
there is a Floorplan module added in the system.

2" tab: list of last Events related to the selected reader (if the selected item is a
location, the events are not shown).

3tab: list of all Users having access rights to the selected item and all connected
readers (when the selection is a location).

4™ tab: list of Access groups that have any access to the selected reader or location.

NOTE: To manage an offline reader, select it, and choose Menu > Edit (Basic
administrators cannot change hardware settings).
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4 Users and Access rights

IMPORTANT! The creation of the access groups before adding users is strongly
recommended — see part 4.3 Access groups for instructions.

The Users and Access Rights page is used for managing users and the setup of:

e Users’ access rights

e Access groups: pre-definition of doors that a user has access to when being a
members of this group.

e Time intervals: precise time interval can be set for user’s access to specific doors

4.1 Users

When clicking the Users widget, the Menu contains the following options:

e Add User (see Picture 4.1)

e Edit User

e Remove User

e Manage access groups

e Select columns — read more about in chapter 4.2.4 Custom user preview.

e Manage Locations and Doors — a redirection to Locations & Doors

e Reports — different types of reports for the specific user(s) or their access cards

e Card designer — comes with an activation key. You can read more about it in
chapter 15 Module: Card designer.

e Import users — a function to import users from CSV files

Frois =\ 120751 | < ) Menu -
A car
User “ | Department “~ | Cards v | Accessgr... ¥ mat Add User
Super Admini Sys 12345678 New A No department Edit User mat
Super Administrator System 2345678 New AG System administrator mat
vstem Administra yste Mailbox a s A
System Administrator | System ALL ailbox access, ALL Remove user mat
¢/ mat 788273986, 2... Mailbox acces...
Manage access groups
Scripting Module System
test 2 last New AG Manage Locations & Doors
Access Rights
asdf223 1234, 726543.. -
demo
sdfdg test Mew AG User Report
- I O Alpha - Door 1

tests 2634636 . User cards

A2 0-24h | TOGGLE
testd New AG
—— QO .236-Door2 . )

- Import from file

0-24h | NONE | ANY
Name 16 Lastname 16 ALL 453 240 | NONE | Ar

0-2ah | O ANY
Name 17 Lastname 17 ALL 3 0-24h | OPEN | AN
Name 18 Lastname 18 ALL
Name 19 Lastname 19 ALL

Name 20 Lastname 20

Name 21 Lastname 21 ALL

Name 22 Lastname 22 ALL

Name 23 Lastname 23 ALL
P VI R TR 94
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Picture 4.1: User management

User information is displayed in the upper right panel. Access rights are displayed in
the right panel below.

4.2 New users
A new user is added by clicking Menu > Add user.
User data can be entered in the new window (Picture 4.2).
¢ Name
e Last name
e Department
e UserID
The data needs to be saved by clicking the button Add.

Add User

Lastname

Department

n
1]

Picture 4.2: Input for new user data

Additional data that can be defined for selected/new user:

e PIN (must not exceed 20 characters)
IMPORTANT! Each user needs a unique PIN. The length of the PIN-code on
offline readers is limited to a maximum of 7 characters.
The PIN that does not comply will not work and will not display any warning
when writing data on a user card.
IMPORTANT! If a user enters a wrong PIN 5 times in a row, the reader will
report Access suspended for any PIN entered in the next 30 seconds.
- Generate a new PIN - this option generates a pin that is unique and
complies with the global PIN length value.
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e Card number (usually marked on identification card). Each user can have up to
16 different card numbers/telephone numbers. A table card reader can be used

for easier card number input.

e The validity of the user account (before the start date and after the end date the
user will not have valid access rights).
e E-mail, Phone, Address, and Remarks.

e Add a picture

4.2.1 Adding unknown card(s) to user

When the system detects an unknown card (i.e. a card that is not assigned to any user)
and the user is either currently selected in the user grid or the user editor is
open, the option to assign the card to the currently selected user will appear in the bar
at the top of the screen (Picture 4.3). In that case, the card will automatically be saved

and listed like other assigned cards.

NOTE: This mechanism is used to quickly assign more cards to a single user. The
the downside is that a card reader is needed next to the PC, as the detection of a new
card and assignment to a user has to be made simultaneously.

Home
Monitoring
Events
History
Locations & Doors
Floor Plan
Presence
Users & Access Rights
Users
ACCass groups
Time schedules
Hardware
Centrals
Offline readers
Door stations
Mailboxes
Apartments
P Cameras

Settings

Add-ons & Modules

Login Settings
Database Settings

Other Settings

User

“ | Department v

Super Administrator

System Administrator

mat

Scripting Module

test 2 last

asdf223

sdfdg test

MName 1
Name 1
Name 1
Name 18
Name
Name

Name

Name 23

Name 2

Name 25

Name 2

7 Lastname 1

Lastname 16

Lastname 18

Lastname 19

20 Lastname 20
21 Lastname 21

22 Lastname 22

Lastname 23

Lastname 2
Lastname 25

Lastname 26

Name 27 Las

Name 28 L.
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12345678

788273986, 2...

1234, 726543

2634636

Access gr... ¥ mat
T Mo E|E36Itﬂ'.€|'ft

! System administrator
ALL Mailbox access, ALL

Mailbox acces...

Access Rights

& demo

Q Alpha-Door1
22 0-24h | TOGGLE

QO -236-Door2
ALL
n 42 0-24h | OPEN | ANY
ALL
ALL

ALL
ALL
ALL
ALL
ALL
ALL
ALL

Picture 4.3: Assignment of the unknown card to a user

/42 0-24h | NONE | ANY

ANY
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4.2.2 Card function assignment

Different functions can be assigned to the user’s cards by selecting the button to the left
of the card number.

By default, each new card is tagged as C (Card), but its function can be changed by
selecting a new function from the menu that opens (Picture 4.4), when clicking the
button to the left of the card nhumber:

e L: Lost card - in the case that a card was lost or stolen, it needs to be tagged
with this option. Lost card event is displayed on the main page if someone tried
to use the lost card

e PH: A phone number - if the user can open doors using a GSM gateway

The options below are only visible to the system administrators and are used for
maintenance of offline readers:

e WI: Wireless service card - card for pairing offline readers with Antenna
module, also used for firmware upgrade on the offline readers

e B: Battery card - card for replacing batteries on an offline reader, if applicable

e DI: Disassembly card - card for disassembling an offline reader, if applicable

e BL: Blacklist card - card for transferring the list of lost cards to an offline
reader

e CO: Configuration card - card for transferring configuration settings to an
offline reader

e EV: Events card - card for transferring the list of events from an offline reader
to the central

¢ FO: Format card - the card will be formatted when detected on the online
reader

¢ U: Unauthorized card - the card will not work until it is activated by the
authorization card; after that, it will change its type to C - Card

e A: Authorization card - used for activating unauthorized cards

e DA: Door App — used with 22 Module: DoorApp to open the door using
phone’s NFC technology

¢ RF: Pro remote control — A remote control used for accessing garage doors,
barrier gates, etc.

¢ LP: License plate — used with a license plate reader
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C Card

PH| Phone Number
WI | Wireless service card
B | Batterycard

DI | Disassembly card
L Lost card

BL | Blacklist card

CO| Configuration card
EV | Events card

FO | Format card

U | Unauthorized card

o Remove
A Authorization card

™

Add

Picture 4.4: Changing the card's function

4.2.3 Managing users, their access rights and apartments

After saving user data, additional options are available through the tabs appearing on
top: Access rights, Card settings, setting Account options, previewing Last events.

Edit user:

By clicking the Menu > Edit user button in the main navigation menu or by double-
clicking the user in the list of users, it is possible to edit user’s data such as:

Edit personal, contact and identification information
Assign a specific PIN or generate a random one.
Add/Remove access groups

Change picture: by clicking the Change picture button on the right side of the

window (Picture 4.5)
Grab from the camera — grabs a picture from a camera connected to PC
Delete user picture

NOTE: These options are present every time someone is editing an existing user or after
creating a new user.

NOTE: Administrator or System Administrator can edit all user data. Some of the

data users can edit by themselves: Read which and how users can edit their data in
caption 2.1 Account settings.
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Edit user Peter Johnson Save Menu ~

General = Advanced Account Latestevents Additional fields

Name Access groups Manage access groups Picture

E-ma PIN

User's apartment Default card print layout

Apartment 4 Default layout

Picture 4.5: User settings

Assigning Access groups:

Assigning the Access group to a single user is done in the settings window for the user
(Picture 4.5):

1. Type the name of the Access group in the corresponding field.
Select the correct Access group from the autocomplete dropdown list, it will be
added to the field above. Assign groups as requested.

3. Save changes.

Assigning Access groups to multiple users is done from the user list by selecting
multiple users. Selection can be made by holding Ctrl (adds non-consecutive selection)
or Shift (adds consecutive selection) key. In case the selection is made from a touch
device, multiple users can be selected by placing a check-mark in front of their entry.

Click the Menu > Edit users button.

The left column includes all Unassigned access groups.
The middle column includes Assigned access groups for selected users.
o Access groups can be Assigned or removed by selecting the Access group
and pressing the corresponding button on the middle (Add or Remove).
The right column displays access to the currently selected access group.
Offline readers tab — all settings are applied to selected users
o Define the validity of data written on cards for offline readers
o Define if assigned user cards should be able to activate/deactivate the
toggle mode on offline readers (Constantly unlocked/ activated so it
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works like a thumb turn on the inside of a door or a regular mechanical
handle). This option is only displayed if the Offline+ activation key is
applied in the system.

o Specify the schedule to limit the usage of a user’s card to follow defined
intervals on offline readers.
NOTE: Offline readers only support 2 time intervals, so only the first two
defined intervals in the selected schedule will apply. The option of
checking time intervals on user cards needs to be enabled on the offline
reader (see Picture 4.6). This option is only displayed if the Offline+
activation key is applied in the system.

Tab Advanced (Picture 4.6):

¢ Define the validity of data written on cards for offline readers

e Specify the schedule to limit the usage of a user’s card to follow defined intervals
on offline readers.

NOTE: Offline readers only support 2 time intervals, so only the first two defined
intervals in the selected schedule will apply. The option of checking time intervals
on user cards needs to be enabled on the offline reader (see Picture 4.6). This
option is only displayed if the Offline+ activation key is applied in the system.

e Define if assigned user cards should be able to activate/deactivate the toggle
mode on the 2™ read on offline readers (Constantly unlocked/ activated so it
works like a thumb turn on the inside of a door or a regular mechanical handle).
This option is only displayed if the Offline+ activation key is applied in the
system.

e Privileged access checkbox — users who have this checkmark set, will ignore
any software limitations like blocked doors, anti-passback, or interlock errors.

e Anti-passback function — the option to remove anti-passback limitations from this
user. Pressing the Anti-passback status to reset will open a window and ask the
Administrator to reset anti-passback status for current or All users in the system.

e Apartment’s visibility — option to show/hide the user on the door-station. The
user’s display data can be altered by writing the text in the overwrite textbox
field. This option is only displayed if the Door station activation key is applied in

the system.

Edit user Peter Johnson Save Menu~

Unlimited

Picture 4.6: User's advanced settings
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Account tab — Promote/demote user’s access rights to the software:
1. Select the user from the user list (Picture 4.3).
2. Click the Account tab.
3. Choose the account type and language.
4. Fill out the form with the user’s login name and password.

To see a user’s history/event log:

1. Select a user from the user list (Picture 4.3).
2. Click Menu > Edit user button.
3. Navigate to tab Last events.

Additional fields tab:

Sometimes costumers wish to store some more information about a customer, that isn't
pre-determined by Nova2.0. In such cases, they can create their fields with custom
labels and variable entries.

The additional fields work great with card manager, to read more about it, please
navigate to chapter 15.3 Additional user fields.

Removing a user:

1. Select the user from the user list (Picture 4.3).
2. Click on Menu > Remove the user in the main menu.
NOTE: The user will be deleted, but the card will remain in the system, for the
administrator to see if someone is trying to gain access using a deleted card.
3. Follow steps from chapter 4.2.1 to re-use the card for a new user.
This will make the card work normally and report all events as a new card.

Assigning apartments:

If there is a Module: Door stations or Module: Mailboxes applied in the system,
Apartment widget becomes visible.
Make sure that apartments are created before they are assigned (reference - 8.3
Managing apartments).
To assign the apartment:

1. Enter the user’s General setting.

2. Under User’s apartment start typing the name of the apartment.

3. When the selection narrows, select it from the drop-down menu.

4. Save changes.
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4.2.4 Custom user preview

Nova 2.2 supports resizable columns. Each column can be made wider or shorter by
holding down the mouse key on the vertical line between columns and dragging it to left
or right (the same as it works in any other table management software).

Columns can be added/removed or reordered by navigating to Menu > Select
Columns. On the top, the shown columns are present. You can remove the column by
pressing the X next to its name or the arrows for re-arrangement. To add a column to
the user list, a plus button needs to be clicked next to the column name. The custom
fields can also be used with the custom preview (read more about them in chapter 15.3
Additional user fields).

Restore to defaults button will set the preview to the original state.

Select columns

Shown columns

User v
Department ~ v 0
Access groups ~ v 0
Apartment A Q

Restore defaults

i umr

Unit L+
Cards [+]

Picture 4.7: We can select custom columns and create a unique view

With the new columns, we can sort them alphabetically as we did with the others.
Additionally, the search functionality has been extended. We can now specify (by clicking
on the cogwheel before the search field) to search on a specific column.

NOTE: The custom selection is stored locally which means that any changes that are
made on one computer won't be visible on another nor will work on a different browser.

4.2.5 Importing users from CSV or Excel file

User data can be imported into the software from a.CSV (comma-separated values) or
Excel file:
1. Click the Menu > Import from file button in the main user menu
2. Open the file that includes users from the opened popup window.
NOTE: The CSV type file needs to have the data for each user in separate lines
separated either by comma (,), semicolon (;) or TAB separator.
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3. The data from the import file will be parsed and presented in a grid (Picture 4.8).
If any changes need to be resolved, data can be rewritten in the grid.
The header of the grid includes different options for the determination of the parsed
data. Please select the correct one that represents the column.

e Unused
e Last name
e Name

e Department
e Access group

e Card
e PIN
e User ID

NOTE: The lines that installer does not want to import, are easily removed by pressing x
next to them.

ATTENTION: Values in the column matched as Access group must match valid Access
group names, which are already present in the system. Furthermore, the values in the
column matched as Card or PIN details must be valid numbers.

NOTE: Each user needs to have a unique PIN.

After everything is set, press Start Import. Users that are successfully imported will
turn green, while the ones that have an error, will turn red and their status will change
to the error message.

4.2.6 Custom user search

By navigating to users, the search filter defaults to match the name or last name. The
search was improved to have a better result set using spaces (for ex. Searching for “St
K" or “St n” will find a “Stephan King” and “Steven Kong” users).

The filter to search on another column can be set by clicking on the cogwheel
before the search bar. The drop-down menu offers a search between different columns
and different access levels.

NOTE: NovaServer is a lot more powerful thus allowing the search to be run on all
active columns.

In the Nova 2.2, we can also specify (in the same cogwheel drop-down menu) if we
want to display users that have expired validity.
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Browse file (XLSX) Browse file (CSV) Start Import

Name ~ Last name ~ Department ~ User ID ~ Unused - Status

Tag Nr. MName Surname Address AcC group Ready 0
436208365 Andrej Debeljak Sp.Gorje Ready [x]
436208366 Mojca Kojca Jesenice 34 ALL Ready Q
436208367 MName 1 Lastname 1 Address 1 ALL Ready [ x]
436208368 Mame 2 Lastname 2 Address 2 ALL Ready [x]
436208369 Name 3 Lastname 3 Address 3 ALL Ready (%]
436208370 MName 4 Lastname 4 Address 4 ALL Ready (%]
436208371 Mame 5 Lastname 5 Address 5 ALL Ready [ x]
436208372 Mame & Lastname & Address 6 ALL Ready [x]
436208373 Name 7 Lastname 7 Address 7 ALL Ready (%]
436208374 MName 8 Lastname & Address 8 ALL Ready (%]
436208375 Name 9 Lastname 9 Address 9 ALL Ready Q
436208376 Mame 10 Lastname 10 Address 10 ALL Ready o
436208377 Name 11 Lastname 11 Address 11 ALL Ready (%]
436208378 MName 12 Lastname 12 Address 12 ALL Ready (%]
436208379 MName 13 Lastname 13 Address 13 ALL Ready Q
436208380 Mame 14 Lastname 14 Address 14 ALL Ready o

Picture 4.8: Import users from CSV or Excel file

NOTE: When importing from Excel file, make sure that the imported cells are set to
“Text” and not as “Number”.

4.2.7 Card authorization

Some installations require cards to be authenticated before they start working. To get
such system working, the system administrator needs to assign an administrator, provide
him with username, password, and a checkmark next to the user authentication text
shown in Picture 4.9.
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Edit user Theodora Martinson

General Advanced | Account | Latest events

Account type Manage lists

Administrator

Language - Preferred language after login

Manage lists

English

Username - Name used for login inte application
¥ User card authentication required - Administrator will only be
theodora able to add unauthorized cards. Users must authorize their
cards with an authorization card.

New password

Confirm password

Company - Company name will be used in reports

Picture 4.9: An assigning administrator whose cards will be added as unauthorized

The system administrator can then assign authorization cards to users.

When the Administrator logs into the nova, he/she can assign new cards to users, but
are automatically set as Unauthorized card and won't work even if the user rights are
correctly assigned.

The card will start working once the correct Authorization card is put on the reader;
there will be a beeping sound, prompting for the correct user card. If the user card is put
on the reader in the beeping period, it changes its status from Unauthorized card to
Card and begins to work as a standard card.

Additionally, if more people are set in the same apartment, it is enough to set the

Authorization card only to one person and use it to authorize other cards from that
apartment.
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4.3 Access groups

Clicking the button Access groups in the navigation menu will display the page below
(Picture 4.10)

Q Menu -

Name Type Access Rights &® 0 2
ALL Norma #& demo
First Floor access Morma O Alpha - Door 1
Mailbox access Norma P 0-24h | TOGGLE | ANY
New AG Norma ) Offline2

) Test2

Q .236- Door 1

Q .236-Door 1

Q .236-Door2

Picture 4.10: Access groups editor

By clicking the Menu > Add group button in the Access group editor a new access
group can be added.

It is possible to:

¢ Enter the new group name in the Name input box

e Enter group description or other info in the Description field optionally (Picture

4.11).

e Save the new Access group by clicking the Add button.
To edit an existing group:

e Select the group

e Click button Menu > Edit [group name] (Picture 4.11)
To remove an access group from the list:

e Select the group

¢ Click the Menu > Remove [group name] button
NOTE: Access groups assigned to users cannot be deleted.

NOTE: If there will be multiple similar access groups, one can copy the whole group by
selecting the original group and click Menu > Copy and then make adjustments
accordingly.

Booking module

In case the activation key for booking module is installed, the type of access group can

be changed from Normal, which is used in Nova for defining access rights for users, to
type booking, which is used in booking application. Booking access groups are shown
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as different types in Access group editor. For more information about the booking
module please see chapter 13.

Add group

Name
Working hours
ACCess group type

Normal

Description

Add

Picture 4.11: New group editor

Access group editor

Access rights for selected access group in Access group editor (Picture 4.10) are visible
in the hardware tree next to the list of groups. Buttons at the top of the tree can adjust
the current tree view and select which branches of the tree are displayed.

New access rights can be added to the selected group by clicking on the +button, which
is visible when an item from the hardware tree is selected (Picture 4.10). This will switch
the hardware tree view into access properties for the previously selected hardware.

Edit access group ALL

Group name

Add access right to Central [192.168.1.234] - Door 2
ALL Schedule Manage schedules
cess group type 0-24h
Normal Action
Description ® Open Lock Unlock Toggle Mane
Id device
A Card Card + PIN PIN + Card ® Dual access
2nd Card Read
Save
Dispatch event Manage custom events
Event Parameters
Add Back

Picture 4.12: Schedule, action, and ID device selection
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Select a schedule, action and identification device
Here it is possible to:
e Select the desired schedule
e Select action to be executed when an identification device is presented to the
reader
Id devices available:
e Any (all ID sources with access will trigger the selected action)
e Card (only Cards with access will trigger the selected action)
e PIN (only the correctly entered PIN will trigger the selected action)
e Card + PIN (when a user shows the card to the reader, the person’s PIN has to
be entered in the following couple of seconds to execute the selected action)
e PIN + Card (the PIN of the user has to be entered primarily and then the card
has to be checked for the selected action)
e Dual access (two cards with access must be presented on the reader in a limited
time)
e 2" Card Read (on the 2™ Card read, execute the selected action)
If the Scripting module activation key is installed, an action can be set to trigger and
dispatch a custom event, which is handled by the user script in the context of the access
right. For more information, please see chapter 7.
NOTE: The existing access rights can be edited or removed with the use of appropriate
buttons shown on the selected tree item. The visibility of buttons for a selected item
depends on its type (location, offline reader, or online reader).

IMPORTANT! When assigning access rights for offline readers, a default timetable 0-
24h (to add a new schedule, please read chapter 4.4 Managing schedules) follows
the actions OPEN and CARD as a source for executing an action. Those access rights
cannot be edited. This does not apply for the Nexus MKO which also supports PIN+card.

4.4 Managing schedules

The NovaSimpli software includes one, predefined schedule (0-24h), which is valid from
00:00 until 23:59 for every day of the week and cannot be modified or deleted. In other
versions of Nova software, the option to manage and create additional time schedules is
added. It can be accessed by clicking the Time schedules button found by navigating
to Home > Users & Access Rights > Time Schedules.
In the Time schedules and calendar editor, the options are:

e Create, edit, or delete existing schedules.

e Enter holidays and other special days in the calendar

e Add more time intervals to the schedule by clicking the Add Interval button
NOTE: Each schedule contains one- or multiple-time interval(s), where each of them has
a defined time span and days when the interval is valid (Picture 4.13).

NOTE: If the two schedules collide (ex. 00:00 — 24:00), the lock function will have a
priority, therefore locking the doors at the last time set.
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Edit schedule Work schedule Menu +
edule name
Work schedule

ntervals

08:30 - 18:30 [MTWTF__] Remove

)8:30 - 12:00 5_5] Remove Thursday

4 4 % 4 <

Picture 4.13: Time intervals

If there is a holiday (for any day of the week), the holiday schedule is used instead!

Special days have higher priority than holidays and standard weekdays (if they are
set on the same day).

Exception day can be added by navigating to Menu > Add exception day, select the
date range and apply to the new schedule that will work on a set range of days. The
only one-time range can be set, but multiple exception days can be added to cover the
required time slot.

Exception day has the highest priority over Holidays, special days, and standard
schedules.

IMPORTANT! Holidays and Special days are dependent on the country set on the
central and affect all the readers in the system, while the exception day applies only to
readers who have the schedule with exception day assigned.

Validity — country dependent

Time intervals can be defined on normal/ordinary days, special days or holidays, but
please note that:
Special days and Holidays are predefined in the calendar and are country dependent.
To access the calendar options, select the Menu > Calendar button from the Time
schedules editor.
For each entry in the calendar:
e There is an option to specify for which country the entry is valid.
e The Country value is matched with the Country property of the central (see
chapter 5.1.5 Adding, removing and editing centrals — Settings tab).
e If the country is not provided for a Holiday, the calendar entries are valid
everywhere (independent of central’s country).
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To automatically import Holidays for a country:

IMPORTANT! When assigning the holidays, make sure that the country on every
central is selected correctly! If a system is installed in multiple countries, a customer can
import different holidays and applicable countries need to be selected on the central(s).
¢ Click the button Menu > Initialize calendar in the calendar editor.
NOTE: All existing calendar entries for the selected country will be deleted from
the database and replaced with the default list of holidays for the selected
country. If any holidays are set wrong or missing, they can still be manually
added/edited after the import is completed.
e To delete all holidays from the system, choose the last option from the menu.

All existing calendar entries for selected country will be
removed from database and replaced with the default holiday
list for that country.
nitialize Slovenian holidays
nitialize Danish holidays
niti Swedish holidays
niti German holidays
egian holidays
nitialize USA holidays

Delete all holiday entries

Picture 4.14: Initialize calendar with the default holiday list

NOTE: Multiple Holidays/Special days can be selected holding the Ctrl or Shift key on
the keyboard.

Automatic schedules changes by examples:

e Time interval from 22:00 to 6:00, unlocks at 22:00, locks at 6:00, even if on next
day time interval is not valid; for example, it is Saturday, holiday or even
exception day, it will always lock it. Lock time is defined at the start of the time
interval when doors are unlocked.

e If an automatic unlock schedule is added or removed to output, the user is asked
if output should be locked or unlocked.

e If an automatic unlock schedule is modified and currently not valid anymore, the
output is locked.
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e If an automatic unlock schedule is modified, for example at 23:00 time interval is
modified to 22:00-5:00, the output will be locked at 5:00. Lock time is redefined
at 23:00 when the interval was modified.

The Time interval from 8:00 to 16:00 unlocks at 8:00, locks at 16:00.

e If manually locked at 15:00, it will stay locked. If back manually unlocked at
15:10, it will be locked at 16:00.

e If unlocked at 8:00 and controller is powered off at 9:00 when powered is back
on, outputs are always put in the same state as before boot. If power comes
back at 10:00 it will be unlocked, if it was unlocked before power off, manually or
with an automatic schedule. If power comes back at 17:00, the output will be
locked and stay locked.

e If the controller is powered off at 7:00 (output was locked) and powered on back
at 10:00, the output will be at the same state as at 7:00, locked. The schedule
will unlock it since unlock was missed because of power down.
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5 Hardware

5.1 Centrals

The Central editor is used for previewing and managing hardware.

To open it, navigate to Home > Hardware > Centrals (Picture 5.1)
Options in Menu:

e Search centrals

e Add new centrals

e Edit existing centrals

e Remove existing centrals

e Check for updates

e Upgrade all central

The right panel displays the last events of the selected central.

Q Menu ~
Alpha O Alpha - Door 1 (HwID: 255) Alpha
Alpha2 (3.0) Version: 2.0.2 Upload Q) GSM (HWID: 425) Q
192.168.1.173
Onlin 016-08-17 11:2
mat
Offline test ogin 8.1.12, Nova100
Unkno evice Version: ? Upload
1.2.3.4 .
Offline E 016-08-17 02:00:05  Alpha
236 O .236-Door 1 18 . Refi BIC devices
Elevator controller (1.0 Version: 2.0.2 Upload QO .23
152.168.1.236 Q) .236- Door 2 (HwID: 39 016-08-16 14:39:10  Alpha
Online mat
1 92.168.1.12, Nova100 2
234 O .234-D vID: 423)
Alpha2+PoE (1.0) Version: 2.0.2 Upload ) .234- Door 2 (HwID: 424) Alpha
192.168.1.234

Online

016-08-16 14:01:05

:01:05
® Master datetime update 2016-08-16 14:01:05
: Alph.

Local datetirr

16-08-16 11:49:48  Alpha

2016-08-16 11:49:48 a
! mat
User login (192.168.1.12, Nova100 2.0)

Picture 5.1: Central editor

IMPORTANT! In the NovaSimpli software, the number of centrals is limited to one (1)
central.

5.1.1 Searching and managing centrals in Local Area Network (LAN)

When clicking on the widget Centrals located in the Home > Hardware, and pressing
the Menu > Search centrals, a list of all Nova centrals in the local network opens.
The list consists of the centrals included in the system and other centrals also found in
the LAN.

CAUTION! Some centrals may be part of another access control system so please be
cautious when adding new centrals to the system!
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By selecting the central that was found and is not yet in the system, the options are:
e Add a new central
e Add the central to the system
e Replace existing slave central

NOTE! Double-clicking the central that is not in the system will bring up the Add central
pop-up for a faster addition.

IMPORTANT! If a central in the system is RS-485 master, when searching the centrals,
a pop-up will show up asking if the RS-485 master should run a search on RS-485 bus
too. Keep in mind that the search for the mentioned bus is very slow. The centrals found
on LAN will display orderly under the central that found them with their MAC and IP
address next to them. Centrals on RS-485 bus will display under the RS-485 master
central and only their RS-485 address will be displayed.

5.1.2 Changing a central’s IP address

Change the IP address of a central by:
1. Selecting one of the centrals.
Make sure that the central is added to the system.
Selecting the Menu > Change IP address.
The correct network data must be provided.
By pressing Change, the network changes will be committed.

LA

Alpha Q Alpha - Door 1 (HwID: 255
Alpha2 (3.0) Version: 2.0.1

192.168.
Online

Offline test Q offline reader 1 (HwID: 228)

(oo}

I
5 O .175-Door 1 (HwID: 352)
Alphaz (3.0) Version: 2.0.1 Update O 175 - Door 2 (HwID: 353)
e
I

Picture 5.2: Changing the IP address of a central

IMPORTANT! The following must be entered:

e A new IP address.

e Subnet mask.

e Address of the default gateway.
These parameters depend on your network settings. Before you change the address,
carefully read displayed warnings, if any.

REMEMBER: The IP of the slave central needs to be in the same network as the master

unless you are adding a remote central. If the public IP address of the slave central is
provided, and the slave central has the communication port (default 3543) open, the
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central will be added as a remote slave. Please make sure that the provided public IP is
static.

5.1.3 How to connect centrals over the internet using remote IP, DNS
or DDNS

IMPORTANT! When setting up the system this way, the port 3543 must be port-
forwarded on the target’s central network. Please make the requested changes on
the router or inform a network administrator about this request.

To add a remote central to the system, log-into the top master central and follow the
steps of manually adding the central (chapter 5.1.5) while providing the remote IP
address. Having a static IP address is mandatory for such a set-up.

Add new central

Central name

Remote centra

MAC Address

FF.DA:C3:22:F1:EF

Picture 5.3: Adding a remote central

To add a central on DNS or DDNS, instead of IP address, the Domain name can be
used instead.

remotecentral.com pany. I:DI’T|

Picture 5.4: Using DNS or DDNS instead of IP

After the central is successfully added to the system, the central search (chapter 5.1.1)
will trigger on both networks, displaying all centrals found.
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5.1.4 Central’s WLAN settings

If the central has a USB port installed, it is possible to connect the central via a USB Wi-
Fi dongle to an existing wireless network. Connection requires a name (SSID) and
security key for the wireless network.

WARNING! The central only supports wireless networks protected with WPA-PSK
(TKIP) and WPA2-PSK (TKIP) encryption!

The wireless settings of the central can be accessed by following these steps:
1. Click the widget Home > Hardware > Centrals.
Select the central that you are logged onto.
Select Menu > WLAN settings from the menu.
Type the SSID and security key into the corresponding fields
Click the button Enable WLAN interface to establish a connection
o The central will enable the wireless interface and if the provided
parameters are correct, it will connect to the provided wireless network.

ik

WLAN settings: Alpha

SsID Search wireless networks

MyWiFINetwork

Security key

Confirm security key

A\ Before enabling WLAN interface check if USB Wi-Fi dongle is inserted
nto USB port on central. When interface is enabled, disconnect cable from
central. If settings were correct, central should be connected to wireles
network.

Enable WLAN interface

A\ Before disabling WLAN interface check if Ethernet cable is plugged into

central or R5-485 network is configured. Otherwise central will become

unconnectable!
Disable WLAN interface

Close Window

Picture 5.5: WLAN settings
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IMPORTANT! The wireless interface can only be enabled on the central that the
administrator is currently logged in to. Also, the wireless interface of a slave cannot be
enabled from the master central. Also note that during the installation of the wireless

interface, the USB dongle and the network cable must both be connected to the central.

After the wireless interface is enabled (confirmation dialog notice), the network cable
can be unplugged. Nova is then accessible the same way as before on the network
cable.

IMPORTANT! If Nova stops working (e.g. the progress spinner in the top right corner
keeps spinning), there were some errors with the connection to the wireless network
(probably either the SSID or the security key was wrong). Plug the network cable into
the central. Wait for Nova to reconnect to the central and then try again.

Search for available wireless networks:
e C(lick the Search wireless networks button next to SSID field in the WLAN
settings
e Select from the list of found networks and populate the SSID field, once the
search is complete

Disabling the wireless interface:
e Click the button Disable Wireless interface (visible when central is connected
to a wireless network).

5.1.5 Adding, removing and editing centrals

Adding new centrals automatically:

1. Click Menu > Search centrals button in the Central editor
o The list of centrals will be populated
2. Select the wanted central
3. Press Add new central [central’s IP address]
o Popup window: all information will be entered automatically
4. Edit name of the central
5. Press Add to save changes

Adding new centrals manually:
1. Click Menu > Add central in the Central editor

2. Enter the name of the central, IP and MAC address in the popup window (Picture

5.6)
3. Save changes

IMPORTANT! The default IP address and MAC address are found on the label of the
central.
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Add new central

C Addresc

00:00:00:00:00:00

Picture 5.6: Popup window for adding a new central

Remove centrals:

1. Select the central from the Central editor
2. Click on Menu > Remove [central name] button

Edit centrals:

1. Select the central from the Central editor

2. Click Menu > Edit [central name] button or double click the central from
the Central editor list
e A settings window for the central displays (Picture 5.9):

Multiple tabs will show:

Readers and Doors tab (opened by default): Includes the management of the
readers on the left half, while the right half represents the door settings of the
central.

Settings tab: Consists of 3 columns:
¢ General and Network settings on the left — consist of the name of the central,
country (Set the country for each central — suitable when covering multiple
countries with different holidays, etc.), IP, netmask, DNS, and gateway
addresses, along with the MAC address. From here, also select (by checking
the checkmark) if the central is on a remote location. If the checkmark is
marked, a new field will be added to fill the correct remote IP address.
¢ WLAN settings are only displayed for the central currently logged into if
the central is the correct type to support Wi-Fi connections.
e Anti-Passback function settings — read more about the Anti-Passback
function in chapter 5.1.18 Local Anti-Passback.

IMPORTANT! Advanced settings for the central are not available in the NovaSimpli
software.
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5.1.6 Replacement of malfunctioning slave central

There are many reasons why a central can malfunction and needs to be replaced.
Centrals usually have readers and user access groups assigned to them, preventing the
deletion of the central.

To keep all of its data and just replace the malfunctioning central, the function Replace
slave central can be used (Picture 5.7).
To get to manage centrals window on the main menu navigate to:
1. Home > Hardware > Centrals.
2. Search for new centrals by clicking Menu > Search centrals
3. Select the new central and find the options Menu > Replace existing slave
central. This option is only available for the ones on a default IP address
(192.168.1.100).

e A new popup (Picture 5.8) will appear requesting a selection of the slave
central that needs to be replaced while showing the information of the
newly added central.

4. Press the Replace existing slave central button to start the procedure

e The newly added central will get the data from the master of the system

and adjust the time.

Menu -
Search centrals
Add new central
Add Central [192.168.1.100]
Replace existing slave central
Check for updates

Upgrade all centrals

Manage Locations & Doors

Picture 5.7: Replacing an existing slave central

NOTE: Synchronization can take up to a couple of minutes. After completion, the new
central should appear online on Picture 5.1 Central editor and the IP address of the
old central.
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Replace existing slave central

Offline slave central to replace
Offline test

P address of new centra

Mac address of new centra

Replace Cance

Picture 5.8: Replace existing central pop-up

5.1.7 Replacement of malfunctioning master central

Replacing a master central is similar to the replacement of the slave central but a more
complicated process.
To replace a malfunctioning master central, the following conditions must exist:
e the new master central must already be installed in the system
e central must not have any slaves connected to it
e its master must be the malfunctioned central (current master)
¢ A Promote button will appear in the Central’s advanced settings (Picture
5.9) if the slave central meets the requirements.
For a slave to become a new top master, navigate to slave’s IP, log into slave central,
and follow these steps:
1. Home > Hardware > Centrals.
2. Double click the central that you wish to promote (the one you are currently
logged into).
Navigate to the Advanced settings tab
4. Press the Promote button.
o The system will reassign all of the slave centrals including the
malfunctioned master to the newly set master.
NOTE: Master reassignment and database synchronization can take a couple of minutes
to finish.

w

5.1.8 Central settings
Standard settings
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Central name: Used for easier central recognition.

Country: Centrals that have the country set will obey any calendar entries set in
the calendar settings.

MAC address: Physical address of the central. It can be also found on the
sticker on the side of the central. If the centrals are not properly named, this is
the only way to distinguish central between each other.

Anti-passback: Local anti-passback functionality (works only on this central).
More about its option can be read in chapter 5.1.18 Local Anti-Passback.

Connections settings

Master central options:

Set central as master: If this setting is set, this central will not accept any
communications from any other master. This setting makes sure data is not lost,
if the master should, mistakenly, be added to another system.

Master central is responsible for dividing load to slave centrals. If there are
many centrals in the system, it is advisable to have Local master hierarchy,
where there is a top master that handles local masters and local master handles
slave centrals.

RECOMMENDATION: The Top Master central should be the one that has the
least load (least work and readers/doors connected).

Slave central options:

Select master central: Each central must have a master assigned to receive
any changes.
Connection type:

o IP address — standard static ethernet connection with the fixed IPs.
More about the connection can be read in the chapter 5.1.10
Communication-based on IP address.

o Remote central hosthame or IP address — a new field for entering
the remote central hostname or IP is displayed below this option.
Recommended for remote (over the internet) connections.

Port 3543 - This port allows communication of the central to
pass through. If the central needs to be connected over the internet, this
port must be opened on the slave central (the master is the only one that
issues commands so only one-way communication is needed). If there is
a whole system located on the other side of the internet, it is enough
forwarding only the local master port.

RECOMMENDATION: The default port is 3543 and should stay
this way if possible. Changing different ports on the outside can be made
from the port forwarding settings of the router. Please check the manual
of the router on the subject before making any changes.
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RS-485 — connects centrals via an RS-485 connection. More about it can
be read in the chapter 5.1.11 Communication-based on RS-485 BUS.

¢ Allow system administration: Allows changes to be made on a slave central.
Usually, everything is done from the master central and if any changes are made
on the slave central, they are overwritten with data from the master. Enabling
this option allows Administrators to manage users on that central without losing
any changes. This can be helpful if the Administrator is in a different network and
do not have direct access to the master central (or the connection between the
master and that central is not stable).

Common options:
¢ Ethernet settings
¢ Replicator settings (seen by superadmin only)

@)

Local options:

The secured connection between centrals (set for (local) master) —
this option tells the specific central to use a specific secure connection
when connecting to its slaves.
Sync filter mode (set for (local) master): This option is designed for the
really big or very active ones. If there are more than 10k events daily,
centrals will work slower due to the heavy load from event copying. There
are a few options that can be set on the (local) master that will affect the
whole system:
= RS-485 (default): Events will be transferred to slaves only if the
target central is in the same subtree. Centrals who are set as RS-
485 slaves will only get events for them and their RS-485 slaves.
= Slow slaves: will only limit traffic to slave centrals that have a
checkmark slow slave set.
= Always: Events will be copied only to target central. This will
drastically reduce the load of all centrals, but if the top master
dies, there will be no way to create a system backup of events
database.
= None: Events will be always copied to other centrals. Including
RS-485.
Replicator password (set on top master): in case of multiple systems
running on the same network, we can set different passwords, which will
prevent master to connect to the slave if the slave’s provided password is
wrong.
Slow slave (set on slave centrals): if set, the events that are not for this
controller (or any of its slaves) will be discarded.
Max drift time (set on top master): a threshold number of milliseconds
before the time is synced; time difference between the master’s and
slave’s clock.

e Wi-Fi settings (displayed only if connected directly to the central and if the
central has a USB port)
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Advanced settings

o« Database synchronization: Just in case something is wrong with the database
of one of the slave centrals, press the Force synchronization button to copy the
configuration database from master to slave. After pressing this button, go to the
events page of the central and monitor the progress. After database
synchronization, time will be updated as well (more in chapter 5.1.12).

¢ Central reboot: Pressing this button will send the reboot command to the
currently selected central(if online).

¢ Reader and lock power reset: By pressing this button the power to the lock
and the reader will be cut — helpful for a remote reader or lock reset.

¢ Upgrade firmware on central: Selecting the Update button will open a File
window, requesting to locate the upgrade software package.

e Optimize database: Pressing this button will run a database indexer that might
speed up the system, but it takes from a few seconds up to a few minutes.

¢ Delete user pictures, scripts and uploaded files

¢ Reset central to default — This will replace the current database with a default
one (the same as holding the left button on the Alpha for 20 seconds).

e RS-485: Options to set RS-485 master or RS-485 slave and its address (more on
RS-485 connection in chapter 5.1.11 Communication-based on RS-485 BUS).

e Storage mode (set locally on central): Alpha2+ and Alpha4+ have a USB
connector that supports storage expansion. When uploading larger files; such as
pictures for the floorplans, pdfs for info boards, any documents, profile pictures,
and database backups are all saved on the external USB storage if present.

e ADC voltage read (superadmin only, set locally on central, old central only): In
a few cases on the old Alpha hardware, reading current-voltage got stuck and
resulted in a central periodical reboot. Removing this checkmark will cause
central not to be stuck anymore and should work ok, but any power events will
not be shown anymore.

IMPORTANT! When inserting the USB, you need to tell the software to write to the USB
storage by clicking on the button Switch to the USB storage button. Before removing
USB from the central make sure that the mode was switched back to central;
otherwise, some data might get lost!

Scripts on central
These options are only shown if the Scripting activation key and at least Noval0 is
applied in the system. For further information on scripting please read chapter 7

Module: Scripting.

Events
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Displays events that are limited to this central only! (The events from readers or any
other centrals will not be displayed in this event list).

Edit Alpha (Alpha4+) Save Menu ~
o000 00 ® o000 0O o ®
+ RA RB T+ T- NC C NO R DM + - RARB T+ T- NC € NO R DM CA CB I1 12
R 48C Out t Relay R5-485 Out t Relay R5-485
Door 1 Door 2
O Prima Exit O Prima Main ...
Door 3 Door 4
REZ-4BC output Relay put R5-48C output relay Inputs relay 1 relay 2
+ - RARE T+ T- NC C NO RE - DM + - RA RE T+ T- NC C NO RE - DM NC € NO NC C NO

Readers and Doors | Settings

Connections

Auxiliary IO

Advanced settings  Scripts on centra

Settings Anti-passback function
Central name Type
Alpha Turned off
Country Reset anti-passback status at
Slovenia

MAC Address

Error duration

Events

FC:C2:3DI0AFBI31

Allow exit on error

Picture 5.9: Central settings

5.1.9 Online System-wide software upgrade and single upgrade

There are multiple ways to upload software to the central, the first two are a single
central upgrade, while the last option upgrades the whole system.
NOTE: The centrals connected on the RS-485 bus need to be upgraded locally!

Local upgrade:

1. If the central is connected on RS-485, plug in the Ethernet cable, and navigate to
its IP (the central and the computer you are accessing from must be in the same
network).

Navigate to central’s IP address.

Log-in and navigate to the central’s settings (Picture 5.9)
Navigate to the Advanced settings tab.

Click the Upgrade button.

Select the .tar package and wait for the process to finish.

ounhwnN
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Remote upload - IMPORTANT! Remote upload only works with central’s software
version 1.6 and higher and the central must be online:

1.

ounhwn

Navigate to Home > Hardware > Centrals widget.

Find the remote central on the list and double click it (or select and Menu > Edit).
Navigate to the Advanced settings tab.

Select the Upgrade button.

You will be prompted to locate the upgrade file.

If the central is not master central, the transfer protocol will begin to transfer the
upgrade package to the remote central. Once it is completed, the upgrade will
start automatically; if the central is the one logged into, it will begin a local
upgrade.

NOTE: If there is a local master between the remote central and top master, the
package will be first uploaded to top master, then transferred to local master and
then to the final slave central.

System-wide upgrade:

1.
2.
3.

Navigate to Home > Hardware > Centrals widget.
Press Menu > Upgrade option from the dropdown menu.
Check all centrals you want to upgrade. (offline centrals and centrals connected
on RS-485 bus will be excluded)
Once ready, press the Upgrade button.
You will be prompted to select the latest released package (if the top master
has access to the internet) or you can select to Upload it from the computer
(for the systems without internet access).

a. For the online option, press the Select button next to the Package.

b. The offline option will ask you to provide the packages from your PC (for

alpha and Nova Server is present in the system).

The pop-up will ask f you also want to upgrade the readers to the latest
software.
Wait until everything is finished and do not close the window as this will
terminate the upgrade process.

After the upgrade is done, Central was upgraded event will be displayed in the Events
log. If the upgrade was done locally, you will need to log-in again.

If there are some issues during upgrade or centrals that are connected on RS-485 bus
(connect to the central with a network cable), navigate to their IP address and upgrade
the central locally — following the 1%t upgrade description

5.1.10 Communication-based on IP address

The communication between master and slave central is based on the IP address, set in
the field /P address in the Central editor — Connections tab (Picture 5.9), and on the
IP port written next to the IP separated by a colon “:”.
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NOTE: The master central always uses the address in the field IP address and port
number when communicating with a slave central.
When the master central and the slave central are on the same network:
e The IP address in the Central editor must be the same as the interface IP address
of the central (see the section on changing the IP address of a central).
e The port needs to be set to 3543.
Remote network:
When a slave central is located in a remote network (from the master central point of
view):
e The field IP address in the central editor must be set to the address of the
remote network.
e The address of the remote network is not the same as the interface IP address of
the remote central.
e The port must be set to the port number of the remote network, which is
forwarded to port 3543 on the remote slave central.

5.1.11 Communication-based on RS-485 BUS

When a slave central is connected to the master central via an RS-485 BUS, option
RS-485 master central must be enabled, located in the Connections tab of the RS-
485 master central (Picture 5.9) by:
e Checking the Set as RS-485 master central checkbox.
o This setting causes the master central to search and communicate with the
slave centrals on the RS-485 BUS.
¢ Checking the Set as RS-485 slave central checkbox in the advanced settings
will set the current central as an RS-485 slave (all RS-485 slave centrals must be
set after the RS-485 master is set).

e Central search should now prompt the question to search for the centrals
connected on RS-485 BUS. Select Yes and wait until the search is done. RS-485
centrals will display on the list showing only their Modbus address instead of their
IP addresses.

NOTE: The communication between centrals on the RS-485 BUS is based on the RS-485
address, which is set in the field RS-485 address under the Connections tab settings of
the central.

The default RS-485 address of the master central is always 1 and is automatically set
when the central is set as RS-485 master. The default address of a slave central is set
when adding the slave central to the system and it is also found in the central label.

IMPORTANT! The RS-485 address of the slave central is calculated from the last 5 bits
of the MAC address, to which you add the value 2 (addresses 0 and 1 are reserved).

Example of RS-485 address calculation:
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MAC 00:50:C2:E6:30:6A
6A (hex) = 0110 1010 (bin)
0 1010 (bin, last 5 bits) = 10 (dec) + 2 = 12 (RS-485 address)

WARNING! The default address can be changed to any other unused address on the
RS-485 BUS. Resetting the address back to its default address can be done by
calculating it like in the example above or hold the left button on the central shown on
Picture 27.2 for at least 10 seconds, which will:
e Reset the IP address and RS-485 address back to the default values:
=> 192.168.1.100 for IP address
=>default value for RS-485 address and port to 80
e It also enables the Super administrator account again, if it was disabled.
See Appendix A - Description of LEDs and buttons on central for more details.

5.1.12 Database synchronization

The system master central takes care of data synchronization between centrals in the
system. In the case where the database of a central is incomplete, a manual
synchronization can be done by:

¢ Clicking the button Force synchronization in the advanced settings of the slave

o The master central updates the database on the slave central with the
version from the master central.

NOTE: Only use this option when there is a certainty that differences between database
data exist.

5.1.13 Adding new readers

To add new readers to the central:
e C(Click the Menu > Search readers button in the upper right corner of the
Central Editor (Picture 5.9)
o This triggers the recognition of already connected readers and starts a search
for readers recently connected to the central.
Change address, remove or add readers:

NOTE: Reader search works ONLY from address 1 to 16 (max). Addresses from 16
to 64 are user-defined addresses and will not be displayed as a search result of a reader
search. To avoid complications, keep the reader addresses within limits.
After the search is completed, the addresses of listed readers can be changed and the
new readers can be added to the central:
1. Click the Menu > Change address button from the menu to change the
address.
2. Write new address and the reader will return with the new entry
3. Select the reader and click the Menu > Remove reader button to remove
readers from the central
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4. Click the Menu > Add reader button to add a reader manually if the address
and the connected door of the reader are known.

IMPORTANT! When the address of the reader is changed, it remains saved on the
reader — if the reader’s door socket or central is changed, it will not reset. If the address
is changed to more than 16, the central will not find it. The only way to change back
from such state is by adding it manually (the address needs to be provided) and once it’s
connected and online, change its address back to the requested range.

5.1.14 Upgrading firmware on reader

Single reader upgrade:

The firmware of a reader can be upgraded to a newer version by:
e Double click on the reader you want to upgrade and navigate to the Upgrade
firmware tab.

1. Select the option Upgrade firmware button. Select the *.bin extension
file with the new firmware in the popup window

2. The upgrade process will start and it will last for approximately 30 ~ 120
seconds (depending on the workload of the central).

3. During the upgrade process, an operation status dialog will be displayed

4. The reader will beep three times after completing the upgrade process.

NOTE: The upgrade option is disabled on readers that cannot be upgraded.

IMPORTANT! Centrals with Nova version 1.5 or lower need to update the readers by
logging in on every central and update its readers. Higher version software allows the
update of the readers from the master central only, which makes it faster and more
convenient. The upgrade option is disabled on readers that cannot be upgraded.

Upgrade ALL readers on a central:

1. Navigate to the central on which you wish to upgrade readers.

2. Press the Menu > Upgrade all readers button

3. Select the option Upgrade firmware button. Select the *.bin extension file
with the new firmware in the popup window

4. The readers will beep three times after completing the upgrade process.

5.1.15 Reader settings

The reader needs to be configured correctly and linked to the desired door for the
system to function correctly.
When the reader is selected (Picture 5.10), the following info on the reader is shown:
e State of Enabled flag
e Reader Name and Reader type
¢ Which door the reader is controlling
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e RS-485 address

If the reader is not working or is not needed in the system anymore, it can be disabled
by:

e Deselecting the Enable checkbox
Now the central will cease to communicate with the reader and its warnings and errors
are not visible on the Events page.

IMPORTANT! Disabled readers are shown in light grey in the locations tree while non-
working readers are shown in red.

Set up of door that the reader is connected to:
e Set up of doors controlled by the reader
e Set up the address of the reader

NOTE: Usually the reader is connected to the same door that it controls, but a reader
can control another door on the same central.

To do this, please check Picture 5.11: Advanced settings.).

This option is not included in NovaSimpli.

IMPORTANT! Note that if the Connected to the setting of a reader is changed, the
option Opens (controls what doors are opened by the reader) under the Advanced
settings tab will be updated to the same door. If there were any manual changes
previously made in the system, this change resets the manual ones. To make previous
options work, the settings need to be manually changed to the previous values.

Reader Alpha - Door 1

General | Advanced Upgrade firmware

T
o
\
lw)
2

Picture 5.10: Reader settings
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IMPORTANT! Communication with readers is based on their addresses. It is important
that all readers connected to the same door, have unique addresses. If not, the system
can behave unpredictably.

Reader settings on Picture 5.10 show the settings needed for basic operation.

Change additional parameters by:
e Selecting the Advanced tab (Picture 5.10) — the options are:
o Select which door the reader controls (additional relays on Alpha+
included)
Set direction for each reader (Entry, Exit, Pass-through, I1 entry — I2 exit)
Set sensitivity on the tamper sensor

Further options:
e Setting value for Same card timeout
o This setting enables a timeout before the central will process a card from
the same user again.
E.g.: After a user has opened a door with the card, the user will not be able to
open it again with the same card until the timeout is over. However, the central
will process cards from other users during this period.
¢ Enabling the writing of offline access rights to user cards (only possible if
the reader supports writing to cards). Offline readers read these access rights
from the card. (See section 5.2 Offline readers for more information)
e Setting value in the PIN length field
o This defines how users enter their PIN on the current reader
o If the value is greater than 0, then PIN is accepted as soon as the
last number is pressed on the keyboard.
Remember: When PIN length is defined, PINs of all users have to match the
defined length.
o If avalue is set to 0, users will have to confirm their PIN with the
ENTER key on the keyboard.
¢ Mailbox reader checkmark — If this checkmark is set, the reader is assigned to
open mailboxes instead of doors (including checking the rights).

IMPORTANT! The last four options are not available in the NovaSimpli software.
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Reader Central [192.168.1.201] - Door 1
General | Advanced | Advanced actions

Opens - If you want that reader controls other door than door where is
connected, set it here.

Door 1 v

Reader direction - Set reader direction, default value is Entry

Entry v

Tamper sensitivity level - Set 0 for disabling tamper on reader or set to 100 for
maximum sensitivity

0 \

The same card timeout - Same card won't be read again until this timeout is
over

Os v

Card/Phone data management for offline readers

Turned off v

Access with DoorApp

Enabled, phone unlock not required v

PIN length - PIN length is limited to 20 characters. If value is set to 0, PIN will
have to be confirmed with ENTER key.

¥} Silent on access granted

¥} Silent on access error

Close

Picture 5.11: Advanced settings of readers

Reader sounds

Nova version 2.1 also brings the option to remove any sound from the Nexus readers.

Different options are displayed in the reader’s advanced settings - Picture 5.11.

¢ Silent on access granted — removes any beeps when the access is granted.

¢ Silent on access error — reader stays silent whenever there is an error —
reading/writing a card.

Additionally, there is an option to remove sound from REX input. This can be done by

checking the corresponding option on the door settings (option displayed on Picture
5.12).
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5.1.16 Door settings

Picture 5.12 shows the settings for doors on the central, which gives the following
options:
e Set allowed time for the electric lock open time (Electric lock open time)
e Set allowed time for a door to stay open (Allowed door open time)
e Set allowed time for how long a reader should warn the user to close the
door before alarm turns on (Door opened warning duration before the alarm
goes on)

Door 1 - Settings
Electric lock open time
800ms
Allowed door open time
45
Door epened warning duration before alarm goes on
55
Silent request to exit
Silent warnings and alarms
#| Door forced detection
Door forced detection - Silent mode
Use this door for interlock
Electric lock open voltage leve
High
RE input active voltage leve
NC
DM active voltage leve

NC

1]

Automatic opening schedule Manage schedules

06:00-18:00

Reader settings

Picture 5.12: Door settings

Picture 5.13 is an example that shows the relation between the described times.
e The door was opened at 11:33:43 and stayed open.
e Ten seconds later the reader started to warn the user with a beeping sound that
the door should be closed (11:33:54).
e The user did not react on the warning, so ten seconds later the alarm went on
(at 11:34:04).
e The user finally closed the door at 11:34:14.
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The settings on the door were the same as Picture 5.12.

2
[=]
[=]

1:34:14  Alpha - Do

(W%
|

-
xI=
=
[+1]
i

2
[ ]
[ =]
]

2016-07-2911:33:19  Alpha Relay1
[E Request to exit

Picture 5.13: Doors left open and alarm times, example case

Further options:

Silent request to exit — reader won't make a sound when the request to exit
button is pressed. This also works with multiple readers connected to the same
door.
Select Silent warnings and alarms to avoid the reader from making any sound
at warnings or alarms. The events will still be displayed.
Disable warnings and alarms when the door is unlocked — when checked,
it will not display or trigger any mentioned events.
Select Door forced detection when there are doors with readers on each side.
o In this case, the central has total control over the door and can detect if
the doors are not opened by readers and will trigger a “door forced”
alarm.
o The administrator can choose the Silent door forced detection and
reader tamper alarm option if no alarm sound is too loud.
Use this door for interlock — doors that are set to use interlock cannot be
opened at the same time (we need to wait for other interlock doors to close
before we can open a specific interlock door on the central).
- A single interlock functionality will only work on that specific central and not on
multiple centrals across the system.
- A single interlock can be set up on each central.
- Card or REX access will not be granted if other interlock doors are unlocked or
opened or if you want to open the already opened door.
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- Users with Privileged access (page 33) are not limited by this functionality.
- When access is denied, an event will be triggered.

IMPORTANT! The described settings (except Electric lock open time) can only be used
with electrical locks having a DM (door monitor) signal line. If not, the central cannot
detect if doors are open or not and the described settings have no meaning.

In case of fire or power supply failure
An electric lock usually requires a positive voltage level to be in the locked state and
neutral (or low) voltage level for opened, unlocked state.
The reason is that in the case of fire or power supply failure the electrical lock switches
to unlocked state and users can go through the door.
The option can be enabled by:
e Matching the option Electric strike open voltage level to the required voltage
level for the locks used in the system.
e The options RE input active voltage level and DM active voltage level need
to be set according to the system characteristics.
o The central will open the door when the signal level on RE input (Request to
Exit) matches the selected state.
Unlock when active options will unlock the door until the signal is
present with additional lock open time.

o The central will know that the doors are open when the state of the DM
signal matches the selected state (High or Low).
If there is a need to use DM and RE inputs with the Scripting module or Parking
Controller, the option can be set to:
¢ Select Unused option in the drop-down menu.
o This will effectively unbind the default behavior of DM and RE inputs,
which can then be used for other purposes.
¢ Unused NO / Unused NC option can be set for solutions like the Parking
controller where a loop would have to give a signal to get access, but it cannot
be mounted for whatever reason, we can fake the activity with these options.

5.1.17 Scheduled door opening

In the Nova software, there is an additional option:
e A schedule can be selected from a drop-down list and assign to target doors
(Picture 5.12 — bottom option).
o Doors will automatically be locked and unlocked based on the time intervals
of the selected schedule (see part 4.4 for Managing schedules).

e By clicking the Manage Schedules link, the Time schedule editor can be
accessed and:
o Edit schedules
o Preview schedules
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NOTE: This is not possible in NovaSimpli as time intervals here are always set to 0-24
hours.

TIP: Set a defined time interval of 1 minute that runs out when doors need to be
locked.

5.1.18 Local Anti-Passback

Sometimes the system needs to control the entrances and exits of users. There are
multiple ways of achieving the results based on the hardware setup.

IMPORTANT! This instance of anti-passback can be only set-up and it's working on a
single central with its local readers.
e The settings can be enabled in the Settings tab shown on the target central
(Home > Hardware > Centrals > Edit).

Anti-passback function
Type

Unidirectional parking lanes w/ RF receivers or card r.

Reset anti-passback status at

Error duration

Picture 5.14: Anti-passback settings

There are numerous ways of setting up the method depending on the requested
functionality:

1. Bidirectional entry and exit lanes with one RF receiver

2. Unidirectional entry and exit lanes with RF receivers on card readers

3. Bidirectional door with card readers

4. Bidirectional doors with card readers and DM confirmation.

5. Turned off
Below section will describe in details and explain how to set-up:

1. Bidirectional entry and exit lanes with one RF receiver.

This method only uses a single ramp for entry and exit from the parking space.

To set up bidirectional entry and exit lanes:
e RF receiver direction must be set to I1 Entry - I2 Exit (please see chapter
5.1.15 for Reader settings).
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2. Unidirectional entry and exit lanes with RF receivers on card readers.
This method is meant for parking spaces with separated entry/exit ramps.
E.g. When the car stops at the entry, Inputl on the central is triggered and with
the proper RF signal opens the ramp. The same way goes for the other direction,
but this time Input2 triggers for the exit direction.
To set up unidirectional entry and exit lanes:
e RF receiver direction must be set to I1 Entry - I2 Exit (please see chapter
5.1.15 for Reader settings).
IMPORTANT! If DM active voltage level on Entry is set to NO, and an automatic
schedule opens the door, the timeout alarm will possibly go off when the car leaves
(Input activated). If DM active voltage level on Entry is set to NC, and the door on
Entry opens, the alarm will trigger the same when the car is at the ramp for too long. To
solve the alarm problem, DM active voltage level must be set to Unused.

3. Bidirectional door with card readers.
To set up bidirectional door with card readers:

e There have to be at least two (2) readers connected to the system. The direction
of the readers has to be specified in Nova. One has to be set as Entry while the
other one has to be set as Exit (Please see chapter 5.1.15 for Reader settings).
The system keeps track of the user places his/her card on the readers for
entry/exit.

4. Bidirectional doors with card readers and DM confirmation.
To set up bidirectional doors with card readers and DM confirmation:

e The option with “DM confirmation” works on the same general principle as the
previous one. The main difference is the tracking of the doors. When the doors
are opened, the door monitor is activated and the user entry is counted when the
door closes.

5. Turned off
This method disables Anti-passback functionality.

Additional anti-passback settings:
e The Reset anti-passback status option is there to reset all set states once per
day (if enabled and the hour is provided).
¢ Setting Error duration option will prevent users to re-Enter/re-Exit for a set
time and only allow access when that time passes.
E.g.: Setting it to 00:30, will allow the user to enter, but on the second try, the
access will be denied. After 30 minutes, the user can make another entry.
e The last setting for the anti-passback function is called Allow exit on error.
o Enabling this allows users to exit even when there is an anti-passback
error.
E. g.: A user entered a building but entered with the entry card of
someone else. If the user then wants to get out it is not possible, because
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the card of the user was never put on entry reader. Allowing exit on error
will allow the user to exit with their card.
Individual user settings — found under the Advanced tab of a user:

Anti-passback function
User can open doors even if they are blocked or limited by

anti-passback function

Anti-passback status reset

Picture 5.15: Individual Anti-passback options

e If the Anti-passback function is set on the central and we wish that some of the
users are not affected, tick the checkbox next to the User can open doors
even if they are blocked or limited by anti-passback function.

e Pressing the Anti-passback status reset button will show a pop-up window,
allowing you to:

o Manually reset the status of the current user.
o Reset status for ALL users in the system.

5.1.19 Alarm, tamper and additional relays management

In the software version 2.1, a new tab was added under Edit central page - Auxiliary
I/0. This option enables you to control the general inputs and the two additional relays
(if the central is correct type).

Tamper Input

Input 1 is intended to be used as Tamper when the central is mounted in the DIN-rail
box. This way the administrator is informed if someone had opened it.
¢ NC: The default state — when the box is opened, the circuit the and Tamper
activated event triggers. Once the box is closed again, the event Tamper
deactivated will be shown in the event list.
e NO: The inverted version of NC.
¢ Unused: No event will be triggered.

NOTE: Except for the Tamper activated event displayed in the Errors section, there is no
other action executed on the central. For other custom actions, please refer to the
chapter 7 Module: Scripting).

Alarm Input
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Input 2 is intended to be used as an alarm trigger.
¢ NC: The default state — when the circuit is broken, the Alarm activated event will
be added and displayed under Errors. Whenever the circuit is re-connected, an
Alarm deactivated event will be shown.
e NO: The inverted version of NC.
¢ Unused: No events displayed/triggered.

IMPORTANT! The alarm settings are not a reliable source and are not approved by any
fire regulations or norms. Please use this only as a helping tool in case of an emergency.

After you agree with the disclaimer, the dropdown with the Alarm functions are

displayed:
e Turned off — this central does not react on a signal received from its own Input
2.

¢ Open doors on this central — if the central receives a signal from alarm, it will
unlock/lock all local relays and transistors until the signal ends.
Next two options require a Fire alarm module:
e Open all doors in the system — if there is an alarm signal received on this
central, it will unlock/lock all doors in the system until the signal ends.
¢ Alarm action access group — a custom alarm that triggers a special access
group on alarm start/end.

Find the detailed instructions in chapter 18 Module: Fire alarm module.

5.2 Offline readers

Offline readers are units that act as part of an access control system when correctly
configured, but they are not wired to the central.

Management is done through the Nova software with the help of configuration cards and
the read/write function of online readers.

Access rights are written to the card when registered on an online reader.
When the same card is used on the offline reader, the data is read from the card, and
access is granted or denied.

Management of offline readers:

Open offline reader editor (Picture 5.16) by:
¢ Navigating to Home > Hardware > Offline Readers widget
Left-panel:
e Search option to display only groups/types of readers OR for faster access of
the reader if the list of offline readers is long.
e List of all offline readers in the system and their type.
Right-panel:
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e Preview of currently selected offline readers.
o The last events transferred from the offline reader.
o List of users with access to the selected offline reader.
o List of Access Groups with access to the selected offline reader.

Menu ~

Offline (HwID: 360)

ents  Users Groups

Secure offline readers with unique authentication keys

Q

Reader name Reader type
Offline Offline cylinder

Test2 Offline cylinder

Picture 5.16: Offline reader editor

IMPORTANT! The system is using (UNSAFE) default authentication keys on MIFARE
cards until manual activation of security in the software.

How to do this:

¢ Click on Secure offline readers with a unique authentication keys button
(Picture 5.16).

RECOMMENDATION: Change authentication keys before adding the first offline reader
to the system to ensure that user cards and newly added offline readers use secured
authentication keys from the beginning.

NOTE: Changing authentication keys later, will mean that all user cards and offline
readers need to be re-configured with the new authentication keys.

If the system contains at least one offline reader and the offline keys are not protected,
the new versions of software (version 1.6+) will display a warning at login (Picture
5.17).

Picture 5.17: Unprotected offline system warning
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When adding a new or editing an existing offline reader, the administrator can:
e Change its name
e Change its type
o The system automatically generates the reader's address. This address
differentiates between offline readers in the system (Picture 5.16).

IMPORTANT! NovaSimpli does not include offline functionality. Consider upgrading to
Noval0 or higher to utilize the offline functionality of the access control system.

Customized settings:
Based on reader type, some settings can be customized to control the offline device. The
options not supported by the offline reader are greyed out (Picture 5.18).

Time slider

The time sliders offer the same functionality as for online readers (for detailed
information see chapter 5.1.16 Door settings for online readers). This allows the option
to set different kinds of timeouts for the offline reader devices.

Trace users
To trace users:
e Uncheck the option at Disable events log on the user’s card.
o The offline reader writes the time of card registration to the user
card.
o This data is copied to the system the next time the user uses this
card on an online reader.
o This option uses more battery on the offline reader.

Transfer of events:
Offline devices have an internal log of all events that are transferred to the system by:

e Using the event's card (for further info see section 4.2.2 Card function
assignment). Checking the option Disable event log on the offline reader will
disable the log.

Increase security:
To increase security, the system can be set to require a PIN when entering a door with a
card.

e Check the option Request input of the user’s pin.

NOTE: This option is only available when the offline reader has a keypad.

Toggle mode

To enable toggle mode for the individual user:
1. Navigate to Home > Users & Access Rights > Users.
2. Double click a user and navigate to the Advanced tab.
3. Check Toggle output on offline readers.
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4. Transfer the settings to the card by placing it on the online reader that has
writing to card enabled.
5. Hold the card (2™ read) on the offline reader to toggle it.

If wanting to overwrite toggle mode:
o Check Ignore Toggle output setting on user’s cards in the settings of the
individual offline reader. This prevents the reader from using toggle mode, even
if the user has the right to activate toggle mode on readers.

Time intervals
To check the time intervals on user cards:
e Select the Check schedule on the user’s cards in the settings of the offline
reader.
e The schedule can be set in the Advanced Settings for the individual user (see
Picture 4.6) under Cards Validity Settings.
NOTE: Only the first two intervals will apply if more time intervals are defined.

Disable automatic reader activation
This option controls its reading:
e This option is checked: The reader will need to be woken up (turn for a cylinder;
a push on handle...) before user cards are presented.
o If this option is not checked: The reader will repeatedly check for any present
user card.
NOTE: This option is more convenient for more “active” doors since the reader
always needs to be checking for the card. This also means that the battery
consumption is higher than normal.

Automatic schedule
An offline reader has the option to be automatically locked or unlocked by using an
automatic schedule:
e Select a schedule from the drop-down list at Automatic schedule
o The reader will use the set schedule after reconfiguration
NOTE: Only the first interval will apply for automatic function if more time intervals are
defined in the set schedule.

Public holidays
If the holidays are imported to Nova, they will also be transferred with the offline
configuration card.

IMPORTANT! Due to the size limitation on the card, we can only transfer the
holidays for the one year ahead. Before that year runs out, the new holidays
need to be updated using the configuration card.

To edit and preview schedules, access the schedule editor by:
e Clicking the Manage Schedules link (read more in 4.4 Managing schedules).
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TIP: The doors can automatically lock doors by assigning them an automatic schedule
with a defined time interval that starts and ends at the exact time that they are set to
lock the door (E.g. 16:00 — 16:00).

Remarks input field allows saving some information regarding the offline reader. For
example, the administrator can write information about the last battery change.

IMPORTANT! Remember to save changes by clicking the Save button before closing
the editor!

Edit offline reader Entry

General | Wireless online mode  Events Users  Groups
¥l Enabled
Reader name
Entry
Reader type
Offline cylinder
El. strike or cylinder knob open time
3s
¥ Do notwr /ent log to user card
Do not save user events on offline reader
gnore Toggle output setting on user’s cards
Check time schedule setting on user's cards
AWhen checked, users need an assigned time schedule for using the door!
Disable automatic reader activation
Automatic opening schedule Manzage schedules
A\ Use only time schedules with one (1) time interval!

Remarks

Picture 5.18: Offline reader settings

5.2.1 Offline readers and maintenance cards

Offline reader maintenance is done with special cards. These cards are delivered to the
system administrator during system installation and are labeled according to their
functionality:
BL: Blacklist card (used for blacklisting user cards)

EV: Events card (used for transferring event list from offline reader to central)
CO: Configuration card (used for transferring configuration settings to an offline
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reader)

B: Battery card (used for replacing batteries on an offline reader, if applicable)
DI: Disassembly card (used for disassembling an offline reader, if applicable)
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IMPORTANT! The cards must be assigned to the system administrator and the
matching function for each card must be selected (see the section on adding users for
information on how to change the card function).

All cards, except the configuration card, work on all offline readers after they are
registered on an online reader and data has been written to them.

The configuration card must be created for the individual reader every time due to
access configuration details.

The function Format card clears data content from the card when presented on an
online reader.

5.2.2 Creation of configuration cards for offline devices in Nova
software

The maintenance card for transferring configuration settings to an offline device must be
created for each offline reader.

To create a configuration card:
1. Select the offline reader in the Offline reader editor (Picture 5.16)
2. Click the button Create configuration card
3. Set time of actual device configuration in a popup window — actual time of
when the configuration card will be presented to the offline reader
(Picture 5.19)
o This is necessary due to time synchronization between the online
system and offline reader (Picture 5.19).
Adding new offline readers to the system:
1. Check the First configuration option (Picture 5.19).
o This will ensure the right authentication keys on the configuration card.
2. Confirm the settings of the configuration card.
3. To upload the configuration, put the configuration card on an enabled online
reader, which can write data on cards.
o The configuration settings are written to the card and three “beep”
sounds confirm the successful writing operation.
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Configuration card: Offline

Set configuration time - Specified time will nfiguration
card and uplo be
configured. ed time
2016-07-29 09:35:56

First configuration - When offline reader is new and configured for the
first time, correct authentication keys must to be use

Remaove offline reader - (Restore default authentication keys) Use this
option if you want to remowe this offline reader from a secured access

control system.

Picture 5.19: Create a configuration card

IMPORTANT! There is a 15 minutes period to register the configuration card on an
online reader. After 15 minutes, the procedure will have to be repeated.

NOTE: The configuration card transfers the settings of a particular reader, and it must,
therefore, be registered on the offline reader it was created for. The configuration card
with a particular setting can only be used once.

Three long beeps, three short beeps, and green LED flash to follow correct configuration.

REMEMBER to configure the offline reader on the set time from the pop-up window, for
it to synchronize with the online system.

Restoring default authentication keys

The configuration card also allows removing the offline reader from the system. The
procedure is the same as creating the offline reader for the first time; instead, check to
Remove offline reader. After approaching the configuration card to the online reader
and transferring the configurations to the offline handle, its keys are restored to
default ones. Removing the offline device from the system is now safe.

NOTE: This option is only visible when using unique authentication keys in the system.

5.2.3 Lost and blacklisted cards

Lost user cards can be blocked on offline readers to prevent unauthorized entries. Offline
readers will ignore cards, which are on their blacklist.
To report a lost card:
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e Go to user card settings
e Set function of the card to Lost card
o (See section on adding users for information on how to change card
functions)
The Blacklist card transfers the database of lost cards to offline readers.
When a Blacklist card is registered on the online readers all cards with the
function Lost card are written to it.
o Offline readers will read the ID numbers of lost cards from the Blacklist
card.
NOTE: The same Blacklist card can be used on all offline readers.

To remove a card from the blacklist, change lost card to usable card:
e Change the function to Card
e Repeat the procedure described above

Lost cards can be also transferred via user cards. To read more about this
setting, please read chapter 5.2.11 Blacklist settings.

5.2.4 Reading events from offline devices

Offline devices keep track of internal events and can keep track of users’ events. Events
are stored in the internal memory of the device.
Events are written to the card and are then registered in the software when the card
passes an online reader.
To transfer events from the offline reader internal memory:
e Use the Events card on the offline reader that the events should be transferred
from.
o The events are now transferred to the Events card and deleted from the
offline device's internal memory!
REMEMBER to register the Events card on the online reader before reading events
from another device!

NOTE:_Same Events card can be used on all offline devices — one at a time.
The tracking of user events on the internal storage of the offline device can be turned
off under the settings for the device in Nova.

5.2.5 Configuration of online reader settings for writing access rights

Transfer data between the central and an offline reader by writing data to a contactless
card. This data writing usually takes place at building entries to guarantee the best user
experience. The offline reader then reads the data.
To enable online readers to write access rights to cards:
e Go to the Advanced settings of the reader
e Enable writing with the option in the Card data management dropdown list (See
5.1.15 Reader settings).
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5.2.6 Offline readers and Nova software

Offline readers act in the same way as online readers in the Nova software. The only
difference is the icon in the hardware tree that:
e It does not show the current door status.
e When assigning access rights to offline readers the administrator does not have
the option to select a schedule, action, and source identification device.
o These are pre-selected and fixed to a ‘0-24h’ schedule with the actions
OPEN and CARD as a source identification device.
o Limit access using time schedules on the user level.

5.2.7 Battery level on offline cylinders

SensoLock®, the offline cylinder, has built-in battery management that has three
different ways to display battery capacity and inform when replacement is necessary.
The battery status can be seen in the Nova software if the Offline+ activation key is
registered in the system.
Discovery of low battery level follows these three phases:
1. Five red flashes and sound signal appear when holding a tag/card in front of the
cylinder knob.

e Change the batteries using the Battery card and the battery tool as
described in section 5.2.8.

2. Alight and sound signal appears when holding a tag/card in front of the
cylinder knob. It takes 5 seconds before the cylinder is ready for opening or
closing.

e Change the batteries using the Battery card and the battery tool as
described in section 5.2.8.

3. The cylinder will not read any activated tags/cards. When the cylinder is in
phase 3, it is necessary to use an adapter for battery changes.

e Remove the logo-plate and attach the battery-adapter with a 9V battery.
Then change the batteries as described in section 5.2.8.

5.2.8 Changing batteries in offline devices

When a card is assigned as Battery card (see section 4.2.2), it can be used to replace
dead batteries in offline cylinders:
1. Present Battery card to the cylinder
o The two small side tabs on the SensoLock® will loosen
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2. Use the battery change tool to push the tabs and remove the cap

3. Replace the two CR2 3V Lithium batteries
s

W @)

A
",

B

e
IMPORTANT! Make sure that the batteries are placed in the correct position regarding
plus and minus.

4. Push the cap back on the cylinder

i
|

———,

]

H‘“‘-«;f

5. Make tabs fit into cap holes
6. Hold Battery card in front of the cylinder to lock the tabs

Offline handle battery replacement:
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1. Open the door where the handle is located.
2. Use the provided key to screw the screw into the inside of the handle.

]

3. Remove the gripping sleeve.

S\ P o

N
4. Remove the battery and insert the new battery. Make sure that the polarity is
correct. Insert the battery into the gripping sleeve with the negative pole first.

5. Slide the gripping sleeve back on.
6. Unscrew the screw on the inside of the door handle.

5.2.9 Offline device feedback

Offline devices give feedback to users in the form of sound and light signals in numerous
variations:

e Short or long beeps

o Different combinations

o Different variations of green and red LED flashes.

Table 5.1 summarizes different functions and feedback from the device.

Offline cylinder, OfflineEvoLock cylinder, Offline | Nexus offline
locker lock, Offline handle

LED LED
Group Event Buzzer red green | Buzzer red green
User Card rejected — — — —
Wrong keys

Card accepted —
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Schedule toggle/toggle

Battery replacement

Response stale PIN

System

Reset

Battery low

Service mode

Start

End

Whitelist mode

Start

Teach-in

Erase

Memory full

End

Read try

Transponder

Read/Process

Accept

Reject

Toggle start

Toggle end

Configuration change

Error

Configuration/Memory

Actuator

RTC

Wake-up

RFID IC

Radio

RFID IC

Processing response

5.2.10 Card segments of offline reader

Nova software version 1.5 or higher support card segment settings for offline readers.
NOTE: To access this option, navigate to the Home > Hardware > Offline Readers and

Table 5.1: Functions and feedback of different offline devices

press Menu > Global Settings.

This functionality allows the System administrator to set different writing sectors on the

cards.

e This is useful for those who keep other data stored on their cards. E.g.: If there
is some 3™ party data already written on sectors seven and eight, authentication
segment sectors can set in range 1-5 (5 sequenced sectors needed).

o This will allow users to keep their data on wanted segments.

o Additionally, feedback segment sectors can be changed the same way.
Feedback sectors are only written on the card if the reader is set to Write
data on the card and Read events from user cards (Please see
chapter 4.2.3 Managing users, their access rights).

IMPORTANT! Whenever sectors are changed, ALL cards need to be
reprogrammed! It's recommended to set the different sectors before

programming the cards.
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IMPORTANT! If the system was already set-up and the card segments were
changed after cards were already programmed, the old sectors will remain on the
old position, while the new ones will be written on the newly set positions. To
ensure enough space on the card for the (offline and 3™ party) data, please
follow the examples in the next table:

Default sectors Newly set sectors
User data Feedback User data Feedback Unmodified sectors
5-9 10-12 1-5 13-15 none 0 FREE
5-9 10-12 8-12 5-7 1-4,14-15
5-9 10-12 1-5 6-8 13-15
5-9 10-12 8-12 13-15 1-4

The above example shows how sectors can be moved and which ones remain
unmodified. The first example (the “not ok” one) shows the result of no unmodified
sectors, which can be problematic for some people, who want to have some sectors
reserved for some other data on the card. The remaining examples show a range of
sectors that remain free for others to use.

The offline reader will work regardless of the unmodified sectors as long as it has set
sectors “free”.

NOTE! Formatting a card will delete all accessible data, while 3™ party data is protected
and will not change.

5.2.11 Blacklist settings

By navigating to offline Global settings (Home > Hardware Offline Readers and
Menu > Global settings) a popup window will display the option to enable the
Blacklist setting. If the option is checked, the blacklisted cards will be transferred via
user cards. The procedure is the same as with blacklisted card — admin sets a card to
lost in the user interface. After a user puts a card on the online reader, a lost card is
added to his card. When this card is put on the offline reader, the setting is now stored
on the offline handle and the access rejected for the lost card.

If the card is later found and set as a standard card again, the access limitation can be
removed by updating the Blacklist card and showing it to the offline reader.
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5.2.12 Offline authentication keys

NOTE: The option to change the authentication key is limited to the Super
administrator only!

Settings

A These settings will apply to all offline readers

Offline reader's card segment settings
Authentication segment sectors
1 @ 5 6 7 8 9 10 1

Feedback segment sectors

Authentication keys on cards

Default authentication keys on cards
FF:FF:FF:FF:FF:FF

Used authentication keys

AD:AL:AZ:A3:A4:AS

Picture 5.20: Changing authentication keys

Section Authentication keys on cards allow changing authentication keys for
protecting data on MIFARE cards.

NOTE: The Authentication keys can only be changed by a Super administrator.

WARNING! After the key change, cards that were configured with the old key will not
be recognized by the system as valid cards!

5.2.13 Merging multiple systems into one

Each system is locked with a unique key, so cards that work on one will not work on the
other. Merging could be done by resetting the offline keys were to default on one system
and adding them as additional keys to the newly (merged) system.

Nova version 3.0 supports the inclusion of multiple keys. Superadmin can access the
offline settings by navigating to Hardware > Offline readers > Menu > Global
settings.

In the bottom, he can enter the Title of the merged project and its key.
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Custom offline keys

Supermarket AO:AL:A2:A3:A4:A5:A6:A7:A8:A9:AA:AB:AC:AD:AE:AF 0

New custom offline key

Title AD:ALl:AZ2:A3:A4:A5:AB:A7:AB:A9:AA:AB:AC:AD:AE:AF

Add

Picture 5.21: Adding unique keys from another system during a merger

When creating a configuration card, a sysadmin must choose the old project under the
custom offline authentication key. Once updated, this will replace the old key with the
new one. Once reconfigured, all the user cards will stop working until they are updated
on the online reader (that has writing enabled) or the USB reader.

Configuration card: Referenz_elKZ_Muster1

Set configuration time - Specified time will be written on the configuration
card and uploaded to the offline reader when offline reader will be
configured. Remember to configure offline reader at the specified time!

¥ Current time 2020-04-22 15:04:52

U First configuration - When offline reader is new and configured for the
first time, correct authentication keys must to be used.

" Remove offline reader - (Restore default authentication keys) Use this
option if you want to remove this offline reader from a secured access
control system.

¥ Use custom offline authentication key

Custom offline authentication key

Supermarket A4

Wizard OK Cancel

Picture 5.22: Using the configuration card to replace the old unique key with a new one (in the
merged system)
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5.3 Special hardware devices

5.3.1 GSM Gateway

GSM Gateway is an advanced GSM communication device for remote control of the
access control system.

How it works:
e A user calls the gateway phone number or sends SMS to (gate) device
o The system recognizes the user phone number and grants access, if
applicable.

GSM Gateway combined with the Scripting module
Combining the GSM Gateway with the Scripting module (see chapter 7) it can be used
for remote control of different devices connected to the Alpha central outputs.
Connect the GSM gateway to the system like this:
e Install the GSM Gateway to the Alpha central in the same way as contactless card
(online) readers.
e Use the Nova software to locate the device in the central editor by using the
Search readers option.
For more information about adding new devices to the central, see chapter 5.1.13
Adding new readers.

NOTE: The GSM Gateway default RS485 address is set to 1, but can be changed to
meet system requirements.

IMPORTANT! A GSM gateway requires a working micro SIM card for normal operation
(please be aware to insert the SIM card correctly). If the SIM card is not inserted into
the device, the Alpha central will not be able to find it on the RS-485 bus.

IMPORTANT! The GSM gateway stores its configuration on the SIM card (e.g. RS-485
bus address). When a pre-configured SIM card is inserted into the device, the
configuration is restored from the SIM card. Please note that changing SIM cards
between devices will also change the RS-485 addresses of those devices and the system
requires reconfiguration.

The GSM Gateway reports phone caller IDs in the form with the country entry code
(e.g. 00386yyyyy for Slovenia). When assigning phone numbers to the user's profile,
leading zeroes can be omitted.

5.3.2 Remote control Reader

The remote-control reader is an RF (radio frequency) receiver device used to receive
signals from RF remote control key chains. The usual use is for controlling parking ramps
or garage doors where usage of traditional contactless cards is not suitable.

The remote-control reader:
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e Isinstalled on the Alpha central in the same way as contactless card readers.
e Can use Nova software to locate the device connected to the central by Search
readers option.
e Receives RF signal transmitted by remote control when the access giving RF
remote control button is pressed down
o The RF signal is decoded and shown as an integer in the Nova software
o The integer can be added as an identification device to the selected user
For more information about adding new devices to the central see chapter 5.1.13 Adding
new readers.
For more information about adding new cards to users see chapter 4.2.1 Adding
unknown card(s) to user.

5.3.3 IP Camera

IP cameras can be added by providing direct access to the image.

Most of the cameras are not capturing video, but images every few seconds and are
serving them to some IP address. To get the picture from the camera to the Nova
software, we need to provide direct (including login if required) link to the software.

We can add a camera by:

1. Navigating to Home > Hardware > IP Cameras.

Press Menu > Add camera.

3. A pop-up menu will require the entry of Camera name, its IP Address, type, and
image address.

e If the camera type is not located in the dropdown menu, only the entry of the
image address is required (Picture 5.23).

e The supported camera type (Picture 5.24) will have a few additional options
like detecting if the camera is online, IP change, flipping or rotating the
screen, the ability to move the camera (if the camera supports it), the option
to display custom text on the image (a preview of the settings is displayed on
Picture 5.25) ...

Supported cameras are also found with the Central discovery tool (see
chapter 25).
4. Pressing Add adds the camera to the system.

After the camera is added, its settings open. Navigating one step back: Home >

Hardware > IP Cameras, and selecting the wanted camera, shows the picture if the
provided information was correct.
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Name Outside view
Entry camera View image Type Unknown Type

Outside view .‘ D Open camera

IP Camera

Camera | Floors

P9LAT7.ZRIE K21 1A UTE

Update every © none © 1/2s® 15O 2s

Picture 5.23: IP camera picture of the unknown type

Name Entry camera
Entry camera View image Type Prima
Outside view .‘ Status Online
E Open camera
Online

Camera | Floors

Update every @ none @ 1/2s@® 150 25

Picture 5.24: IP camera picture from the Prima type
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To edit camera data, double click on the camera.

To delete the camera from the system:

1. Select the camera from the camera list.
2. Press Menu > Remove [IP camera name].

88

Edit Entry camera

General | Advanced settings

Advanced settings

Title on camera
Office
Time zone

(GMT+1:00)

Network Time Server (NTP) - Automaticaly adjust time

(default is clock.isc.org)

1.si.pool.ntp.org

Camera time - Only use when camera is unable to

automatically adjust time

Change IP address

IP Address
192.168.1.151

Subnet mask
255.255.255.0

Default gateway

192.168.1.1

Save

Save

Menu ~

Camera preview

Mirror image

Picture 5.25: Known camera type, advanced settings
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6 Settings

6.1 Add-ons and Modules

Add-ons and Modules contain Nova details and input boxes for entering a new activation
key (Picture 6.1).

By purchasing the desired activation key, a system upgrade is made for Nova software
from NovaSimpli to other Nova versions.

NOTE: NovaSimpli does not require any activation key.

Register Manual registration

Add-ons & Modules
Nova10
66 /100 (used/ allowed to use)

10710 (used/a

Activation key for floorplans is missing!

No (Number of allowed unprote
Yes

No activation key

ype: Scripting module

pe: Nova10 Not registered - (17 days left)
ype: Boeking (1 location) Not registered - (28 days left)

ype: Booking (5 locations) Not registered - (28 days left)

ype: Booking Not registered - (28 days left)

Picture 6.1: Add-ons & Modules tab

Upgrading to the NovaSimpli350 software version is free, the activation code is provided
by hardware issuer.

e Please remember that with the NovaSimpli350 software, the maximum number
of users in the system is limited to 350 and the tracking of the events is
disabled

e The only way to see the events flow is through the live events displayed on the
home page.

IMPORTANT! After the activation keys are entered, you have 30 days to register your
system. During this period, you are free to use your system as you wish. The activation
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keys can also be deleted from the system if they are not needed (by pressing the
Remove button next to the key). Once the lowest timer runs out (if you have 3 and 5
days left on 2 activation keys, 3 days will be taken into count), the system will keep
working with the set settings, but the access to the GUI will be locked to the Add-ons
and Modules page until the system is registered. The option to remove activation keys
will be disabled as well.

Suggestion: Adding a new activation key after the system was already registered, will
require a new registration, so it is advisable to register the system once all activation
keys are entered.

Note: Deleting and re-entering the same keys will not reset the Registration count-
down.

The next sub-chapters describe an online/offline activation based on your computer
connectivity. If the computer from which the system is managed is connected to the
internet, use the online registration (much faster); otherwise, if the connection to the
internet fails, the administrator will be redirected to the offline registration procedure.

6.1.1 Online system registration

To register the system online:

1. Press the Online Registration button (located at the top of Picture 6.1). A pop-
up window will appear (shown in Picture 6.2).

2. Enter e-mail and a project name. Provided data will be used for easier assistance
and software update/upgrade notifications.

3. Press the Register button. If the registration was successful, the green box will
appear with the OK message (Picture 6.4); if there are any issues with the
internet connection and the registration fails, it is advised to proceed with manual
registration.

Please enter your email address

A Requires internet access

E-mai

Project name

Register Cance

Picture 6.2: Online system registration form
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6.1.2 Offline system registration

Offline registration steps:

1. Press the Offline Registration button (located at the top of Picture 6.1). A pop-
up window will appear (shown in Picture 6.2).

2. Enter e-mail and a project name. Provided data will be used for easier assistance
and software update/upgrade notifications.

3. Press the Download button — a window will open to save the system
information file to your computer. Select a folder with easy access.

4. Transfer the file to the USB stick and plug it into a computer with internet access.
If the procedure is done on a mobile device (i.e. laptop/tablet/phone ...), it is
enough to move to a location with internet access.

Navigate to and follow the steps:
¢ Click on the button to upload the system information file that was
previously downloaded.
e If the upload was a success, continue to download the Registration file.
Download it to a folder with easy access.

5. Transfer the file Registration file back to the USB stick and plug it back to the
computer that is connected to the central OR if using a mobile device, go back to
the network with central access.

6. Open the Nova 2.0 window and press the Upload button. Select the
Registration file. The system is now registered (Picture 6.4).

Offline registration

Follow the next steps for offline registration:

Please enter your email address

Please enter a project name for this systen
Download system information file below

Download
Go to the following address and upload this system information file:
https://regstr.net:1972/
After uploading system information file, you will receive the registration file.
Upload it here.

Upload

Picture 6.3: Offline system registration pop-up
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https://regstr.net:1972/

@  our add-ons and modules are registered!

Add-ons & Modules

Application type Nova100

rs 5171500 (used /allowed to use)

Number of us.

m

Number of read

o

rs 10 /100 (used/ allowed to use)

MNumber of administrators 373 (used/ allowed to use)
Number of local administrators Activation key for local administrator is missing!
Mumber of BIC apartments 0/0 (used/allowed to use)
Mumber of Booking locations 0/0 (used/ allowed to use)
Number of floor plans Activation key for floorplans is missing!
Use of unprotected cards No (Number of allowed unprotected cards 0)
Support for offline readers Yes
Offline+ readers No activation key
XML integ No
New add-ons and modules Activation key - Activation key is ca
Activated add-ons and modules ate: 2016.07-07 16:03:08; Type: Nova100
u = Date: 2016-07-12 14:33:28; Type: Scripting module

Picture 6.4: Completed registration

6.2 Login Settings

o Default language: The global settings of the GUI. Users can still set their
display language in personal settings. Read about personal settings in chapter 2.1
Account settings.

e The Maintenance contact field is used for contact information of the person
maintaining the system.

The field is visible on the login screen for quick access in case of problems.
The recommended information here is the phone number of the person
maintaining the system.

¢ Super administrator account suspension: The option to Enable/Disable
Super administrator account. This account is only used by the installers and
should be disabled once the system is set up. This way we increase security and
prevent unwanted access. Resetting the central to its default IP will enable a
Super administrator.

e Password recovery and user registration settings:

o Allow forgotten password: If the option is enabled, a new link shows
up that allows password reset. This only works if the user email set in the
GUI matches the one in password reset request. The system provides an
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example of an email that is sent, but the content can be changed to
custom text.

o Allow registration of new users: The installer can allow users to
create their account by using this option. Similar to the forgotten
password option, an email is sent and its content can be changed
accordingly.

6.3 Database Settings

The Database Settings widget is used for advanced settings and is only enabled for
system administrators.
This widget offers these options:

e Download a backup copy of a configuration database.

e Upload a backup copy of a configuration database to restore it to the previous

state.

e Download Event database backup.

e Enable/Disable automatic database backup.

e Turn on/off Event archive.
CAUTION: When uploading a configuration database with new settings, be aware that a
damaged database file can cause the system to stop working.

RECOMMENDATION: It is recommended to create a backup of the old configuration
database before uploading the new file, to avoid system breakdown, just like it is
recommended to make a backup of the system after the first complete configuration.
This is done by:
¢ Clicking the Create backup file for the configuration and event database.
o The database files can now be stored on the local computer

6.3.1 Automatic database backup
Nova version 1.5 and higher support automatic backup of the configuration database as
shown in Picture 6.5.

Automatic database backup

Backup interval

Picture 6.5: Different copies of backups from central without USB storage
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Automatic database backup can be set to:
e Turned off

e Daily
e Weekly
e Monthly

NOTE: Each option represents a period of backup creation. A new copy of the
configuration database is created every set period at 2:00 AM.

e Daily backup will be created at 2:00 AM.

e Weekly backup will be created every Monday at 2:00 AM.

e Monthly backup will be created every 1% day of the month at 2:00 AM.

e Turned off.
Backup configuration can be set on master central and the rule applies to all centrals in
the system.

Backup and local memory

e Centrals with proper backup USB storage:

o Create a copy on them and save local memory.

o Additionally, they will also create a copy of an events database.

o Also, all of the user pictures will be saved on it.

o Centrals with USB storage connected will keep up to seven copies of
configuration and event databases (without USB, only three copies of
configuration database are made).

e Centrals without USB storage will also store copies of previous backups for a

period.

If backups are stored in local memory, it will keep three copies of the last periods (e.g. if
the automatic database backup is set to daily, it will keep backups for the last three
days; for weekly - last three weeks and for monthly - last three months).
NOTE: At any time, the backup is switched from off to on, it will create a new backup
after a few minutes. Backup copies are downloaded by clicking on the corresponding
text.

6.3.2 Event archive

Nova Drive has the option to remove events older than N days. This can be enabled by
selecting the number of days you wish to keep as an archive.

NOTE: Some countries are required to delete events older than N days. Please check the
regulations of the country where the central is located.

6.3.3 GDPR settings

The EU General Data Protection Regulation is the privacy regulation that we need to
comply with. The drop-down offers different time options after that:

e User data will be replaced with Anonymous user in the Events after the set time.
e The Event data could also hold sensitive information, so it is deleted too.
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e Deleted users (whom we keep to check this user’s event history), its name, and last
name are also replaced with Anonymous user text.

6.4 Other Settings

6.4.1 Time zone

Setting the time zone is not mandatory but recommended. Having a track of the local
time is important for displaying all events time with the correct timestamp. The setting is
global which means that once you set it, the same time zone will be set on all centrals in
the system.

NTP server

If the case of NovaServer or central type (you can check the version of the central in
Hardware > Centrals, next to its type, the hardware version should be at least (3.0))
and has internet access, providing an NTP address will sync the system time with the
provided time server daily. It is enough to set this option on master only (the other slave
centrals are automatically updated with the master’s time — their hardware version does
not matter). Many servers provide this service for free, so pick the one that is close to
you (less delay).

6.4.2 Web server port

Sometimes the software needs to be accessed from the internet, but in cases where
something is already occupying the default HTTP port (80), internal ports can be
changed and forwarded to meet the needs.
e The Nova software currently supports five (5) different ports: 80, 81, 8000, 8080,
and 8181.
e The GUI will automatically restart, once the port is changed. In a couple of
seconds, the new page can be accessed locally on http://<CentrallP>:< port>.
e Ports are now ready and MUST be forwarded on the router from a newly
changed port on central to external ports.

IMPORTANT! If you are making any changes to the webserver port, please write it
down somewhere, because it is easy to forget that the option was changed and the
central is not accessed normally, which could cause confusion and thereby waste a lot of
time when support is required.

6.4.3 Security settings

IMPORTANT! Accessing any https page with incorrect (self-signed) certificates will
display an unsecured connection because the certificates are not signed for the correct
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web address (usually local IP if the access is from the local network). The connection is
encrypted but the target self-signed certificate was not confirmed by a third party.
Adding an exception will allow you to visit the site, however, if we want the connection
to be secure, the certificates for the web address must be bought and uploaded to the
central (example: DNS certificates bought for x-company will allow secure connection for

and the identification is confirmed by the company who issued
the certificates).

< C | & https//encrypted.google.com

< C | A b#r5//192.168.1.173/app

Picture 6.6: Difference between HTTPS access with a certificate/site with a self-signed

certificate

More on custom certificates and secure connections can be read in 17 Module: High-
security module.

HTTPS redirect
The new central types (you can check the version of the central in Hardware >
Centrals, next to its type, the hardware version should be at least (3.0)) support
HTTPS access, which is always turned on (it just depends if you write http or
https in front). This option, if enabled, redirects anyone who wishes to access the
site from http to https.

Disable SSH access
If the customer is having some issues, we use SSH port (22) to check “behind
the curtain” why something is not working. This also presents a security risk
when SSH vulnerabilities are discovered. System administrators can choose to
turn off SSH access completely if this is a concern.

A secure connection between centrals

Available options:

¢ None — the communication between centrals will not be encrypted. NOTE: The
connections between the centrals are unsafe. Using this method is NOT
RECOMMENDED.

e Optional — the communication between centrals will try to be encrypted, but if it
can't, it won't be. Since the old type (Hardware < 3.0) of centrals do not support
encrypted communication, any communication with the old central will not be
safe. The communication between the new centrals will remain encrypted.

¢ Required — ignores the centrals that are not able to communicate securely.
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To read more about the additional security module, please read chapter 17
Module: High-security module.

6.4.4 Email and SMTP server settings

With the new Nova 2.0 software, we can send emails to users in the system. This is used
in the Module: Presence, Module: Messaging, New user creation, Password
recovery...

The grey text in the text box is an example of Gmail settings.

IMPORTANT! The google account must allow less secure apps to be able to connect
to the Gmail account. Please make sure that this is turned ON, on your Gmail account
that you wish to use in Nova 2.0 for email sending.

Email and SMTP server settings

Application base url - emails will be linking to this address, if not set, users will have to manually
enter activation token

SMTP port
Sender email
SMTP username

SMTP password

Test Email Save

Picture 6.7: Email and SMTP server settings

6.4.5 System PIN settings

Selecting the option to enable Unique PIN will prevent users from having the same PIN
in the system (more secure).

The alternative option is to disable Unique PIN, which will let users use the same PIN.
Users with the same PIN will be able to access areas that they have rights to, but if they
enter the doors that multiple users have access with the same pin, an event Access
with common PIN will be displayed in the event list (the system cannot keep track
who entered — this is a less secure option).

Global PIN length — by providing the global PIN length, the software will apply a PIN
length to all readers in the system. Whenever adding a new PIN to the user, it's length
will be checked. If any of the readers are set to custom PIN length, the user PIN length
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check will be disabled; this setting will still apply to other readers. This option can't be
turned on until users who have longer PIN shorten it to the same length as a wanted
option.

By default, the PIN length is 5.

6.4.6 Show IP camera picture

This option is tied to a script that manages a camera (read more on scripting in chapter
7 Module: Scripting). The script is triggered by different events like entry or unknown
cards and takes a picture of a person at the monitored door. Pictures are then saved to
that central and displayed next to the events. For someone that is running such a script
can enable/disable displaying of the pictures displayed in the events and event history
(also displayed/hidden in the report).
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7 Module: Scripting

The basic functionality of a central can be extended with EX| FU module.
These modules are scripts that can define custom rules and actions to take place when a
normal system event or a user-defined custom event occurs.
To enable the script module:
e A valid EX|FU module activation key is needed
e Enter the key under the Home > Settings > Add-ons and Modules widget
(chapter 6.1).

7.1 Writing EX| FU modules

EX|FU modules are written in Python programming language and are run on the central:
e Which receives events from the system
e Which acts upon events by triggering new events such as:
o opening multiple doors
o activating alarm
o performing other predefined actions
NOTE: It is possible to define custom events that are triggered when a specific event
happens. For information about how to write scripts please see the Scripting manual,
which consists of available API methods and practical examples.

7.1.1 EX|FU module installation

EX|FU modules are uploaded to the central in the Central settings (Picture 5.9) of the
central under the Scripts on the central section shown in the picture below. This is
found by:
1. Navigating to Home > Hardware > Centrals
2. Double click OR select and Menu > Edit [central name] the central that you
wish to upload the script to.
3. Navigate to Scripts on the central tab
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o900 00 [ ] o000 OO L ] [ ] L ]
+ - RA RB T+ T- NC € NO RE - DM + - RA REB T+ T- NC C NO RE - DM CA CB I1 - Iz
RS -48C output PE-E'J' Inputs RS-48¢ Output Relay Inputs AS-43C Inputs
Door 1 Door 2
O erima exit O erima main ...
Door 3 Door 4
RS-485% Output Relay Inputs R5-48%5 Output relay Inputs relay 1 relay 2
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Readersand Doors  Settings  Connections  Auxiliary I/0  Advanced settings | Scripts on central | Events

Scripts on central

Startup script file name

Ty
Start script Stop script Read script log
Scripts on central
ClientSocket.py fon 8 2017, 1 kB Set as start-up script Download Edit Remove
SocketServer.py Jfon 8 2017, 2 kB Set as start-up script Download Edit Remove
camera_grabber.py Oct 17 2016, 4 kB Set as start-up script Download Edit Remaove
focus_floorplan.py Jjon 12 2017, 3 kB Set as start-up script Download Edit Remaove
main.py Oct 17 2016, 3 kB Set as start-up script Download Edit Remove

Upload script file New script

Custom events

Manage custom events

Picture 7.1: Scripts on a central

Upload a script:
1. Select the button Upload script file.
2. Search for the script on a list presented in the browser window.
3. Select the script from a local hard drive.
o The script is uploaded to the central.
o The uploaded script is visible in the list above the button Upload script
file.
o When the script is uploaded, its additional information and options are
shown.
Different options are:
e Download - script from central to a local hard drive.
e Edit — allows users to edit the script directly on the central.
¢ Remove script from central.
e Set script as a start-up script:
o A startup script starts together with the central.
o A startup script file name is listed under the Startup script file name
field above the list of scripts.
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» This field can only be set through the listed scripts options.
= To remove the script from this field, click on the trash button next
to the file name.

IMPORTANT! The scripting engine of the central re-starts if there is a new start-up
script set and it will stop if the script is removed from the start-up script field. The
engine also restarts after uploading new script files to the central or after removing
scripts from the central.

To manage a start-up script:
1. Click the Start script button to start the script manually.
2. Click the Stop script button to stop it.
o Above is useful for testing purposes such as new functionalities and
behavior.
3. Click on the button Read script log to check a file containing the script log.
o The log includes the standard output of any running script.
IMPORTANT! If a script crashes, the compilation errors are not present in the script
execution log file! One solution to avoid this is to trace script progress to standard
output and discover errors based on this.

7.2 Custom EX|FU events

It is possible to add custom events to the Nova system and later dispatch them in the
context of user-created events.

7.2.1 Custom events editor

Two ways to access the Custom events editor:
1. Go to Home > Users & Access Rights > Access Groups.
e Click on the (+) button next to the reader you want to assign a custom event
OR click on the pen button for existing rights.
¢ Click Manage custom events

2. On master central go to Home > Hardware > Centrals > [master central]> Edit
e Click tab Scripts on central.
¢ Click the button Manage custom events
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Q Menu

Group name Type Add access right to Alpha - Door 2
M
Il sormsa Schedule Manage schedules
0-24h
Action
® Open Lock Unlock Toggle None
d device
& An Card P Card + PIN PIM + Card Dual access

Dispatch event Manage custom events
5003 - Custom event 1

Event Parameters

¥ Trigger custom event if door is blocked

ggggg

Add Back

Picture 7.2: Select schedule, action, identification device, and dispatch event

Manage custom events

To open the Custom events editor:
e C(lick the Manage custom events text displayed on Picture 7.2.
The menu contains options to:
e Add user assigned event
¢ Edit an existing event entry (must be selected)
e Delete unwanted events (must be selected)
The left panel contains:
e List of all custom event codes in the Nova system
Right panel contains:
e Description of the event codes.
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Custom events

Event code
5003
8011
8012

8013

qQ

Event description

Custom event 1

Elevator

Outputs control

OLI[\JLIS control to a

Alarm deactivated

Alarm activated

Alarm activation failed

Alarm deactivation failed

Alarm maintenance entry

Alarm user

Alarm activate

Alarm deactivate

Script stopped

script started

Open ou
Open ou
Open out
Open out
Open ou

Open ou

Open
Open
Open

Open

tput 1
tput 2
put 3
put4
tput 5
tput 6
transistor 1
transistor 2
transistor 3

transistor 4

Lock output 1

Picture 7.3: Manage custom events

7.2.2 Adding a new custom event

To add a new custom event:
1. Click on Menu > Add
o A new form will open (Picture 7.4)

2. Enter the required Event code number (range: 5000-8000)

o Event code number

must be unique

o Event description must be unique
3. Pressing the Add button will add it to custom events lists in custom events editor
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Custom events

Add new event

Event code (5000 - 8000)

Event description
Add Cancel

Picture 7.4: Add new event

7.2.3 Editing and deleting custom events

To edit custom events:
e Double click on the event in the events list
OR
e Select the event and click on Menu > Edit button
NOTE: The description of the event is only changeable after adding it to the system.

To delete custom events:
e Select the unwanted event in the events list
¢ C(Click Menu > Remove button
NOTE: It is not possible to delete events assigned to the access definition(s).

7.2.4 Dispatching/assigning custom events

A custom event can be assigned to any access definition and it will be dispatched
when the access definition is matched with an incoming event (e.g. when a user
registers the card on the reader, to which the user has access rights).
We also can decide with a checkmark, if we want to trigger the custom event if the door
is blocked or no.
To assign a custom event to an access definition:
¢ Select custom event from the dropdown list
e Save changes
o Optionally, by providing additional parameters (arbitrary string values) it
is possible to add values to the script when the event is dispatched (see
Picture 7.2 for the dropdown list with selected event Alarm ON).
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7.2.5 Built-in events

Some events are built into Nova and can be used in the same way as manually added
events. See the below table for a presentation of these.

IMPORTANT! Note that some events are part of python scripts on the central, e.g.
alarm events. Inappropriate use of those events can cause scripts to fail. Please read the
event description for more information on how to use them.

IMPORTANT! Using Outputs control or Outputs control for all, the parameters from 1 to
6 represent relays, 7 — 10 are transistors.

Event name Parameters Description

Output control comma separated list of Advanced output control, e.g.:
outputs (1-10): [time inms] : | 1,2,3,4,5,6,7,8,9,10:Toggle toggles all
[Open (default) | Lock | outputs and transistors;
Unlock| Toggle] 1,2,3:1000 opens output 1,2 and 3 for 1
second, ...
Open output X [time in milliseconds] Opens output X for the defined time
Open transistor X [time in milliseconds] Opens transistor X for the defined time
Lock output X Sets output X to a locked state
Lock transistor X Sets transistor X to a locked state
Unlock output X Sets output X to unlocked state
Unlock transistor X Sets transistor X to unlocked state
Toggle output X Toggles state of output X
Toggle Transistor X Toggles current state of transistor X
Alarm activate, Events are used with simple alarm
Alarm user, integration script and SHOULD NOT BE
Alarm ... USED DIRECTLY, exceptions are only
Alarm activate event and Alarm user
event. See chapter 8.3 Simple alarm
integration for more information.

Table 7.1: List of built-in events

IMPORTANT! The built-in events are only useable if there is a Scripting activation key
entered in the system.
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7.3 Simple alarm integration

Alarm integration allows users to:

e Control alarm zones with their cards and online readers

e Get a detailed log of alarm state changes in the form of system events

o The system events can be printed out

NOTE: A central in the access control system can control one alarm zone. If there is a
need to control multiple alarm zones, there have to be other centrals in the system for
each alarm zone. Also, note that each alarm zone is controlled independently of other
alarm zones.

7.3.1 System prerequisites and alarm script installation

To enable alarm functionality:
e The scripting activation key is required
o Please see chapter 6.1 Add-ons and Modules for more information on
activation key installation
e Scripts Alarm.py and main_simple_alarm.py are required on central to
control selected alarm zone.
e User with system administrator rights must have the same authentication
credentials as the ones defined in main_simple_alarm.py script
e The default user to log-in is defined in the special user known as the Scripting
module.
= Install the above-mentioned scripts on central and select
main_simple_alarm.py as a startup script. For more
information on how to install scripts on the central, please refer to
chapter 7.1.1 EX|FU module installation.
IMPORTANT! Nova software automatically adds a scripting user to the system when
the scripting key is entered. When writing credentials to the script, username can be set
to “scripting “and the password can be left empty (*"). This prevents abuse of a
scripting account because the password cannot be gathered from a python script.

IMPORTANT! The added scripting account needs to be set as the system
administrator to be able to log-in to the system and its credentials need to stay
intact.

7.3.2 Access group configuration

Create special access groups to give users rights to activate or deactivate alarm zones.
Some users may only activate alarm while others are also allowed to deactivate it.
There is a need for two access groups to achieve described user cases, one for alarm
activation and one for alarm deactivation.

To create an alarm activation access group, please follow these steps:
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1. Create a new access group and give it a descriptive name, e.g. Main Door
Alarm Activation.
2. Add a new access definition to the reader picked to control an alarm zone in
the context of the newly created access group.
Select a schedule, which will define a period for activating an alarm.
Set Action to None.
Set ID device to 2nd card read.
Set Dispatch event to Alarm activate.
7. Save changes.
To create an alarm deactivation access group, please follow these steps:
1. Create a new access group and give it a descriptive name, e.g. Main Door
Alarm Deactivation.
2. Add new access definition to the reader picked to control an alarm zone in
the context of the newly created access group.
Select a schedule, which will define the period for activating an alarm.
Set Action to None.
Set ID device to Any.
Set Dispatch event to the Alarm user.
Save changes.

ounhkw

No AW

After creating access groups, assign to users responsible for alarm zone
management. Both of the access groups need to be assigned the users with the right
to activate and deactivate the alarm. Some groups can be assigned only to the users
who can activate the alarm (alarm activation access group).

7.3.3 Activation of alarm

When the alarm is disabled and a user assigned with the “alarm activation access
group” presents the card on a reader included in the access group, the door will be
opened (regardless of Action setting of None, set under step 4).
At this point the user can:
e Remove his card from the reader and pass the door.
e Activate the alarm by holding the card on a reader for two reads (app. 5 sec).
o The central will send a request signal for an alarm activation and wait for the
confirmation signal.
e Positive confirmation signal: the reader will beep five times with a short
OK tone.
o Event 8021 — Alarm on is triggered.
¢ Negative confirmation signal: the reader will beep with a long ERROR
tone.
o Event 8022 — Alarm activation failed is triggered.
e When the alarm is set, all readers on the central are blocked.
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7.3.4 Deactivation of alarm

All readers in an alarm zone are blocked when the alarm is activated and users are not
able to access any doors:
o Result: Error sound will inform that alarm is activated.
o Users cannot enter the doors until the alarm is deactivated.
Users assigned with alarm deactivation access group can deactivate the alarm by
presenting the card on the reader:
o The alarm deactivation request is sent to the alarm central when a card
is read for the second time.
e Positive confirmation signal: doors will open and the reader will beep three times
with short OK signal.
o Event 8020 — Alarm off will be triggered.
¢ Negative confirmation signal: the reader will beep with a long ERROR signal.
o Event 8023 — Alarm deactivation failed will be triggered.
NOTE: If alarm deactivation fails three times in one minute:
o Doors will be opened.
o The reader will beep the same way as when the alarm is activated (five
short OK beeps) and event 8024 — Alarm maintenance entry will be
triggered.

IMPORTANT! Readers do not signalize whether the alarm is ON or OFF due to security
reasons.
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8 Module: Door stations

e The Door station module in Nova is a part of the door and building information
communication system

e The Door station module is installed with the Nova access control system

e The Door station module allows the control of text on various displays e.g. door
stations, call buttons and video indoor stations

To use the Door station module in Nova, enabled it by:
1. Enter a valid Door station module activation key (See Add-ons and Modules
section for help on adding new activation keys)
2. Navigate to Home > Hardware > Door stations in the widget menu

8.1 Door station module setup

To set-up the Door station module:
1. Import apartments into the Door station module with Apartments manager
2. Access Apartments manager via widgets Home > Hardware > Apartments
or directly from the Door-station widget: Menu > Manage apartments (Picture
8.1)
3. Insert serial numbers of installed hardware (call button and indoor video station)
o Serial numbers are required to communicate with apartment hardware
o For more information, read the Manage apartments section
4. Insert serial numbers of door stations
5. Insert names of central connected to door stations
o See Adding door stations section for more information
6. Link apartments and door stations
o Each door stations must-have apartments assigned to show text on the
different displays
o See the Assigning apartments to door station section for more
information
7. Assign apartments to users
o This can be accessed through Users & Access rights in the Nova main
menu
o Here a user is selected from the list by clicking on Menu > Edit User
[name]
A user profile will show up
Select the button apartment settings
See section 8.5 Assigning apartments to the users for more information

o

o O

8.2 Door station manager popup window

Picture 8.1 shows the Door station manager:
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e Left panel: All door stations created are listed here with their type.
e Right panel: Details of the selected door station.

Q Menu «
Door station name | Door station type Flat 1
Flat 1 AMIS0 General | Preview Apartments Q

Text display format

Remarks

Picture 8.1: Door station manager popup window

8.3 Managing apartments

Apartments need to be added to the software before they can be assigned to door
stations or users.

It is possible to manage the apartments by clicking on the widgets Home > Hardware
> Apartments or directly from the Door-station widget: Menu > Manage
apartments. This presents the apartment manager (Picture 8.2).

8.3.1 Adding apartments

To add new apartments to the system:
e Click the button Menu > Add apartment
e Enter unique apartment ID
o The apartment will be added to the apartment list in the apartment
manager
o The apartment list allows to edit or delete apartments

Search function:
e Search in apartment list in the upper corner of the apartment manager
o Preview of the selected apartment is shown on the right side of the
manager window
o Here important information about an apartment is shown and it is
possible to edit it if necessary
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Q Menu

Apartment ID 1

Apartment is visible on door station
Apartment number
Apartment name

Overwrite text on call button

Picture 8.2: Apartment manager

8.3.2 Editing apartment

To edit an apartment:
e Double-click on the apartment ID in apartment list
e OR select the apartment and click Menu > Edit [apartment ID] button
o The apartment editor (Picture 8.3) will open
How it works:
e The hardware components of an apartment (call button and video indoor station)
and the Nova software are linked by entering serial numbers of installed
hardware into the corresponding input fields in the Apartment editor.

e Nova uses serial numbers when relaying information and communicating with
door station components.

Important to remember:
e Each apartment needs a unique ID
e The apartment ID is used throughout the software as a reference
e All apartments are listed on the door station by default

o To change this: un-check the option Apartment is visible on the door
station

*= The apartment will not be listed on the door station
*= This is relevant in cases where the door station is showing the
apartment number (not the resident name)
e Additional information about an apartment can be saved in the Remarks field

e Changes made to the apartment must be saved by clicking on the button Save.
Door station text and call button:

¢ Defined by field Apartment name
o The same name will appear on the call button

o UNLESS it is overwritten: Entering a custom name in Overwrite text on
call button field.
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Edit apartment Apartment 2

Apartment ID
Apartment 2
Apartment number

2

Call button serial number 1
6134234

Call button serial number 2

632445

Indoor station serial number 1

Indoor station serial number 2

Apartment name

Apartment 2

¥ Apartment is visible on door station

Overwrite text on door station

COverwrite text on call button
Miran|

Overwrite text on mailbox display
Prima

Overwrite text on info board

Miran d.o.o.

Picture 8.3: Apartment editor

8.3.3 Removing apartments

Apartments can be removed when they are no longer needed, e.g. they are not assigned
to any door stations and not assigned to any of the users.
To remove the apartment from the Door station module:

Click the Menu > Remove [apartment ID] button in the Apartment editor
(Picture 8.2)
o After removal confirmation, the apartment is removed from the list

8.3.4 Sending messages to apartments

Short messages can be sent to each apartments’ video indoor station where
users can read them
Each message can contain up to 80 characters

To send messages:

Select apartment(s) from the apartment list

o Use the shift button (on your keyboard) to select multiple apartments
Click on Send a message to apartment button (see Picture 8.2; the same
button is also present in the apartment editor)
Type message into popup window (Picture 8.4)
Click on Send a message to apartment button
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8.4

Send message to apartment 1

Message

Hello from BIC!

wn

Cancel

Picture 8.4: Message input popup window

Door station management

Enter settings for door stations in the door station manager.

8.4.

1 Adding door stations

To add door stations:

1.

w

Click the Menu > New door station button in the Door station editor
o Opens up popup window (Picture 8.5)
Enter the name, serial number, and type for the new door station
Select host central and door of selected central that is wired to the door station
Save door station by clicking on Add button
o The newly created door station will be added to the door stations list
where it can be selected and managed

New door station

Door station name

Door station type
AMIS0

Door station connection

® Centra
Host centra
Alpha

Door 1

Door station serial number

With reservations for misprints

113



8.4.

Picture 8.5: New door station popup window

2 Editing door station

To edit door station (Picture 8.6):
Select the door station and Menu > Edit [door station name] button

OR double-click on the door station name on the list

In the Door station editor, the central panel allows a user to modify:

Name

Type

Host central

Host door, that the central is connected to
Serial number or RS-485 address

Text display format

Remember to save any changes!

Edit door station Solo LCD Demo

Door station name
Solo LCD Demo

Door station type
SOLO-KP LCD

Server URL address

http://www.eisware.com

Username
prima

New password

Device ID
Text display format
LAST NAME

Remarks

Assigned apartments

7234738

98798

Apartment 1

Apartment 2

Apartment 3

Apartment 4

Apartment 5

Apartment 6

Apartment 7

Apartment 8

App12-4

Bleiw30

TSEISLCD

Transmitter 5olutions Apt

XYZ-123-1101

XYZ-123-1102

app 1

app 10

Picture 8.6: Door station editor

8.4.3 Removing door stations

Assign apartments to door station

Door station preview
98798
7234738
Gabbana
123
Stanovanje 3
Laugesen
Laugesen
Apartment 5
Apartment 6
Schilling
Ellung Larsen
Bleiw30
Hvidsten
Streetno. 1
Streetne. 1
Kofford
Kofford
Durdison

Kofford

app1

Dl e
[ =~ T - T -1
e B v ©
OO ey

Door stations can only be removed from the system if there are no apartments

associated with them. For details on assigning and un-assigning apartments to the door

station, please see the section Assigning apartments to the door station.

To remove a door station:
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e Select the Door station and press Menu > Remove [door station name]
button from the drop-down menu
o The door station will be removed from the list and the system

8.4.4 Preview of door station information

Preview of display text on the edited door station is visible in the Door station preview
tab in the door station editor.

It contains the apartments associated with the edited door station, the users that are
associated with the apartments, and on the option selected in the Text display format
drop-down menu.

For more information on the apartment assignment, see section 8.5 Assigning
apartments to the users.

8.4.5 Assigning apartments to the door station

Before assigning apartments to the door station, add all apartments to the system that
should be visible on the door station. See the explanation in the previous section. In the
following, it is assumed that all apartments are already present in the system.
To assign apartments to door station:
e Enter the Door station settings — select the text box Assign apartments to
door station that is located in the middle column.
o A new pop-up will appear with the display of all un-assigned apartments
noted in the left column and assigned apartments in the right - see
Picture 8.7.

Assign apartments to door station

nassigned apartments

Picture 8.7: Assigning apartments to the door station

Assigning apartment(s) to door station:

Start typing Apartment ID into the search field on the left, and when it is shown in the
list, select it and press the Add button. The apartment(s) will be assigned to the door
station and will appear in the list of assigned apartments.

Un-assigning apartment(s) from the door station:
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Select apartments from the right panel and by pressing the Remove button. The
apartment (s) will be unassigned from the door station.

NOTE: Multiple apartments can be selected using the “Shift” or the “Ctrl” key.

Search function:
e If any of the lists contain a lot of apartments, it can be narrowed by entering the
apartment name into the search field. Once the correct apartment is displayed, it
can be easily assigned or removed.

8.4.6 Updating content on the door station

NOTE: The sysadmin can always manually update data from GUI. If the user’s data or
apartment is changed by the administrator, its data will be updated the next day. In the
morning hours, the system will check if any changes were made in the previous day and
automatically apply them. The data is not updated immediately because on some
devices this takes a long time and during that time the device is inaccessible.

When all settings for the door station are saved and the apartments are assigned, this
data needs to be updated on the display of the door station.
To update content on door station:
¢ Select the Door station from the Door station editor.
e Click the button Menu > Update data on the door station.
o Updated data is sent to the door station.
o The door station replaces old data with new.
o Door station device is restarted
NOTE: Sending data and updating information on the door station can take some time.
It takes approximately 10 minutes to send and update data of 100 users/apartments.

8.5 Assigning apartments to the users

The user needs to have an apartment assigned to be visible on the display of the door
station/mailbox/info board.

To assign apartment settings to a user:
1. Navigate to Users widget.
2. Select a user from the list.
3. Double click on the user or select Menu > Edit user [Namel].
o The user’s profile is displayed.
4. Enter the Apartment’s name to the User’s apartment field.
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8.5.1 Advanced text manipulation

Edit User mat Save Menu ~
General | Advanced | Account Latest events
Card validity for offline readers after Anti-passback function Apartment's visibility on doorstation
card registration on online reader . .
- &5 ' : User is visible on door station
Unlimited .
Overwrite text on door station
Anti-passback status reset
Overwrite text on call button

Picture 8.8: Advanced apartment settings for a user

Advanced settings for door stations and call buttons

To leave out username from door station:

1. Navigate to the specific user and select its Advanced tab like shown in Picture
8.8.

2. Un-check the field User is visible on the door station

To overwrite text on door station or call button:

e The fields Overwrite text directly changes the settings for the assigned
apartment (it overwrites text on door station/call button) and it is meant for
custom text changes.

Useful for: Situations where an administrator is administering users but has no
privileges to alter the hardware settings.

IMPORTANT! Remember to update all data on door stations after changing any of the
Apartment settings for a user.

Advanced settings for door mailbox display and info board
To provide a custom text on mailbox display/info board:

1. Navigate to Apartments widget and access the specific apartment
2. Change the Overwrite text entry like shown in Picture 8.9.
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Edit apartment Apartment 2

Apartment ID Apartment name
Apartment 2 Apartment 2
Apartment number ¥/ Apartment is visible on door station

2 Overwrite text on door station

Call button serial number 1

6134234
£

Call button serial number 2 Overwrite text on call button

632445 Miran
Indoor station serial number 1 Overwrite text on mailbox display

0 Prima
Indoor station serial number 2 Overwrite text on info board

0 Miran d.o.o.

Picture 8.9: Apartment management

IMPORTANT! If there are multiple users assigned to the same apartment, some
of the display options allow displaying text for more than one person.

If more than two persons with different last names are assigned in the same apartment,
the software will use the data from the first two created (for any modifications, please
use the overwrite function explained at the beginning of the sub-chapter).
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9 Module: Mailboxes

Use the Mailbox module for managing mailbox units. It goes hand in hand with a
Door station module since they both use the same apartment structure.

To read about apartment creation and management, please read chapter 8.3 Managing
apartments and 8.5 Assigning apartments to the users.

After creating and assigning the apartments, it is possible to create a mailbox unit in the

software.

Entry Mailbox

¥l Enabled
Name

Entry Mailbox
Host central

233

Door 1

9.1 Managing mailbox units

To create a mailbox section:

Mailboxes (2x4) Change

Apt4, Lastrname 23

Apt3, Lastname 22

Apt2, Lastrname 21

Picture 9.1: Mailbox settings

1. Navigate to Home > Hardware > Mailboxes.

Press Menu > Add a new mailbox.

Apts,

Apt8, Lastname 27

7, Lastname 26

Apté, Lastname 25

Lastname 24

Apt8

Address 8

Ant7
/

Address 7

Apt6

Address 6

Apt5

Address 5

3. Set its name and provide data about its master central, which door socket it is
connected to, its text display format, and its dimensions.
4. After adding all the information, press button Add.

If some mistakes occur during creations, correct by navigating to:
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1. Select the mailbox from the list.
2. Press Menu > Edit [mailbox name].

To remove mailbox:

1. Select the mailbox from the list.
2. Press Menu > Remove [mailbox name].

9.2 Assigning mailboxes to apartments

Assigning an apartment to the mailbox:

1. Enter the mailbox settings by double-clicking on its name found in the list or by
clicking Menu > Edit [mailbox name].

2. On the right panel, there is a visual presentation of the mailbox with the
dimensions provided when created.

3. By clicking on the single entity, a pop-up window displays, asking for
Apartment, overwritten text on the display and the mailbox address -
Picture 9.2 (displayed on the screen if nothing is sent as a replacement).

4. Once everything is set-up, press button Add.

Mailbox

Apartment Manage apartments

Aptl (AptT)

Overwrite text on mailbox display

Add Cance

Picture 9.2: Assigning mailboxes to apartments
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NOTE: The apartment and the mailbox address must be unique for every mailbox unit
(can only be assigned to a single entity).

NOTE: The addresses on the old mailboxes varied from 1-64 based on the deep-
switches on the mailbox board, while the new mailboxes are automatically numbered
starting from addressing 50 to 80 (depending on how many mailbox interfaces there are
— 10 addresses per interface).

9.3 Setting the reader to work with the mailbox
To assign a reader for opening the mailbox, navigate to its Advanced settings (Home >
Hardware > Centrals > Edit > double click on reader > Advanced tab).

On the bottom of the popup menu, there is an option: Mailbox reader. Ticking this
checkmark assigns the selected reader to mailbox handling.

¥| Mailbox reader - Reader is used for opening mailboxes

Close

Picture 9.3: Assigning the reader for mailbox handling

9.4 Creating and assigning mailbox access rights

By assigning access rights to the reader previously set as Mailbox reader, and
assigning the correct access group to the user with the apartment, allows the user to
access the mailbox by showing the card to the mentioned reader.

Edit Access Right
Schedule Manage schedules
0-24h

Action
Open Lock Unlock oggle '® None

Id device

® Any Card PIN Card + PIN PIN + Card 2nd Card Read

Dispatch event Manage custom events

Event Parameters

Save Back

Picture 9.4: Access rights of the mailbox access reader
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NOTE: The mailbox reader does not have to be connected to the central that has a
mailbox unit connected to it.

IMPORTANT! Only 1 entity can be opened at a time. If someone tries to open a second
mailbox, the reader will sound an error message, until the first lock is closed.

IMPORTANT! Lower hardware centrals (sold before August 2016) only support
connections of mailboxes on Door 1 & 2!

After all, mailboxes are assigned to apartments, they should update with the correct text
on the display. Moreover, the option to Open a mailbox from the GUI becomes available
when opening the mailbox entity popup. To replace the text on the mailbox display, fill
in the text in the field.

The mailbox displays should update automatically, but to update them manually, just
press the Save button.

If the communication between the central and the mailbox drops, there will be a warning
sign next to the display text in the Mailbox preview.

Whenever making any changes to the users who have an apartment assigned, their
display on the mailbox should update immediately.
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10 Module: Floor plan

The floor plan module is an overview of the set system. Import own building blueprint
and visually place hardware objects onto it. Moreover, control the set object.

NOTE! To have a larger overview of the Floor plan, the left menu is automatically
hidden. To show it again, just click the down-pointing arrow on the left corner of the
screen.

10.1 Managing floor plans

To create a floor plan:

Navigate to Home > Monitoring > Floor plan.

On the right panel make sure that the tab Floors is selected.

Press Menu > New floor plan.

Set its name and provide a picture from the local computer or from the internet
(in both cases, the picture will be downloaded to the central).

5. Press button Add to save the changes.

hne=

If there were some mistakes made during creations, correct by:

1. Select the floor plan from the Floors tab.
2. Press Menu > Edit [floor plan hame].

To remove the floor plan:
1. Select the floor plan from the Floors tab.

2. Press Menu > Remove [floor plan name]

10.2 Floor plan hardware
To add items to your floor plan:
1. Navigate to the Hardware tab on the right panel.

2. Press Menu > Add item to the floorplan.
3. The software will offer three options to choose from:

e Reader
e IP Camera
e Label

To add a Reader to the floor plan, select the wanted reader from the dropdown list and
press Add. Clicking on the image places the wanted reader to a position on the image.

To add IP Camera to the floor plan, an IP camera must first be installed in the Nova
software (more on IP cameras and their implementation in chapter 5.3.3 IP Camera).
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Select the wanted camera from the dropdown list and press Add. Clicking on the image
places the wanted camera to a position on the image.

By selecting a Label, first, give the label a proper name, then select its type:

e Link to URL web address will redirect anyone who will click on it to the URL
provided in the bottom entry.

e Link to floor plan will make a mesh of easier navigation between floors (create at
least two-floor plans to link between them). It is a good idea to make it both
ways (ex. Main floor link to the 1 floor of the floor plan and on the 1 floor of
floorplan link back to the main floor).

e Link to the central: If there is a massive installation of separate systems, it is
possible to navigate to another central without remembering its correct IP
address by providing it here with the username (if the username and password
are the same on both centrals, the administrator is directly logged-in when
pressing this widget).

Press Add. Clicking on the image places the wanted label to a position on the image.

Navigating to the Hardware tab, all the added hardware shown on the floor plan is
visible. By selecting one, it will be displayed in bold on the image for easier recognition,
and the tabs next to Hardware will change based on the hardware type.

e Selecting a Reader will display:

o Events tab (displays last events of the reader)

o Users tab (displays users that have access to the reader)

o Groups tab (displays Access groups that have access to the reader)
e Selecting an IP camera will display:

o Camera tab (displays camera’s picture)

10.3 Floor plan navigation

The navigation on the Floorplan is similar to navigation on mobile devices. Click and drag
to move over different areas of the image. Scrolling in and out will zoom the image (on
mobile devices use pinch and stretch gestures to get the same result).
Moving Hardware objects around can be done by clicking on them — a menu will show:
e Reader menu:
o Open
o Unlock/Lock
o Block/Unblock
o Move - allows relocation of the reader to some other location on the
floor plan.
o Remove — removes the hardware from the floor plan.
e IP camera menu:
o View image — will open a new pop-up with the camera image.
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o Open camera — will open the GUI of the camera (only for the known
types).

o Rotate — will rotate the icon of the camera ONLY! for easier
determination to where the camera is pointed at.

o Move - allows relocation of the camera to some other location on the
floor plan.

o Remove — removes the hardware from the floor plan.

e Label menu:

o View — will redirect anyone to the provided target.

o Edit — allows edition of the Label.

o Move - allows relocation to some other location on the floor plan.

o Remove — removes it from the floor plan.

Here are the descriptions of the buttons displayed next to the floor plan image:

Full-screen mode

Is
T
{m}

Q
@

Fit image to the size of the screen

Reduce zoom

Increase zoom
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11 Module: Presence

The presence module is a great way to keep track of how many people enter or exit
predefined facilities. Determine people who are still located within the premises with the
help of direction set on the readers. Also, if adding the user telephone numbers in the
software and connecting a GSM module (chapter 5.3.1) to the central, the
administrator can send them an SMS with a prompt to answer with a keyword. Based
on the answer, it is possible to check if they are still inside, otherwise, they will be
removed from the group of people listed as present.

This module is activated with the activation key (read about activation keys and how to
enter them in chapter 6.1 Add-ons and Modules).

11.1 Managing presence places

Q Menu ~
BrinrE @it Prima office Show more
2 Users Q
User
Present stem 21: User manualk to place
dministrator (v =d in)

ShOp 1 O mat 2016-08-10 16:08: Entry (Card 2910456518)

Present

Picture 11.1: Presence locations

To add a new place:
1. Navigate to Home > Monitoring > Presence.
2. Press Menu > Add a new place.
3. Enter:

Name of the place.

Hardware list that includes all readers that belong to that place (read about
creating a new Hardware list in chapter Error! Reference source not
found. Error! Reference source not found.)

Past Days — determines how long the history of user entries should be kept.
Entry keyword - in case a user telephone number is correctly set up and if
the user was not added to the list of present persons, the user can send an
SMS with keyword and be added to the list.

Exit keyword — in case someone left the location without registering on the
exit reader, it is possible to respond to a warning message by SMS and be
removed from this location.

Template message — An SMS template that should explain why the user
received this message and how to respond (which keywords to use).

4. Click the Add button to create a new presence location.
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To edit an existing place:

1. Select the place from the menu.
2. Click on the button Menu > Edit [place name].
3. Update settings and Save.

To delete an existing place:

1. Select the place from the menu.
2. Click on the button Menu > Remove [place name].

11.2 Managing users in places

Users who enter through readers with a set direction entry/exit (check on how to set
Reader direction in chapter 5.1.15 Reader settings) and the readers are included in
the Hardware list of the Location are automatically added/removed from the place.

Manually add or remove users from a specific location by:

1. Entering the location by double-clicking on it.
2. User management:
e To manually add a user to the list (Picture 11.2), click on Menu > Manually
add users
o Select the user to add (selecting multiple users can be done by
holding Ctrl or Shift key). Press Add selected (number of users)
and provide a reason when asked in the pop-up window.
e To remove the user(s) from the list, select them from the list and press
Menu > Manually remove users (number of users).

By default, only users who are inside are shown. To also display users that left, a couple
of options exist when pressing the Menu button:
e Hide all options, turned on by default, and hides users who left.
e Today's option displays users who are inside, and users who left in the last 24
hours are displayed in red.
e Last N days option, displays users who are inside and users who left in the last
N days (set in the Location settings).

To send an SMS to the user:
1. Select the user(s) in the location.
2. Press Menu > Send a message to users (number of users).
e If there is a template message for the location, it will be entered
automatically.
3. Press Send to send the message.
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IMPORTANT! If the keywords are the same in multiple locations, a user will be
added/removed from all of them.

IMPORTANT! If there are two locations and the keyword for one of them is a sub-string
from another (ex. “"OUT"” and "OUTSIDE"), and a user replies “"OUT", the user is removed
from both locations; but if the user replies "OUTSIDE”, it will only be from the single
location.

IMPORTANT! If the user SMS does not include the keyword at the beginning of the
message, it will not affect the user presence and the message will be displayed next to
the user name.

Total users: 10
User Department Phone Last Event Note Last Message

test4

tests

sdfdg test

System

mat

System Administrato System

test 5

Entered

©OOOOOOodo

Super Administrator System

Picture 11.2: Presence user list

11.3 Setting up global Anti passback

Anti passback is a function to prevent the cardholders from entering the premises using
the same card(s). Access will be granted only to the first person and then if he lends
his/her card to some other person, the access won't be granted until the “original”
person is checked-out at the Exit reader.

IMPORTANT! The readers need to have the Entry/Exit direction set! The description on
setting the reader direction is described in chapter 5.1.15 Reader settings under
Advanced settings.

IMPORTANT! Readers must be assigned under a special hardware list. The set-up of
those is described in the chapter 14.1.2 Hardware list.

The user list can also be assigned to the location — this will count the humber of the
specified users from the user list. This way we can limit the presence max user count for
specific presence location.

Once the Anti passback function is enabled, there are some additional settings we can
set:
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e Error duration (in minutes) — the time duration before the user’s card is

acceptable again. Default 00:00 means that the card will be rejected until the

card is set to Exit reader or user’s Anti passback status has been reset.

e Allow exit on error — the user can always leave (no matter if the card was
registered on the Entry reader or not).

e Allow entry on error — The Anti passback will still be reported in Nova as
events but will allow users to enter the location even if the card was already
presented to that Entry reader.

IMPORTANT! Status of a single user or a complete status reset can be done by
navigating to that user -> Advanced tab and pressing on the Anti passback status reset
button. The options for reset are displayed in Picture 11.3.

Confirmation

Do you wish to reset anti-passback status for current user or for ALL users?

For current user For ALL users Lance

Picture 11.3: Options to reset Anti passback status
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12 Module: Wireless online

In some cases, it is not possible to mount a wired reader (due to lack of space, door
material, etc.) and in some cases, the customers want to monitor the offline door(s)
from the software. For such mounts, special hardware called the Antenna modaule is
needed for the conversion of the offline readers. To make this option work in the
software, provide the activation key (read about activation keys and how to enter them
in chapter 6.1 Add-ons and Modules).

IMPORTANT! If the connection between the wireless online reader and the Antenna
module is lost, the reader will flash green/red LED and the reader will beep whenever
the card is shown for a few seconds. After that, it will switch to offline mode until the
wireless connection is established again. That is why it is recommended that the
reader is set-up as an offline reader first! before proceeding with the wireless
upgrade.

IMPORTANT! Nexus offline does not support this functionality.

12.1 Offline to online reader conversion

In the Offline reader settings, a new tab is displayed — Wireless online mode.
Checking the Enable wireless online mode will show additional options to connect
the current offline device with the Antenna module. A new button Pair will appear. Click
it to open a pop-up wizard that will help pair the Antenna module and the offline reader.
This is done in three steps:

1. First, add a new Antenna module by clicking on Menu > Add new Antenna
module.

e A pop-up will require Name, Serial number, and information regarding which
central and what door socket Antenna module is connected to.

e The Test device option can test the connection between the Antenna module
and the Alpha.

e After entering the data, select the new device in the list and press the Next
button.

2. Put the Wireless service card on the offline handle and press the button Pair.
A green LED will flash and a sound confirmation will notify you of a successful
pair. The GUI will display the OK message and automatically redirect you to step
3.

3. To confirm the offline reader, a serial number from the reader needs to be
checked and selected from the list. By pressing Finish, the offline reader and the
Antenna module will try to establish a connection.

NOTE: The wireless online reader data (battery and firmware version) updates every
time the reader is used.
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Edit offline reader Online2

¥| Enable wireless online mode

Offline reader Online2 with serial number 000540AA is paired on Antenna
module antenna located on central Alpha, door 2.

A\ To make the offline read

paired out from the Antenna module.

ler back to offline mode, the device must be correctly

Pair out

Picture 12.1: Wireless online mode

12.1.1 Advanced view

In the second step after selecting the Antenna module, it is possible to select the
Advanced view. From here, there is a table displaying different information about the
connected and assigned wireless online readers.

Columns description:

e Wireless offline address (from 1 to 16).

e The serial number of the Antenna Module.

¢ Name assigned to the Antenna Module.

e The options to Select, Remove, Move Readers

e The name of the Wireless online reader and its serial number.

If there are any errors like address collisions, a wireless online reader that has no
antenna module set, wireless online reader connected to multiple antenna modules, etc
these are visible from Advanced view. Detectable errors like address collision will also
display in a red marked row and an error message.
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Pair - 123 - Advanced view

List of Antenna modules on central Alpha on door 2

Name

antenna

List devices

Serial number

#05 00040FF8

Antenna Module

antenna

Serial number

00

068B1D

Select

Remove N

Remove

Remove

O Help

Pair Edit Remove

Offline reader in system

Picture 12.2: Wireless online advanced view

12.2 Removing function from wireless online readers

To remove the wireless functionality:

1. Navigate to the Home > Hardware > Offline Readers, double click on the
wanted wireless online reader, click on the wireless online mode tab and press
the Pair out button.

2. Put the Wireless service card on the wireless online reader and press the Pair
out button in the GUL. A green LED, sound, and GUI message will display the

successful pair-out.

Pair out - online

To make the offline reader back to offline mode, the device must be
correctly paired out from the Antenna module.

Device was found on the Antenna module antenna (#00068B1D). Place
service card on the offline reader and click "Pair out” to pair it out.

Pair out

Advanced view

Picture 12.3: Wireless online reader pair-out
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12.3 Wireless online reader functionalities

Having a reader activated in the system, we can:

e See the battery status next to its name (located in Home > Hardware >
Offline Readers).

e Actively edit its schedule (only 1 allowed).

e Use the Open, Un/Lock, Un/Block functions. IMPORTANT! Whenever one of these
commands is sent to the wireless online reader, it needs to be woken up (turn it
a few times) before the setting changes.

e Active door events are displayed in the Events list.

e If the Antenna module is disconnected, it is displayed under the Disconnected
centrals and readers.

IMPORTANT! Maximum readers that can be connected to a single Antenna module is
16.
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13 Module: Booking

The booking module is for reservation of the premises at the specified date for a defined
period.

Add booking activation key to the system:

The booking activation key must be added to the system as described in 6.1 Add-ons
and Modules along with the booking software that can be found on the vendor’s
homepage.

When the package is downloaded to the local storage, upload it to the central the
same way upgrade package is uploaded — described in the caption 5.1.9 Online
System-wide software upgrade and single upgrade .

IMPORTANT! The booking module must be uploaded and used on the master
central; otherwise, no reservations can be done (the feedback will be “Error!
User privileges are not sufficient”).

NOTE! The booking can only be set to work with online readers.

13.1 Booking access groups

After activation and software update:

1. Click on the Menu > Add group
o A new type of Access group type, called Booking location, is now added
to the list of access groups
2. Click the Add group button to create a new booking location.
NOTE: It is recommended to name the access group according to the booking
resource.
Picture 13.1 shows additional parameters that must be filled for each booking access
group:
¢ Location opening hours — defines the working hours of the resource, e. g.
opening and closing time of the Sauna.
e Default reservation duration — represents the period of how long can users
use the premises after claiming the reservation.
e Remarks — displays a custom message to users who are making the
reservations. The message should provide additional guides to users and their
reservation (e.g. location of the entrance to the facility, where to park, etc.).

e When the booking access group is created, it will be added to the list with other

access groups. For the easier distinction between user access groups and
booking access groups, the type of group is displayed next to the group name.
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Add group

MName
Sauna
Access group type
Booking location
Locations open ng nours
Locations closing hour
21:00
Default reservation duration
30 minutes
Description
Entrance to the sauna is next to the pool. Towels are provided

upon er‘tr';,-'.|

Add

Picture 13.1: Adding a new booking location

Picture 13.1 shows an example of:
e New Booking access for “"Sauna” that opens at 8 a.m. and closes at 9 p.m.
e Each user can make a reservation for 30 minutes.
Assigning the booking access group to a reader:
e Each booking access group can be associated with an existing reader in the Nova
system.
e Assigning the booking access group is the same as assigning any other group to
the reader (see chapter 4.2.3).
e Assigning one or more readers to a booking access-group creates a new access
zone thus granting access in the selected zones during the time interval defined

by user reservations.

13.2 Reservation creation and cancellation in Booking
module

After access group configuration in Nova, the Booking module can be accessed with a

web browser on address:
e http:// <IP of the central> / Booking
o (Replace the text inside <> with IP address of the specified central).
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o A new login page will appear and grants access with the same credentials as in
Nova.
NOTE: For basic reservations, use an administrator type of account for creating or
canceling the existing reservations.
Example in Picture 13.2 shows:
¢ A calendar page of the Booking application where the resources are listed in the
top left corner.
e Currently, the location is set to Sauna as added in the previous example:
o Switch locations by clicking on the name and selecting the other location
from the list.
o The calendar is set by days, marking the current day in darker gray color.
Reservation times are separated depending on the “Default reservation
duration” set (Picture 13.1).
o The buttons on the top right above the grid are used for switching
between different weeks.
o The middle button resets the overview of the current week.

Creating a new reservation
Creating a new reservation requires a user to select the corresponding part of the

calendar.
e Click the Confirm reservation button to confirm the reservation (Picture 13.3)

Picture 13.2: Calendar page of Booking module
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Confirm reservation for Sauna

User

<

System Administrator

Date
21.022015
Time
08:00 - 08:30 08:30 - 09:00 0500 - 09:30 09:30-10:00 10:00 - 10:30 10:30-11:00
12:00-12:30 12:30-13.00 3.00-13:30 3:30- 1400
14:00- 7430 1430-1500 15:00- 1530 15:30- 16:00 16:00 - 1630 1630 -17:00
17:00-17:30 17:30-18:00 18:00-18:30 18:30 - 19:00 19:00 - 19:30 $:30 - 20:00

20:00 - 20:30 20:30-21:00

Description

Entrance to sauna is next to the pool. Towels are provided upon entry.

B3 Back to calendar & confirm reservation

Picture 13.3: Reservation confirmation (system administrator can see all-time reservation

hours, while a user only sees the one that was selected)

e Itis only possible to make reservations in the future and not for elapsed time.
Confirm reservation window has previously set reservations grayed out which
cannot be selected.

¢ Click the Cancel reservation button to cancel the reservation selected in the
calendar (Picture 13.4).

. Towels are provided upon entry.

ick to calendar Wl Cancel reservation

Picture 13.4: Cancelling a reservation
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13.3 Booking as a terminal application

The booking module can be run standalone in terminal mode.

Suggested prerequisites for this mode are touch capabilities of the terminal
screen and a Nexus reader connected to the central (Android standalone booking
terminal requires a special booking.apk installed, the device must also be rooted
for kiosk mode where users have no access to underlying Android platform).
Users can use their RFID (Radio frequency ID) — cards to log-into application and
confirm their reservations.

To enable terminal mode:

1.
2.
3.

Start the Booking application on the terminal
Log into application as the System administrator
Select a reader in the settings menu (Picture 13.5) - to provide user
authentication and access to the Booking page.
User and Password provide account information with at least Administrator
privileges — this is a security feature that prevents other users from amending
any unwanted requests.

o Entered data is automatically saved.
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Calendar Logout (System Administrator)

Terminal settings

beaarking

Rotate O Rotate G0 Rotate 180 Rotate 270

Enabde KIOSK modg Disable EIOSE mode Change KIQO5K password

-

Picture 13.5: Booking terminal settings (Android booking terminal has a few extra settings)

Pixel to minute ratio allows adjustment of the calendar grid to actual screen size. This
way all of the bookable time slots are displayed on the screen without the need for
scrolling.

booking.apk can be upgraded by pressing on the Start upgrade process button. For the
upgrade to work you need to upload upgrade package to central (same central to which
Booking is connected). Correct files will then be downloaded from central and existing
applications will be replaced by a new one.

You can also upgrade terminal by copying booking.apk to the terminal via USB flash
drive and manually install it

139

With reservations for misprints



The setting menu also provides functions to work with Android OS trough the Booking
application. You

can change screen orientation, disable and enable Kiosk mode and reboot terminal if
needed. Some described features are also accessible by swiping two fingers on the
terminal screen. List bellow summarizes swipes on-screen and corresponding actions:

e Two-finger swipe from BOTTOM to TOP: Disable Kiosk mode

e Two-finger swipe from TOP to BOTTOM: Enable Kiosk mode

e Two-finger swipe from RIGHT to LEFT: Set the central IP address

e Two-finger swipe from LEFT to RIGHT: Reload Booking application

e Slow (> 5 sec.) two-finger swipe from LEFT to RIGHT: Reboot terminal

NOTE! Swipes are accessible from all screens of Booking application and are password
protected. You do not need to be logged into the application to use them. The default
password is set to 267267, but it is strongly recommended to change it by tapping
on the Change KIOSK password button (Picture 13.5).

Log-in when the terminal mode is enabled. Picture 13.6 shows a preview of the login-
screen when in terminal mode.
To log in the user needs to:

e Place the card on the Nexus reader.

o When the reader detects the card, the Booking application will take care
of the login and redirect the user to the Calendar page after a few
seconds.

NOTE: The maintenance contact information set in Nova is shown on the terminal login
screen.

Picture 13.6: Terminal login screen
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Alternative login:
e In case of troubles, the normal login form is accessed by tapping on the RFID
icon seven times.
o Login proceeds normally as described in the first paragraph of chapter
13.2.
Log-in credentials and user access:
e Regular users can also enter the Booking application with the same credentials as
they have in Nova when their account type is at least User.
e Account type can be set in Nova — see 4.2.3 Managing users, their access rights:
o Double click the user field to access the user information and then
navigate to the Account tab on the left menu.

e The drop-down menu at the top of the window enables the setting of the user access
to the application.

Confirm reservation on terminal:

When trying to confirm the reservation on the terminal, a button with an RFID icon will
appear (Picture 13.7).
o To confirm, users must place their cards on the Nexus reader to finish the

process.
’ﬁa Confirm reservation

Picture 13.7: RFID icon on Confirm reservation button in terminal mode

o Inactive users will receive a warning about automatic sign-out after 30 seconds.
o If there is no interaction with the application for another 10 seconds, they will be
automatically logged out to prevent any unauthorized access.

Note! Booking also detects user inactivity and it knows how to start daydream mode
(part of Android OS which acts as a screensaver). Daydream has to be enabled in the
Android settings application under the Screen section. Daydream will be canceled when
the user places her card on the reader or when the screen is touched.
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14 Module: Advanced admin rights — local admins

List editor is a perfect module for buildings with several smaller companies. It allows the
system administrator to create groups and assign them specific hardware that they have
access to. This way there are no unauthorized accesses because the local company
administrators only have control over their users/readers.

To get started with the List editor, install Nova 2.0 or newer. The latest software
package can be found on the vendor’s web page.

14.1 Management of different lists

14.1.1 User list(s)

Creating and adding users to list:
1. Navigate to Users section and select users by ticking the checkmarks in front of
their names.
2. Press Menu > Add selected users to list.
3. Provide the name for the new list or select the existing one from the
dropdown menu.

Add selected users (4) to list ...

User list
Create new
List name

IT

Add selected

Picture 14.1: Creating new user list, selecting users and assigning them to the new list

Displaying users in list:
1. Navigate to users.
2. Select the Filter icon (before the search bar).
3. Check the box at User lists and find the requested list as displayed on Picture
14.1. Press Apply at the end of the menu.

Removing users from the list:
1. Make sure you select and show the users in the user list.
2. Select the users you wish to remove by setting checkmarks in front of their
names.
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3. Press Menu -> Remove selected users from the list.

b 4
Search in
L User

Department
dentification devices
Access groups

Apartment

dentification number

Administrator

Users

Mo access

Visitor manager

Checkpoint user
User list

7 —

Q

Acce... T

MoAcCces...

ALL, Mai...

Picture 14.2: An example of a user list of employees

Removing or editing lists:
1. Navigate to Users.

2. Press Menu > User lists and select the wanted list.

3. a) Remove list by pressing Menu > Remove list.

b) Edit list name by pressing Menu > Edit list and provide a new list name.

14.1.2 Hardware list

Creating and adding readers to Hardware list:
1. Navigate to Locations & doors and select readers (multiple can be selected by

holding down the Ctrl key).

2. Press Menu > Add selected readers to list.
3. Provide the name for the new list or select the existing one from the

dropdown menu.

4. Pressing the © button next to the selected reader will add it to the currently

selected list. 0 will remove the reader from the current list.

Displaying readers in list:
1. Navigate to Locations & doors.
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2. Select the Filter icon (before the search bar).
3. Check the box at User lists and find the requested list as displayed on Picture
14.3. Press Apply at the end of the menu.
IMPORTANT! Only readers marked in black text are in the selected list, others are
there just for easier perception of their location.

Home > Monitoring > Locations & Doors

¥ | The office Q & O [E|

ik Locations
& Main area
i Sub-area 1

@ Main Entrance

Picture 14.3: An example of a reader list

Removing or editing lists:
1. Navigate to Locations & doors.
2. Press Menu > Reader lists and select the wanted list.
3. a) Remove list by pressing Menu > Remove list.
b) Edit list name by pressing Menu > Edit list and provide a new list name.

14.1.3 Info board list

Info boards can also be added to their lists and the list can be created/edited/deleted
the same way as Hardware list except it is done in the Info boards section. Multiple
devices can be selected using the Ctrl (single select) or Shift (sequence select) key on
the keyboard.

Grouping info boards allow users to send a message to multiple devices at the same
time - 21.3 Info board messages. To learn more about Info boards and how to create
message areas, navigate to 16.2 Info board layouts.

14.1.4 Apartment terminal list

Apartment terminals can also be added to their lists and the list can be
created/edited/deleted the same way as Hardware list except it is done in the
Apartments terminals section. Multiple devices can be selected using the Ctrl (single
select) or Shift (sequence select) key on the keyboard.
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Grouping apartment terminals allows sending the message to single or multiple
apartments at once. You can read more about it in chapter 21.2 Apartment
messages.

14.2 Assigning local administrators and their lists

After creating the user and reader lists, they can be assigned to local administrators. To
do so, navigate back to Users and access rights in the Nova software, Edit the
selected administrator, and switch to the Account tab as shown in Picture 14.4. The
account type must be set to “Local admin”. By doing so, two dropdown menus become
available under Local admin settings at the bottom of the pop-up. Select the desired lists
and do not forget to save the new settings.

Edit User mat

General Advanced | Account | Latest events

Account type User list - Only for Local Admin Manage lists
Local Admin Prima employees

Language - Preferred language after login Hardware list - Only for Local Admin Manage lists
English Prima hardware

Username - Name used for login into application
md

New password

Confirm password

I
o
o

5]
=1
"

Company - Company name will be us

Picture 14.4: Assigning account type and corresponding lists

Local administrators are now able to log-into the Nova software and manage the
assigned users, access groups, and time schedules. They can also see current events
and already created floor plans along with the listed hardware.

IMPORTANT! Local administrators have the same rights as administrators in Nova but
are limited to users and hardware from the assigned lists.

14.3 Module installation and location

To enable the List editor module, apply the activation key to the system. The procedure
of adding an activation key is described in 6.1 Add-ons and Modules. After activation,
the List editor can be accessed by navigating to Home > Settings > List Editor or by
navigating to Manage lists link in the user Account tab by selecting and editing one of
the users, as displayed on Picture 14.5.
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Edit User System Administrator

General Advanced | Account | Latest events
Account type
System administrator
Language - Preferred language after login
English
Username - Name used for login into application
sysadmin
New password
MNew password
Confirm password
Confirm password
Company - Company name will be used in reports

Company

ocal Admin Manage lists

Manage lists

Picture 14.5: List editor accessed through user settings
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15 Module: Card designer

If we have intentions of printing custom cards, the Card designer module can help us
with that. The procedure of adding an activation key is described in chapter 6.1 Add-
ons and Modules.

To access the software, we need to navigate to the User list, select the users that we
wish to create custom designs for and press Menu > Card designer.

15.1 Designing a card

On the left side, we are presented with an edit box, while on the right side will be
displayed the preview of the current card for every user that we have selected.
NOTE! In the beginning, the backside of the card is not displayed, because it's empty.
After we populate it, the preview will expand, showing us both sides.

Card size

By selecting the element, we are offered an option to use “Card bleed” which helps get
rid of the empty card edges due to some printer limitations.

Clicking on the Advanced button will display the current(default) card size. From there,
a custom card size can be entered.

The other items that can be added on the card by pressing on the New field button.
When the items are put on the layout, they are displayed on the list — the right side of
the card. By clicking on them, their settings are brought up. Common settings for all
fields are:
e The field can be moved by clicking on it and dragging it to the wanted position.
The position can also be set by offsets: From top and from left.
e Resizing the field can be done by clicking on the edge and drag or by changing
the values in the Width and Height fields underneath.

¢ Depth represents a value that defines which field is displayed under or over
another. Lower number depth is displayed behind the others with a higher value.

e Colour will open a color palette to choose a color for the field background
(behind the text, image...). To remove the color from the background field, just
delete the text.

Some settings are dependent based on the selected field:

e Text — additional settings are text font, size, color and align. To change the
text, simply replace the text in the text field. To make text bold or italic, select
it and press the corresponding button on the left. To enter user-dependent text,
press on the button Insert. The options are Name, Last name, Department, User
ID, E-mail, Phone, Company.

e Image

e Profile Image
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e Horizontal line

e Vertical line

To remove a field, click it and press the Remove button.
When everything is done, do not forget to Save the layout!

Layout: Default layout

[name] [lastname]

Save layout

Print Preview

Super Administrator

[department] System @ >
® card ronitside New field « f
=]
Matjaz D E &‘
o

Picture 15.1: Front and back side preview of a card design

15.2 Card layouts

After a layout is completed it will be saved as a default layout. If we wish to manage
multiple layouts, we can do so by selecting the cogwheel (next to the Save layout
button) and create a new layout. This opens a pop-up with the request with:
e Layout name.
e Make a copy of the current layout — creates a copy, so you can preserve the
original layout and make changes to a new one.
e Save changes before creating a new layout.

Once there is more than one layout present in the system, we can switch layouts by
pressing on the cogwheel and click on the name of the other layout you wish to use. The
currently active layout has a grey block in front of its name. The other options that are
available from the same dropdown menu once a new layout is created and active:

e New layout

e Rename

e Remove
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15.3 Additional user fields

Nova 2.2.10 and higher versions support creating additional fields that can be displayed
on the card designer preview. Additionally, we can integrate some logic into card
creation.

The fields can be accessed by navigating to Users > Menu > Manage additional
fields.

A new pop-up will open showing any already created fields.

A new custom field can be created by pressing Menu > Add.

There are different types of fields:
e Text —a custom text can be provided/displayed.
e Date time — Entry can be filled with the set date and time text.
e Date — Custom date can be set.
e Time — Custom time.
e Checkbox — We can react if the checkbox is enabled or not.
e Dropdown — Multiple predefined choices can be made.

Advanced Account Latestevents | Additional fields

Picture 15.2: An example of additional user fields

In the card designer, we can invoke the custom fields by selecting the “Visible” field
properties. This way we can display a picture if the user has the correct checkbox filled
or if the selection from the dropdown menu is valid.

This does not only affect the pictures, but we can also manipulate text too. e.g. The text
in the text field is present we can display it on a card.
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Layout: Access card Save layout | G

Print Preview

Card size =~
Profile Ir
[lastname] [name] Text Johnson Peter
Department: ITI:Z . Department: IT
[DepaetiRBtion |magge ID: 213542389150
number] ..
- e ABERg,
A & ;“*5"4
1 * L
) - (VIP
® Card front side © Card back side MNew field «
Doe John
Field properties Remove Department: IT
ID: 54654757753
From left From top Depth I:l
Visible if —-Card access=VIP access A4

Sizes are in milimetres (mm)

Picture 15.3: With custom fields, we can create one layout with different custom content

@ Name ack side
Last name

F
Department
User ID top
Phone

number

Company

Card access
0l
Identification number

i

Depth

Calor

Align

New field «

Remove

5

¢ 1<l Jls

left ¥

Extended tour number]

Card expiration date

Insert

Picture 15.4: Additional text options are displayed because of custom fields
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16 Module: Info board driver

Note: The info board module should only be used with NovaServer or with
Alpha with external USB storage connected to the top master central.

This module enables users to create, assign, and change the display of an Info board.
Note: The Info board module requires separate hardware — info board driver
and a display.

To enable the Info board module, apply an activation key to the system. The procedure
of adding an activation key is described in chapter 6.1 Add-ons and Modules. After
activation, the Info boards widget can be accessed by navigating to Home >
Hardware > Info boards.

IMPORTANT! The default IP of the Info board driver is 192.168.1.101.

16.1 Managing info board driver

When all hardware is set up, search for info board in the network by clicking Menu >
Search info board. If the central and info board are connected to the same network, it
will be displayed in the left side list along with its version, IP, and MAC address.

e If the info board driver is in a different network from the central, it needs to be
moved to the same network as the central. This can be done by using the Central
discovery tool (you can read more about it in chapter 25 Central discovery
tool).

To add it to the software:

Double click on the found info board driver or

Navigate to Menu > Add [info board name] or

Add it manually by navigating to Menu > Add info board.
Provide/make sure that the name is entered and its IP address is correct.

N

To edit the info board:
1. Select the existing info board and press Menu > Edit [info board name] or
2. Double click to edit.

IB update:
1. Select the info board you wish to update.
2. Menu > Update info board display.
3. Select the package from the PC and wait for events to report the finished update.

IB Removal:

1. Select it from the list and press Menu > Remove [info board name].
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Home > Hardware > Info Boards Matjaz D~

Q Menu -
Name IP Address Info board Layout Info board demo
Info board demo 192.168.1.101 Apartment Flod Preview  Events Q

2016-08-31 15:14:00  Info board demo
! Matjaz D
nfoboard message received (t)

Picture 16.1: List of info boards

16.1.1 Info board driver settings

To access the settings of the info board driver, simply double click on the info board in
the list or select it and navigate to Menu > Edit [info board name]. The general tab
will open by default. Selecting the Settings tab gives the next options:
e Change the info board IP address (make sure that the info board is located on
the IP provided when added to the software).
o Enter the new IP address.
o Enter the subnet mask.
o Enter the default gateway and press the Change button to send the
command.
¢ Rotate option:
o Rotate 0° - For standard mounting.
o Rotate 90° - Rotate the image for 90° CW.
o Rotate 180° - Rotate the image upside down. Appropriate for ceiling
mount.
o Rotate 270° - Rotate the image for 270° CW.
e Reboot option- Sends a reboot command to the info board driver.
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Info board demo
General | Settings
Change IP address
Change

Rotate

Rotate 0°
Rotate 270° Rotate 90°

Rotate 180°

Reboot

Reboot

Picture 16.2: Info board settings

16.2 Info board layouts

Layouts are the web pages created in the Nova software. After creation, preview them in
the browser before uploading them to the info board.

To create a new layout, please navigate to Menu > Manage Layouts from Info Boards
widget; a pop-up window will open with the canvas on the left side and the settings

panel on the right.
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Apartment Flod v Save Menu -
I Apartment I Apti E
Layout content Add frame ~
1 Apartment 2 1 Apt2 E
1 Apartment 3 | Apt |
1 Apartment 4 1 Aptd E
1 Apartment 5 AptS E
l Apartment 6 l Apts E
| Apartment | Apt7 E
| Apartment 8 | Apt8 E
| Apartment 9 | Apto E
i Apartment ‘-Zli Apt10 E
1 Apartment 11 1 Apt E
Properties Remove
1.:.::-_:- ment 12 Apt12 E
Width 213 Height 30
1.:.::-5 ment 1 Apti3 E
From left 29 From top 0
! Apartment ri! Apt1d E
Caol #FFFFF Dept 200
|.i.;:-_: ment | Apt13 E
Border | splid v Border thickness 1 v
| Apartment 16 Apt1e E i
Border color | #000000
| Apartment "l Apt17 E _ -
Font size Font color
1
I Apartment 5' Apt1g E ien .
AllE cente
1
Apartment '1 Apt19 E Anartmen
1 - Jpartment AP
3

Picture 16.3: Info board layout example

Description of panel sections:
e On the top, there is a text field with the layout name. Before creating a layout,
please name it first.
NOTE: To rename a layout, make sure that the first entry in the Layout content
is selected — this will display the Name property that needs to be filled.
Once there are multiple layouts created, it is possible to select a single one from
the dropdown menu.
Next to the Name, there is also a layout orientation, its resolution, and its color.
NOTE: The max resolution supported is FHD (1080p). Upscaling to 4k resolution
is done by the TV.
o To close the pop-up window, navigate to Menu > Close window.
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o Menu > Preview will open a new web page that will show a preview of
the created layout.

o Removing a layout can be done by pressing Menu > Remove [layout
name].

o Menu > Duplicate layout will create a copy of the currently selected
layout. This can be helpful if similar layouts are needed with different
information.

e In the middle, a Layout content includes the list of items placed on the canvas.

o Multiple frames can be added to the canvas. The following items can be
chosen from, by clicking on Add frame:

Content: Most common item, that either can include a text or can
be used as a background colored object. To add/edit text to the
content, please press the Edit content button. A new pop-up
editor will open to freely edit the text font, size, etc. Content can
also display HTML code or video (Source code and Insert/edit
video buttons).

Image: Adds an image from your computer.

Iframe: Enables display of web-pages that are enabled for Iframe
like booking, videos... If the web-page is designed with the Iframe
in mind, this is the best solution to implement it.

Embed: Enables adding embedded HTML code — used for
YouTube videos (navigate to video and under it press Share and
Embed tab; copy generated code to the text embed entry), Twitter
(use external sites to generate a custom twitter feed that can be
embedded into the info board) ...

IMPORTANT! Twitter videos do not support auto-play, so
tweets that include GIF-s or videos will not play.
IMPORTANT! High-quality videos are demanding and
might not play smoothly. To fix the issue, please embed
the video that plays a lower resolution video. YouTube and
other HTMLS5 videos might need some additional
parameters like autoplay and loop to keep them going.
Apartment label: When selected, an apartment can be assigned
and the text from the apartment will be displayed the same way
as it is on the Door stations or Mailboxes. The apartment text
display format can be set under info board driver general settings.
Message: Local admin, Administrator, and the System
administrator can all send messages to the info board, which will
be displayed and updated in this frame.

Slideshow: Designed to display multiple frames in an endless
loop. Each slide can have a custom timer assigned. By selecting
Slideshow settings, slides can be added/removed/reordered.

Copy selected: Creates a copy of the currently selected frame.
Very useful for creating multiple objects with the same content.
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o The first item is always the canvas. Clicking on it will bring different
settings to the Properties panel — the layout name, its size in pixels
(make sure to enter the resolution of the display that will be connected to
the info board driver). You can also select a background color.

Note: To remove any color from the object, delete the text field contents, and press
Enter.

o Clicking on the different objects from the Layout content will select it on
the canvas (blue border color) and bring the object properties in the
bottom panel — general settings:

*  Width: frame width.

» Height: frame height.

* From left: distance (in pixels) of the frame from the left side.

* From top: distance (in pixels) of the frame from the top side.

» Colour: color of the frame (if the text is empty, it is see-through).

= Depth: determines which frames are displayed in front (frames
with the highest number, will appear on top).

= Border: border type — solid, dashed, or dotted.

» Border thickness.

= Border color.

o To remove a frame, select it from the Layout content and press the
Remove button in the Properties tab.

Frames can be dragged and dropped anywhere on the layout. To access a frame that is
covered with other frames, you can give those temporary lower Depth or you can just
move them to the side, re-position the troubled frame and return the top frame to the
previous position.

Note! When dealing with multiple frames, select them using the Ctrl key and click more
frames into selection. Once selected, move all selected at once by moving them the
same way.

Sometimes the frame cannot be moved due to its content (ex. Videos have click to
start/stop and do not allow mouse drag). To move such frames, use the From left and
From top properties.

Note! Some property fields can be increased or decreased by clicking on them and
pressing the up/down arrows. A single press on the up arrow on the keyboard will
increase the current field by 10; this also works when selecting multiple frames — it is
good for increasing the width or height of selected objects.

When done editing, press the Save button and close the layout pop-up.
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Reginald, Fernifer

Name 21, Lastname 2

men Name 22, Lastname 22
TEn Name 23, Lastname 23
men Name 24, Lastname 24

MName 26, Lastname 26

| Apartment 6 | Name 25, Lastname 25

. MName 27, Lastname 27
ment Phyllis, Fazel

en Gretchen, Boucher
ment Kip, Reid

Picture 16.4: Info board layout preview

16.3 Assigning layouts to info board drivers

To select which layout will be displayed on the info board, navigate to Home >

[spartmentze]  jeanene, Townley |
[Apartment 77 | Cristen, Salkeld |
[Apamment | Levi, Bu |
[ Aparment 23| Hans, Sill |
[Aparment30]  Latesha, Bigne |
|z;a. "|c':3| Karla, Mcwhirter |
[seammenizz|  Madge Meshane ]
[Apartment 33] yn, Milliner |
sparment | Samantha, Beesley |
[ Apartment 35] Shanell, Frau |

Hardware > Info Boards widget and double click on the wanted widget.

From here, select the Layout to display from the dropdown menu. If there are any
apartments set on the active layout, also choose the appropriate display format.

Once all is set, it is possible to:

e Preview the currently assigned layout: Menu > Preview.

e Upload the layout to the info board by pressing Menu > Update display.

Info board demo

General | Settings
General
Mame

nfo board demo
P Address

192.168.1.101
Layout

Apartment Flod
Apartment text display format

NAME, LAST NAME

Picture 16.5: Info board General settings
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16.4 Sending a message to info board driver

Along with the info board widget, a Messaging widget becomes visible too. Navigate to
Home > Messages.
To create a new message press Menu > New info board message.

Click on the To: label to display available info boards, select the correct info board from
the dropdown menu, provide a Title for your message (only displayed in the software
and not on the info board) and create a new message that can include text, picture or a
video.

Once done with message creation, click the button to preview it on the info board. This
will open layout from the selected info board and put the message inside the Message
frame (if it exists) and open a preview page in another window. If satisfied with the
result, close the preview window and send the message. The display should update with
the new message after a couple of seconds.

158 With reservations for misprints



17 Module: High-security module

This module makes some software changes, that improve overall security. To activate
this key, please follow the instruction in chapter 6.1 Add-ons and Modules.

By entering this module, a new section: Security settings and Reader encryption
will be displayed in the Other Settings menu.

Enable HTTPS redirect

Centrals with hardware version 3.0 support HTTPS access by default. Navigation on
HTTP protocol is unsafe — the data between the computer and the central can be
monitored by someone else on the network. Using HTTPS protocol (https://<cental-
IP>) will create a secure handshake with the target central. After the handshake is
done, the connection will be encrypted.

NOTE: When accessing the webpage via HTTPS, the browser will report that the site is
untrusted due to the self-signed certificates that are provided by the central. The site
can still be accessed by putting the site to ignore the list — the connection is encrypted,
but there is no way to check if the target recipient is the central or not. To avoid the
browser warning, the custom certificates need to be uploaded to the central for a unique
and secure connection. Details are better described in chapter 17.1 Uploading custom
certificates.

In the Other Settings, there is an option under Security settings to redirect all traffic
from HTTP to HTTPS. After this setting is set, anyone who wishes to access the central
via unsafe connection will be automatically redirected to a secure one.

Disable webserver port on slave centrals

Access on all slave centrals is usually read-only, but to increase security, we can disable
the GUI access on all slave centrals at once. The software must be at least version 2.1
installed on all centrals for this feature to work. If the central is reset to defaults, the
GUI becomes accessible again. Adding new centrals into the system while having this
option enabled, will automatically disable access to that central’s GUL.

PIN changes

The PIN codes are hidden from all users for security purposes.

Additionally, PIN only access can be DISABLED, Card + PIN and PIN + Card
combination require PIN length can be set to require at least 4 numbers.

Due to the security reasons, if the PIN on the reader is entered incorrectly, it won't be
displayed it the event.

Entering the faulty PIN multiple (5) times, the reader will report a faulty pin even if it's
entered correctly until the end of the time (1 minute).

Password changes

The system will require a password length of at least 8 characters. Additionally, the
password cannot contain more than 2 repeated characters and cannot include sequential
numbers or characters (ex. 1110X12 — not suitable, AgEf432 is not suitable,
65gbca539 is also not suitable).

Idle log-outs
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If this option is checked, the account type: system administrator will be automatically
logged out of the system after 10 minutes of inactivity. The timer is not active if the GUI
is opened on Events or Floor plan page (for monitoring reasons).

Reader encryption

This option enables encryption on the wire between the central and the reader. Enabling
this option will result in reader working a bit slower, but more secure.

17.1 Uploading custom certificates

The option allows custom certificates to be uploaded to the master central and creates a
correct introduction when accessing the application. To upload personal certificates,
navigate to Home > Settings > Other Settings. There is the option to upload
multiple files. Please select all the files you have regarding certificates. The software will
extract the needed information and use it to provide secure access to the central.

The custom certificates will replace the self-signed ones and ensure a secure connection
to the master central.

After certificates are uploaded, the URL of the safe access will be displayed, along with
the currently set common name (as shown in Picture 17.1).

Custom certificates

Currently set: *.primasystems.si Remove

® pem+.chain.crt .crt, key+.chain.crt

.pem

Browse file
Lhain.crt
Browse file
Upload

Picture 17.1: The uploaded certificates provide a secure connection to the top master central

Central access should now be displayed with the secure connection icon:

&« C | @ https://demo.primasystems.si/app/?t=1478160758716

Picture 17.2: Secure connection to the site (top master)

17.2 Custom certificates removal

If we do not wish to keep the personal certificates on the central, they can be deleted
with the press of the Remove button as displayed on Picture 17.1.
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After the certificates are deleted, the centrals will continue to work using the default self-

signed certificates.

IMPORTANT! Central reset (the left button held for more than 20 seconds) will also
delete personal certificates and continue to use the self-signed ones.

17.3 Providing a secure connection between centrals

The module allows an option for a Required secure connection between the centrals.
This ensures that there are no plain connections between the centrals. The connection
uses a secure protocol TLS 1.2.

Secured connection between centrals

Required v

Picture 17.3: The option to ensure encrypted connections only!

IMPORTANT! Centrals with hardware version less than 3.0 do not support secure
connections, so this option cannot be set until they are removed from the system.

17.4 Two-factor authentication

To enable two-factor authentication:
1. Navigate to the user (top right) and from the drop-down select the Account.
2. Enter the required email and phone number.
3. Select the button to Setup 2FA.
4. Separate unique codes will be sent to your email and SMS, copy them over to
Nova'’s window.

Note: The codes are only valid for a couple of minutes and upon expiration, you

can re-send a new pair of codes.
5. Once two-factor authentication is enabled, it can be tested by logging out and
back in.
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Two-factor authentication setup for user Tony Stark

Activation codes were sent to: email tony.peterson@email.com and
phone 00386888888

Resend activation code

To complete two factor authentication, please copy the received codes

below

- 545-477

Email verification code

512-923

Text message verification code

Activate 2FA

Picture 17.4: Two-factor authentication window

To disable Two-factor authentication:
1. Navigate to the user (top right) and from the drop-down select the Account.
2. Press the button Disable 2FA.
3. The codes will be sent off to email and SMS, copy them over to disable it.
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18 Module: Fire alarm module

The fire alarm module supports the connection of one or more external alarm unit(s) to
one or multiple centrals in the system. To activate this part of the software, please
follow the instruction in chapter 6.1 Add-ons and Modules.

IMPORTANT! Alarm functions only work on the online and offline readers connected via
antenna!

IMPORTANT! All centrals in the system must have software version 2.1 or higher for
this module to work correctly.

IMPORTANT! The alarm contact needs to be connected to general Input 2 and one of
the settings below needs to be selected on the corresponding central in GUI.

To access the Alarm settings, please navigate to Home > Hardware > Centrals >
Edit central > Auxiliary I/0 tab > Input 2. For the alarm to be triggered, the Active
voltage level should be set on NC (default) or NO.

IMPORTANT! Fire alarm overrides any openings, so if a door was opened before by
schedule and are now set to lock after the alarm is over, the lock will take priority.

18.1 Setting up an alarm to affect only one central

This option is free and allows the alarm to manage doors connected to that central. If
the alarm is triggered, the alarm will unlock all doors on this central. Once the alarm is
over, all doors will be locked.

18.2 Setting up a global alarm

Setting this will unlock all doors in the system when the alarm is triggered and then lock
them when the alarm is turned off.

NOTE: Doors that were previously unlocked — manually or by schedule will LOCK once
the alarm is over.

18.3 Setting up a custom alarm

Advanced setting that allows creating a new, special Alarm action access group with
custom settings for the beginning and the end of the alarm time frame.

To create a custom alarm group, please navigate to Home > Users & Access rights >
Access groups, and create a new group with the Alarm action as an access group
type. The access group is assigned similarly as a standard access group with some
limitations (the time is always 0-24 and actions can be set to
Lock/Unlock/Block/Unblock/None). Along with the Action, custom events can also be
triggered if the scripting module is applied in the system. More about the scripting
module can be read in chapter 7 Module: Scripting.

Once the access groups are created and configured, they can be selected in the alarm’s
dropdown menu as shown in Picture 18.1.
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Input 2 - Settings
Active voltage level

NC

Alarm - Settings

A DISCLAIMER: The alarm function is not a reliable source of safety. It is
meant to be used only as a support option to help in case of emergency.
Use it at your own responsibility and risk.

The access control equipment is not approved in relation to fire regulations and

fire norms as well as the installation itself can be made so it does not fulfil local

fire protection requirements.

¥ I've read the disclaimer and I'm aware of the deficiency of the set alarm
Alarm function
Alarm action access group
Action on start of alarm
Alarm START
Action on end of alarm

Alarm END

Picture 18.1: Custom alarm with a start/end groups assigned

18.3.1 Setting up a custom alarm in case of terror threats
In some situations, there are special zones that we need to block. Here is an example:

Our area will be divided into two smaller areas, each covered with a different alarm
signal. Each alarm covers its area and when the alarm is active, it will block all access to
that sub-area.

After the thread is cleared, we want to unblock all readers, so everyone authorized to
have access again.

Here is a structure of the set-up:
& Main area

& Sub-arean
(0 Main Entrance
O Room 1
O Room 2

# Sub-area 2
() Gathering room

O side entrance

Here are the access groups:
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Group name

Zone 1 - block readers
Zone 1 - unblock reader
Zone 2 - block readers

Zone 2 - unblock readers

Type

Alarm action
Alarm action
Alarm action

Alarm action

Access rights
#& Main area
4 Sub-area

(O Main Entrance
A2 0-24h | BLOCK | CARD

QO Room 1
A2 0-24h | BLOCK | CARD

O Room 2
A2 0-24h | BLOCK | CARD

Picture 18.2: Access groups for Alarm action groups

Now that the access groups are created, they can be assigned to the correct central as
described in chapter 18.3 for both centrals that have alarms connected.

When the alarm is active, the readers are blocked which means that no one can pass
except the users who have Privileged access ~ found in chapter 4.2.3 Managing users,

their access rights and apartments.
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19 Module: Checkpoint

Checkpoint module supports card checks for secure facilities such as airports. There are
two (2) ways to check the cards — a stationary checkpoints, where a guard can check
cards of users that pass by via predefined reader(s) or mobile checkpoints that allow
guards with a designated mobile device to scan cards on the field.

To activate this part of the software, please follow the instruction in chapter 6.1 Add-
ons and Modules.

IMPORTANT! Master central has to be upgraded with the package version 2.3 or higher
for these functionalities.

Firstly, we need to set-up a Checkpoint user(s). To read more about user account
types and how to assign them, please read 1.1.1 Account types.

19.1 Setting up a stationary checkpoint

Once the users are created, navigate to Settings > Checkpoint settings.

On the top select the checkpoint user and fill out which events show as “"OK"” and which
ones as “Error”. You can also assign sounds to any event you‘ve selected by pressing on
the “Play button”.

When the guard logs in, he can see the checkpoint widget.

When opened, the screen is black until one of the set events occur.

At that time, the layout selected at the Default card print layout (can be changed at the
user’s general settings) will be displayed.

D Matjaz
Department: Prima
ID: 213542389150

PP i
AR
ASAEIRNY

2018-09-06 10:42:40 DemoMaster214
Matjaz D, Prima
User login (89.212.1.158, NovaPRO 2.0)

Picture 19.1: User's card layout displayed on the screen

Picture 19.1 shows a checkpoint preview.
There are 3 buttons:
e The home button, that navigates back to Nova
e The up/down buttons that allow us to go through card history.
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NOTE: Card history is limited to 50 cards max and the cards are stored only for
10 minutes!
In the case of the “Error” event type occurs, the text from Other settings on the bottom
will be displayed instead of the card. Additionally, you can select a different layout and
text if the card is unknown.

19.2 Setting up a mobile checkpoint

After the checkpoint users are created, the special android app has to be installed on the
devices capable of reading RFID cards.

After opening the app, the guard will have to login by showing their card + PIN.

The mobile app can only detect if the card is lost, deleted, expired, or the unknown card
type (unauthorized or any of the offline cards).

NOTE: In the app, the person responsible has to set-up the IP of the top master central.
These settings are locked behind a set PIN, so the normal user doesn’t have access to
them.
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20 Module: Visitor manager

IMPORTANT! For this module, you need special hardware — USB desktop reader.
There is more information about USB desktop reader described in chapter 24.5 USB
desktop reader.

This module is locked by default and can be activated with an activation code. To do so,
please follow the instruction in chapter 6.1 Add-ons and Modules.

IMPORTANT! Master central has to be upgraded with the package version 2.3 or higher
for these functionalities.

To create the visitor manager:
1. Navigate to new user creation.
2. After the user is created, navigate inside his settings and select tab Account
3. Change its Account type to Visitor manager
4. Provide login credentials.
Create different access groups that he can assign:
1. Create a new access group, make sure to select Visitor as Access group

type.
2. Assign access rights accordingly (for the visitors).

Run USB reader software and navigate to its settings (right mouse click on the red circle
near the clock). Make sure that Send card number to central is selected. The
central’s IP and Visitor manager’s credentials need to be filled.

() USB Desktop Reader settings it
Settings  Advanced actions
System
Show desktop notifications
] Start application on system startup

() Send cand number to cumrently active window

(® Send card numberto central

Central

IP address (152168 2.101 |

Usemame |visitnrrnanager| |

Password |.."..."." |

Picture 20.1: USB desktop reader's setting for visitor manager
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Open Nova and use its credentials to log in.

Workflow:
Once the Unknown card is presented to USB reader, a new pop-up window will appear
asking for data (similar to new user creation).

Add visitor

Name
Toby
Last name
Andersen
Company
Tezla

Document type

ID card

Visitor 1D

Visitor ID

Reason for the visit/contact person

Appointment with Mr. Weiss.

Access groups

€ Visitor access 1

Add Cancel

Picture 20.2: New visitor window
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The visitor will then be added to the list.

Later on, when this visitor comes back and returns the card to the Manager has to show
to the USB again which will bring up the filled window, prompting for visitor removal.

Visitor Toby Andersen

Name

Last name
Company
Document type
Visitor ID

Reason for the visit/contact person

Access

roups

o

Visitor access 1

Picture 20.3: Visitor has returned the card and can be deleted

Next time this card is presented to the USB reader, it will be presented as a new card,
ready to be assigned to the next visitor.

20.1 Visitor history

Event history will be extended and users who have access to event history will be able to

filter specific visitor passes.
If the visitor comes in sequential days and the name was entered correctly every time,
event history will list all of his passes from different days.
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Filter by user

Search users A4

Filter by visitors

Search visitors A4
¥ | Toby Andersen Ty

W Countand group by users

Q Search events

Picture 20.4: Event history allows displaying events from visitors too
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21 Module: Messaging/Communications

This module is locked by default and can be activated with an activation code. To do so,
please follow the instruction in chapter 6.1 Add-ons and Modules.

IMPORTANT! Master central has to be upgraded with the package version 2.3 or higher
for these functionalities.

NOTE: The messaging module is used for sending the message(s), while the
communications module brings the option to reply to the sent message (usually via
some poll/confirmation buttons).

21.1 Email messages

IMPORTANT! The email and SMTP server settings in the Other settings must be
filled! For more information read chapter 6.4.4 Email and SMTP server settings.

Navigate to Messages > Menu > New email message.

When pressing the drop-down or the user search button, it will only show in black the
ones who updated their email address.

Emails can be also sent to a list of users — Clicking on the list button will bring up the
existing user list. To read more about how to create user lists, read chapter 14.1.1 User
list(s).

21.2 Apartment messages

IMPORTANT! Special display hardware (AT — Apartment terminal) is required for the
messages to be displayed.

Users created by the AT are counted differently, and if there is even one present in the
system, Apartment terminals option will show-up in Nova. From there, apartments
can be added to the apartment list.

To send a message, navigate to Messages > Menu > New apartment message.
From there, only AT users will be displayed. A message to multiple apartments can be
sent by clicking on the list button and selecting the wanted list(s).

21.3 Info board messages

IMPORTANT! Special hardware — info board is required for the messages to be
displayed.

To send a message, navigate to Messages > Menu > New info board message.
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The messages sent to the info board will be displayed within the Message field. This
makes everything more convenient since the layout doesn’t have to be every time a new
message is sent onto it.

Additionally, timed messages can be created. A timed message has a higher priority than
a regular message, so whenever a timed message is in effect, it will be displayed instead
of the regular message. After the timer runs out, the regular message will be displayed
again. In case multiple timed messages overlap, the more recent one will have a higher
priority.
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22 Module: DoorApp

This module adds support for door opening by placing the phone on the Nexus online
reader. Depending on the number of phones used to get access, the DoorApp module
must match or exceed that number (for example DoorApp 25 can have up to 25 phones
registered). Each user can have up to 5 phones assigned (if so, it will still count as 5
used phones).

Prerequisites:
e Android NFC enabled phone only!
e The system must be upgraded to Nova 3.0
e Reader’s software must be upgraded to firmware 29 or above
e User must have at least 1 card assigned
e The application can be downloaded from Google Play store:

How to pair the card with the phone?
1. Make sure that the writing on the reader is not turned off.
2. Make sure that the Access with DoorApp is not disabled.
3. Open the app on the phone and follow the steps. If any of the steps fail during
pairing, just repeat the process until you get a positive result.
Card/Phone data management for offline readers
Write data to card/phone v

Access with DoorApp

Enabled, phone unlock not required v

Picture 22.1: Make sure that settings in the reader's advanced options are enabled

IMPORTANT! NFC antenna is located on the backside of the phone, so make sure that
your phone’s backside is facing our Nexus reader.

Once paired, the phone should open doors on all readers that have DoorApp access
enabled and users are also required to have access to that door.
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https://play.google.com/store/apps/details?id=si.primasystems.doorapp&hl=en

23 Module: Notification module

This module supports sending emails and SMS as info when the specific events occur.
The messages are automatically generated and are sent immediately when the event is
registered.

IMPORTANT! To send out the emails, the master central’s gateway server and DNS
server must work and have access to the internet.

23.1 Notification recipients

How to assign user(s) to receive notifications:
1. Navigate to specific user (Users & access rights > Users > user of choice).
2. Enable the checkmark next to the email address,
enable the checkmark next to the phone number for SMS notifications.
The notification can easily be tested by pressing the Test link.
3. Save changes.

E-mail Test notification
toni@stark.com

¥/ Receive event notifications on email

Phone Test notification

00386444888

¥/ Receive event notifications on phone

Address

23.2 Notification events and limits

If we navigate to Monitoring > Events >Notifications > Menu - Notification
settings, a dialog shows up:

175
With reservations for misprints



Notification settings

Project | Treehouse Save

Critical system information Warnings and important information
Receive important notifications abou Receive useful information about
systemn health, critical errors and events. system. For example, user access errors,
For example: reader disconnected, break doors left open, etc.
in, etc.

e-mail Set Clear Set Clear

phone text message Set Clear Set Clear

=

Pause

Limit maximal email notifications per day to . Limit maximal email notifications per day for each event type

Limit maximal phone notifications per dayto |5 | Limit maximal phone notifications per day for each event

type to

Picture 23.1: Notification settings and restrictions

Picture 23.1 represents the notification settings:

¢ Project: This is helpful to determine from which project the notifications are
coming from.

¢ Critical system information: Pressing the Set button will place the checkmark
next to the predefined events for the email/phone. This setting focuses on
hardware errors/failures.

¢ Warnings and important information: Similar to the previous point, but
focuses more on user interactions.

¢ Pause notifications: For any planned system maintenance, the notifications will
be blocked for a set period. This also triggers during the system upgrade.

¢« Maximal email limit: To prevent spam, this limit can be set. Additionally, one
can set a limit for each event type.

e Maximal SMS limit: Same as email limit, but for phones.

How to add/remove events from the notification list:

1. Navigate to Monitoring > Notifications.
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2. Double click on the wanted event or select it and press Menu > Edit
3. Select/deselect the notification checkboxes and save.
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24 Special hardware

24.1 Elevator controller

The elevator controller is based on the regular Alpha central and has support for
controlling access for up to ten floors by activating only those floor buttons in the
elevator to which the user has access.

24.1.1 Elevator reader setup

e The reader has to be installed on Door 1 on the Elevator controller.
e Reader and Door 1 settings are applied in the same way as for a normal reader.
e Please see the section on setting up an RFID reader for more information.

NOTE: The only difference is that the Electric lock open time setting for Door 1 is
controlling how long the elevator buttons are enabled.

IMPORTANT! In cases where the central is controlling less than 10 floors, unused
outputs can be used for normal access control with additional readers connected to Door
2, Door 3, or Door 4.

24.1.2 Setting up elevator destinations

To set-up elevator destination, navigate to reader settings (described in chapter 5.1.15
Reader settings) and enter the desired destinations (an example is displayed on
Picture 24.1).

We can make so floors publicly available by assigning a schedule next to the destination
name.
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Reader ElevatorAccess

General Advanced Upgrade firmwar

Enter names for elevator d
stated here will be used in destinatio
definitions on elevator access group.

ElevatorController

Automatic opening schedule

Destination 10 &th floor No schedule
No schedule

Destination 8 5th floor No schedule
Destination 7 4th floor No schedule
Destination 6 3rd floor No schedule
Destination 5 2nd r oor No schedule
Destination 4 No schedule
No schedule

Destination 2 -1 Parking No schedule
Destination 1 -2 Parking No schedule

Picture 24.1: Elevator destinations

24.1.3 Setting up access groups and access rights

e Users need to be assigned with special access groups defining which floor
should be activated when the elevator is used.

¢ A special access group is created in the same way as a normal access group.
Here you create a new access definition of the elevator reader and select the
desired schedule, Id device, and floors.

e Action has to be set to None (Picture 24.2).
NOTE: New access groups must be created for each different combination of floors.
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Edit access group First Floor access

Name Add access right to .236 - Door 1

First Floor access

Schedule Manage schedules
Access group type 0-24h
Normal Action
Description Open Lock Unlock Toggle ® None
Descript Id device
P & Any Card PIN Card + PIN PIN + Card 2nd Card Read
Save Destinations
#| Parking-1  # Ground floor0 ¥ Flgor 1 Floor 2 Floor 3
Floor 4 Floor 5 Floor 6
Add Back

Picture 24.2: Access definition for floors -1, 0, and 1.

24.1.4 How to create more than 10 destinations

A single elevator controller can handle up to 10 floors on its own, however, we can have
multiple elevator controllers to extend the maximum floor value by 10 per controller.
The extension has to be done in Nova by assigning the “extended” elevator controller as
a direct slave to the main elevator controller as shown in Picture 24.3.

DemoMaster214 @® side entrance
Alphad+ (3.0 Version: 2.3.28 Upgrade (© Main Entrance
192.168.1.214 R5-485 Master (1)

Online [§

Alpha Slave

Alphad Version: 2.3.28 Upgrade
192.168.1.222

Offline

ElevatorController (Q ElevatorAccess
Elevator controller (1.0) WVersion: 2.3.28 Upgrade

192.168.1.236

Offline

Elevator extender

Elevator controller Version: 2.3.28 Upgrade
192.168.1.237

Offline

Picture 24.3: Example of an elevator controller with 20 destinations

The destination screen will now have 20 destinations to fill in.
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Reader ElevatorAccess

General Advanced Upgrade firmware

Enter names for elevator destinations, e.g. Level -2,Level -1,Lobby, ... Names

Elevator destinations

stated here will be used in destination selector when defining access rights
definitions on elevator access group.

Elevator extender

Destination 20

Destination 19

Destination 18

Destination 17

Destination 16

Destination 15

Destination 14

Destination 13

Destination 12

Destination 11

ElevatorController

Destination 10

Destination @

Destination &

24.2 FireAlpha

FireAlpha is a stand-alone central that serves to ping devices on the RS485 bus. It
contains its graphical user interface to manage the connected devices from a pre-

determined list.

The detailed FireAlpha manual is in a separate file. Please contact the support that can

13th flood
12th floor

11th floor

10th floor
gth floor

8th floor

be found on the vendor’s webpage.
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Automatic opening schedule

No schedule

No schedule

No schedule

No schedule

No schedule

No schedule

No schedule

No schedule

No schedule

No schedule

Automatic opening schedule

No schedule

Mo schedule

No schedule

A4

\'4

IS S K

v

A"

A"

v

-
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24.3 Parking controller

The Parking controller is a stand-alone central that manages parking garages entry/exits.

A detailed manual is written in a separate file. Please contact the support that can be
found on the vendor’s webpage.
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24.4 Nexus MO

Nexus MO is stand-alone hardware that supports the connection of up to two readers.
It needs to be programmed the same way as offline readers are programmed. You can
read more on programming offline readers in chapter 5.2 Offline readers.

There are no special readers for this hardware — meaning the readers from Alpha central
can be connected to Nexus MO and the other way around.

24.4.1 Upgrading Nexus MO readers

1. Disconnect reader(s) from the Nexus MO.

2. Connect them to port on a central.

Run a search and add them to the system.

Double click on it and navigate to tab Upgrade firmware.

Press the button Upgrade firmware and find the upgrade software on your PC.
After the upgrade is done, the readers can be removed from the software and
connected back to Nexus MO.

7. Reboot the Nexus MO to detect the readers.

ownhw

NOTE: Nexus MO only detects readers at its boot. Connected readers after boot will not
be recognized. Please press the reboot button to start the initial search again.

24.4.2 Nexus MO PIN
When changing the configuration of different offline types, when we select Offline
Nexus reader, we are presented with the option to request the user’s PIN or we have
an option to enter with a shared PIN.

Request input of user's PIN

Open door with keypad using code, no card required

Picture 24.4: Nexus MO additional PIN settings

24.4.3 On-board buttons

Next to the power connectors, there are two buttons like there are on the central.
Pressing the left one will reset the board. By pressing and holding the right one until the
LED starts blinking faster will reset all settings (the board needs to be re-programmed).
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Picture 24.5: Nexus MO on-board buttons

24.4.4 Upgrading older systems with the new firmware

Older version of Nexus MO can be upgraded to the latest version, but during the
procedure, all data will be lost, so after the upgrade is done, it needs to be re-
programmed.

To update old reader software, an RS485 connection must be made from PC to reader.
At reader boot, it expects a new firmware for a couple of seconds. It needs to be
provided with the flashing tool. If the time window is missed, the reader needs to be
rebooted and the process repeated.

Updating the old board with the new software is similar to upgrading readers. The
connection must be established with the PC via RS485 cable and the flashing tool needs
to be used in the first couple of seconds to upload new software.
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24.5 USB desktop reader

e Overview: USB Desktop Reader consists of a reader and companion software
application. The reader is connected to the PC with a USB connector.

e LED Status: In normal operation, a red LED is lit on the reader and red LED and
green LED are blinking on the USB connector signalizing ongoing communication
between application and reader. When a new card is read, the red LED on the
reader blinks and short beep is produced. When a card is accessed for
reading/write operations, a short beeping sound is produced.

¢ System Requirements:

Windows XP/7/8/8.1/10 with .NET 4.0 installed
USB 2.0 Port,
Internet connection

e Safety: To ensure the safe operation of the device and its users, please read

and act following the safety instructions.

USB Desktop Reader is designed for indoor use only; do not place it outdoors.

Do not place the USB Desktop Reader in or near hot/humid places, such as a
kitchen or bathroom.

Please keep the USB Desktop Reader out of reach of children.

There are no user-serviceable parts inside the USB Desktop Reader. If you
experience problems, please contact your dealer to purchase and ask for help.
The USB Desktop Reader is an electrical device and as such, if it becomes wet for
any reason, stop using it immediately.
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24.5.1 Installation

1. Turn on your computer and plug-in USB Desktop Reader into an available
USB port on your computer. Never use force to insert a USB connector.

2. Wait for Windows to detect inserted device and that required drivers are
installed. This procedure can take some time, as Windows may contact
update servers to download required files.

3. Download the installation file USB Desktop Reader Setup <version>.exe.

4. Double click USB Desktop Reader Setup <version>.exe setup application and
follow the next installation steps:

e Select the desired language you wish to use during the installation of the USB
Desktop Reader.

Select Setup Language 2
Select the language to use during the
installation:
| Engiish -

(0]4 ] | Cancel |

Picture 24.6: USB Desktop Reader language selection

e The next screen welcomes you in the setup wizard. You can proceed with the
setup process or you can cancel it by clicking on the Cance/button. Click the Next
button to proceed with the installation.

e Select the desired installation location. It is recommended to use the default
location.

e Select the Start Menu folder name. Under this folder, you will later access the
installed application.

e Select if you wish to create a desktop icon.

e The next screen displays setup summary information, please read it carefully and click
Install when you are ready to continue. If you have an older version of the software
installed on your computer, it will be closed before installation.

e When the installation process is finished, you will be able to run USB Desktop Reader
on your PC. Click Finish to close the setup wizard.

24.5.2 Using USB Desktop Reader
Starting application
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IMPORTANT! To use USB Desktop Reader, host central needs to be running SysFCGI
version 1.7.172 or greater. You can check the installed version on central's user interface
under Settings in Advanced tab, next to the Upgrade software button. You may need to
upgrade central to the latest firmware if the SysFCGI version is not correct.
Start USB Desktop Reader application by double-clicking on the desktop shortcut or click on Windows
start menu and selecting USB Desktop Reader shortcut under USB Desktop Reader folder (shortcuts
may not be available if you have decided not to create them during the installation process).
USB Desktop Reader will start in the system tray where it can be accessed by clicking on its icon. If
the icon is not visible, you can click the up arrow on the left side of the system tray and rearrange
the USB Desktop reader icon by dragging it to the desired location on the system tray.

@© USB Desktop Reader * *

Central connected!

|

11:56
49,2015

Picture 24.7: USB Desktop Reader software running in the system tray

USB Desktop Reader settings

Mouse click on USB Desktop Reader icon will open the main application window with six latest
events and access to application settings and connected central.

Lost card (2045173215)

192015 10:27:43

o Disassembly card (3758740330)

152015 10:27:15

Unprotected cards was not found!!
352015 10:27-06

0 Emor processing Unknown card: Licence for

0 Emor processing Unknown card: Licence for

Unprotected cards was not found!!
352015 10:27-02
Central connected!

392015 §:34:33

Reader connected!
352015 8:34:28

Settings Nowvall

Picture 24.8: USB Desktop Reader log
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Click on Settings will open application settings where you can change the system and central related
settings.

Under the System section, desktop notification balloons can be enabled or turned off. When desktop
notifications are enabled, balloon messages will show the status of all card-related operations and
system state changes (disconnected reader, ...).

When the option Start application on system startup is selected, USB Desktop Reader will
automatically start whenever the PC is turned on.

O USE Desktop Reader settings &

System
| Show desktop notffications
| Start application on system startup

Send card number to cumenthy active window

@ Send card number to central

Central

IP address  152.168.1.100
Usemame  sysadmin

Password esesssses

IUSBE Desktop Reader 1.0

0K | [ Cancel || Apply |

Picture 24.9: USB Desktop Reader settings

USB Desktop Reader can be run in two different modes:

e When option Send card number to the currently active window is selected, the application will
send read card numbers to the opened application that has focus (this mode is useful if you need
to create a list of user cards in Excel spreadsheet). In this mode, you can also select if the card
number is combined with ENTER or TAB keypress.

o If option Send card number to central is selected, then read card number is sent to the central,
and card is treated in the same way as it would be on an online reader.

For the second option valid central IP address, username and password need to be entered under
applicable fields in the Central section of the settings window.

When you have edited application settings you can close the settings window by clicking on the
OK button or you can apply new settings with the click on the App/y button. If you wish to discard
changes, you can click on the Close button to close the settings window.

Exiting application
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You can close the USB Desktop Reader application by clicking on the Exit label in the
main application window or by right-clicking on the application icon in the system tray
and selecting menu option Exit.
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25 Central discovery tool

This tool allows installers to manage all centrals connected to the local network.
This software can be found and downloaded from the vendor’s webpage.

After downloading the software:
1. Openit
2. Both checkmarks must be checked and the tool must be allowed access to the
network in the Firewall enable window (Picture 25.1)

.o secuiy et S

O Windows Firewall has blocked some features of this program

S

Windows Firewall has blocked some features of CentralDiscovery on all public and private
networks.

!F. Mame: CentralDiscovery
B+ Publisher: Unknown
Path: C:\users'miha‘\desktopltcscentralsdiscovery.exe

Allow CentralDiscovery to communicate on these networks:
[#]Erivate networks, such as my home or work network:

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have lithe or no security)

What are the risks of allowing a program through a firewall?

l @A_jlowamess l l Cancel

Picture 25.1: Allowing access to the tool beyond the firewall

From the main window (Picture 25.2) the MAC and IP address are visible for the
corresponding centrals.
e Here it is possible to navigate to the central web page by clicking on the active
link in the Web Address column.
¢ Changing the IP of the central is only available from the default IP
(192.168.1.100) address.
o This prevents any unwanted changes outside the system. If the central is
reset, its IP changes to the default address. See the explanation of central
reset in chapter 27.
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[

o |
Centrals  |P Cameras  Info Boards
IPvd Status Web Address

———

0:50:c2:e6:30:01 .1.238 supported Responded http://192.168.1.238/
00:50:c2:26:30:df |192.168.1.233 supported Responded http://152.168.1.233/
foic2:3d:0a:fe:f3  |192.168.1.170 none./yesyes Responded hitp://192.168.1.170
foic2:3d:0d:fb:ad |192.168.1.171 none./yesyes Responded hitp://192.168.1.171/
foic2:3d:0d:f4:94 |192.168.1.176 none/yes/yes Responded http:/A192.168.1.1764
foic2:3d:0e:4e:11 [192.168.1.105 remoterequired ... | Responded http://192.168.1.105/
foic2:3d:0d:ca:28  |192.168.1.173 none/yesfyes Responded http://192.168.1.173/
foic2:3d:0a:dd:as 192.168.1.172 none/yes/yes Responded http://192.168.1.172/
foic2:3d:0d:ff:44 |192.168.1.108 remoterequired.fy... | Responded hitp://192.168.1.108/
fecic2:3d:0d:be:d?7  |192.168.1.174 none/yes/yes Responded http:/A192.168.1.174/
Paused.

. Central Discovery Tool (version 1.7.1)

Picture 25.2: Central discovery tool main page

This tool scans the network for any new central every few seconds.

(0]

In case a central fails to respond due to IP change or network error, its
entire row will turn red and its status will show 'No response”.

This is extremely helpful to determine if there are any problems
with the local network.

Search function

The search box on the top applies a filter to display centrals only in the specific network
or just a simple search for central IP or MAC address.

SSL support

This column reports if the central is capable of connecting via a secure SSL connection.

Centrals with old hardware do not support SSL! The SSL options:

Not supported

Supported - the old way of reporting SSL capable connection

Mode / Require peer certificate / Strict certificate check
Mode: The current SSL mode the central is set on (required, optional,
optional+, none)

o

Require peer certificate: (yes/no) if the central presents and requires a
connection with a certificate.
Strict certificate check: (yes/no) checks the contents of the certificates
and revokes the connection if the certificate is unfamiliar.
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IP cameras

For the system with IP cameras on the network, there is an IP Cameras tab.

IF Cameras

kAT [Pwd Status Wieb Address

Res ululyl ded _

O0:5A:21:30:E5:91  |192.168.1.151 Responded hittpe /4192 168.1.151 /cgi-bin...

Picture 25.3: Display of IP cameras on the network

Contrary to the centrals, IP addresses of the cameras can be changed anytime to any
address by:
¢ Clicking on the Web Address of the IP camera
o A new web page containing net settings will be displayed, confirming that
the camera is up and running.

Before setting up IP Cameras in the system, please make sure that the camera is
compatible with the Nova software.

Info boards

Centrals |P Cameras Info Boards

MAC |Pvd Version Status

B8:27:EB:E2:F4:21 |192.168.1.101 Responded

The tool also finds the Info boards connected on the same network. Moreover, it allows
changing the network settings to the found info board.

NOTE: The discovery and search tool works the same as the one for centrals.

ATTENTION! Central discovery uses UDP (User Datagram Protocol) packets, which
means that the discovery will display all centrals from local network (for centrals with
Nova version 1.4 and lower) and the centrals from other sub-networks (if the
router/access point allows it and the software on centrals is version 1.5 or higher).

IMPORTANT! This tool does not need to be installed. It was designed to run on any

version of Windows OS. Different OS systems can also run the tool via emulation
software.
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26 FAQ

Difference between the physical IP address of a central and the IP address, on
which the central is visible

If all centrals are inside the same LAN, every central can be connected to another central
by registering the IP address of the other central. This IP address is the physical address
of the central and can be changed in the Central Settings (see chapter 5.1.5 —
Settings section). This address is the address where the central is visible to other
centrals. If all centrals are in the same LAN, the physical address is also the visible
address. The visible address is the address, which can be set in the Central Settings
(Picture 5.9).

If any central in the LAN should be connected to a central located in a remote LAN, the
address of the remote LAN must be identified. Routers control the communication
between two different LANs, and if a message is sent from a central in one LAN to a
central in another LAN, it is first sent to the router of the other LAN, which then sends it
to the central. In the latter case, the router address becomes the visible address of the
central in the other LAN (and is set in the Central editor).

A central in a remote LAN still has its physical address, which is needed for message
delivery. This physical address can be changed in Manage Centrals (5.1.1 Searching
and managing centrals in Local Area Network (LAN)) popup window.

The warning message in Picture 26.1 shows on the main page. It is displayed, if the
physical address of the central is on 192.168.1.100. The best way to properly set the
system is to set the central database IP to 192.168.1.[any other number between 1 and
255 excluding 100] — with database update. If the central interface IP needs to be
changed, repeat the process setting the new interface IP without database update.

Picture 26.1: Default IP warning message

RS-485 BUS between Alpha centrals - Capacity and rules

On the RS-485 BUS, the bandwidth available for replication is greatly reduced compared
to Ethernet. RS-485 communication is also much slower because the communication can
only take place from one central to another at the time, whereas Ethernet allows many
centrals to communicate all the time. This means that the limit of maximum 10 slave
centrals connected to an ‘RS-485 master central’ on one RS-485 BUS is pre-set.
Replication over an RS-485 BUS can handle up to 750 door openings per hour (3.000
events).

This amounts to up to 300 door openings per minute between centrals connected over
TCP/IP connection run on Alpha centrals — if more capacity is needed the Nova software
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should be placed on a Linux server with more processing power which is a NovaServer
version, which includes the server.

When the system is running, the slave centrals send their events to the master but
receive no events back from the master or any other centrals in the system except if an
event concerns a function on the slave central — e.g. an event generated on another
central should open a relay on the central. So regarding the slaves, most of the
communication is one-way and means that the slaves have no back-up of events in the
system, but only contain its local events and the settings for the system (users, access
groups, etc.).

The ‘RS-485 master central’ receives all events from its ‘RS-485 slaves’, which it
replicates to all other Alpha centrals in the access control system that is on Ethernet. It
also sends all settings to the '‘RS-485 slaves’ as well as events that shall activate a
function on an ‘RS-485 slave’.

A system where centrals are on RS-485 BUS should not contain more than 1.000 users
due to the time it takes to upload them and distribute the information to all centrals. It
takes approximately 3 minutes per central on an RS485 BUS, which means that it takes
30 minutes for 10 centrals connected on one RS-485 BUS. This can be important under
commissioning or for systems where there are many changes to the settings.

Port forwarding for remote central on fixed IP address
Here, two possible cases can occur:
e The first case is when master central needs to communicate with the slave
central in another network.
e The other case is when wanting to access publicly available Nova application
through the browser.
In the first case, when the master needs to access remote slave central, one port needs
to be forwarded on a remote router. Usually, port number 3543 on the remote router
(the number is configurable under advanced settings of the remote central) needs to be
forwarded to internal port 3543 on the slave central (not configurable). Through this
port, the master central (or the local master central) sends the database to slaves.

In the second case, port 80 (which is used as the default port for all HTTP traffic) on the
router needs to be routed to port 80 on the central serving Nova application.

If using a domain name (dynamic DNS service or custom domain name) instead of an IP
number, that domain name is connected only to the IP address and all port settings
remain the same.

What happens in the case of replicator overload?

If the system generates more than approximately 3.000 events per hour on an RS-485
BUS it builds up a backlog. This means that events are lined up in a queue and not
reported instantly. In many cases, this does not matter as the local centrals continue to
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work normally, so users will not notice any difference. However, in systems where an
event (e.g. an input) on one central should release a function on another (e.g. an
output), it can cause the event to be delayed when registered in the queue.

A built-up backlog of events will be phased out in the minutes afterward if the number of
events gets fewer than 50 per minute (approximately 12 door openings). If the backlog
only builds up and up the system will stop working.

An 'RS-485 slave central’ is not affected locally by a replicator backlog. It will continue to
operate according to the memory settings: doors will be opened for users, period
validation and access rights to offline readers will be written to users’ cards, etc.

Capabilities of RS-485 system
A system with RS-485 BUS between the centrals can be set up in three ways:

1. One master central connected directly to a PC and with up to 10 slave centrals
connected on the RS-485 BUS.

2. One master is central on TCP/IP connection and with up to 10 slave centrals
connected on the RS-485 BUS.

3. Several 'RS-485 master centrals’ on TCP/IP — all part of the same big access
control system — and each has up to 10 RS-485 centrals connected on the local
RS-485 BUS.

The rule of max 10 centrals on an RS-485 BUS and max 1.000 users in an access control
system with centrals on RS-485 BUS is as a guideline, which in some cases can be
adapted to local circumstances. If a system has few users and a few events, it is possible
to have more centrals on the BUS and it will work well.

The same goes for more than 1.000 users in an access control system, where it is only
possible to have few slave centrals on a separate RS-485 BUS.

On the opposite side, it is possible to have a system with 500 users, but with many
events and changes to the users. In this case, it might be unsuitable to install any
centrals on RS-485 BUS.

On the ‘RS-485 slaves’ read/write readers can be installed to be used as update readers
for period validation and access rights for offline readers. Input on the centrals can also
be used to generate outputs on other. The RS-485 does not limit these possibilities.

Which memory sectors are used on MIFARE cards by the offline system?

User cards use sectors 5 — 9 (4 sectors) and 10 - 12 (3 sectors) by default. The starting
sector for the access rights segment is configurable. It is currently the 5" sector,
followed by 4 consecutive sectors. The starting sector for the feedback segment is also
configurable. By default, the segment starts at the 10" sector followed by 2 consecutive
sectors. All sectors are protected by unique authentication keys.

Usage of cards in other applications
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Configuration cards for offline readers should not be shared between different
applications and are linked only to our system. User cards are usable for other
applications as long as the other applications use ‘free’ sectors on cards.

How is a user informed about a low battery level on the offline readers?

The user is informed by the device (with delay, red LED, etc.) as well as by software
reports of battery status when Offline+ activation key is used and user feedback (events
on user card) is enabled. If the battery status is low, it can be found between Errors on
the Home screen. In the settings for every offline reader, there is a Remarks box to note
the date of the last battery change.

How to replace existing or add new central to the existing system
When adding a new central or replacing some centrals in the existing system, follow
these instructions:

1. Disconnect faulty central from the system if applicable.

2. Login to master central and add new slave central to the system or edit existing
slave MAC address with the MAC address of the new slave central. The MAC
address of the central is written on the central side label.

3. Reset new slave centrals to default, so there is no old data on it (it might be an
old master and will try to connect to some centrals, etc...).

4. Login to Nova application (NovaSimpli when reset to default) using default
credentials and change the central IP address to the new value, which is set on
master central.

5. Connect the slave central to the network. Master central will connect to it and
update the slave central configuration.

The replacement of master central is described in chapter 5.1.7 Replacement of
malfunctioning master central.

How many cards are stored on the blacklist card?
The blacklist itself can store up to 1133 cards.
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27 Appendix A - Description of LEDs and buttons on

central

There are two types of central Hardware and some differences in position/color of the

LEDs and buttons. Here are the descriptions of both:

Lights up if the doors are
opened/unlocked

Red light indicates a short cut. The over
current protection is on.

Amber LED indicates controller “heartbeat™. It
blinks slowly, when the controller is alive and
on 230 V. When power supply comes from
batttery, it blinks fast.

CoesETs

({

Warning: Reset central to its factory settings - If pushed for more than 10 seconds, the central will |7 r
reset to its orinignal IP-address (152.168.1.100) and RS-485 default address (based on MAC
address). If pushed for more than 30 seconds, the central will reset completely. All current settings

will be resored to defaults.

Reset button - resets the
central

Picture 27.1: LEDs and buttons on the new Alpha central

Green light indicates
that door 2 is open

Red light indicates a
short cut. The over
current protection
is on.

that door 1 is open

Green light indicates

Green light indicates
that door 3 is open

that door 4 is open

Green light indicates

Amber LED indicates controller
"heartbeat”.

It blinks slowly, when the controller
is alive and on 230 V.

When powersupply comes from the
battery, it blinks fast

Warning: Reset to original addresses
If pushed for more than 10 seconds
the central will reset to its original

address (based on MAC address)
If pushed for more than 30 seconds
the central will reset completely.

central’s original addresses restored,
settings and original passwords will be
loaded.

Warning: Reset button - resets the
central.

IP-address (192.168.1.100) and RS-485

All current settings will be deleted. The

Picture 27.2: LEDs and buttons on the old Alpha central
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28 Appendix B - Nova software feature possibility
list

Package/Module

Description

Administrator
client

200 extra users

10 extra doors

Use any card

XML integration

Offline+

Door stations

Python scripting

NovaSimpli

price: free,
no

schedules -

only 24h, no
offline

doors, only
one -

standalone
central

no

yes

no - only
one
standalone
central

yes

no

no

no

no

NovaSimpli 350

price: free,
no
schedules -
only 24h, no
offline
doors, no
events
history, only
one -
standalone
central

no

yes

no - only
one
standalone
central

yes

no

no

no

no

NovalO

10
doors/100
users

yes

yes

yes

yes

yes

yes

yes

yes

Noval00

100
doors/1500
users

yes

yes

yes

yes

yes

yes

yes

yes

NovaPRO

250
doors/3000
users

yes

yes

yes

yes

yes

yes

yes

yes

NovaServer

500
doors/5000
users

yes

yes

yes

yes

yes

yes

yes

yes
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We combine our specialist expertise with our solid first-
hand experience to develop convenient solutions for our
customers. We aim to develop access control systems
based on what our clients want and need with high
security in mind.

Our systems also include high flexibility and quality,
which make it possible to create dynamic, innovative
solutions. We present solutions suitable for all industrial,
office, home and apartment buildings, where traditional
mechanical lock systems are being replaced with
intelligent access control

systems, saving both money and time. We base our
solutions on an open platform, which is easy to
integrate with video, time and attendance, booking,
house automation and other customized

solutions that you might require.

We provide 100% access control systems focused on
software, hardware and centrals. We co-operate with
experts in the field to develop secure, yet user-
friendly products for customers.

Our production and development is located
internationally, and our experienced sales force and
technicians are always ready to help you.



